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Abstract

Machine learning (ML) technologies are rapidly being adopted across various industries,

scientific fields, and governments. However, despite the widespread use of ML, the

research community still lacks a thorough understanding of the principles that explain

when and why these technologies work in real-world applications.

One of the primary challenges to deploying ML methods is ensuring generalization,

or the ability of the model to perform well on unseen data as well as on training data.

In this thesis, we explore generalization from an information-theoretic perspective.

This perspective allows us to examine the impact of learning algorithms and data

distribution on generalization error, a crucial feature that offers an opportunity to

address an essential open challenge in generalization theory.

Our main goals in this thesis are twofold: (I) to explain the performance of existing

learning algorithms used to train modern deep neural networks and (II) to unify and

simplify the landscape of generalization frameworks using the language of information

theory.

For goal (I), we propose a novel approach based on data-dependent estimation

to estimate the mutual information terms that appear in generalization bounds. We

demonstrate the applicability of this technique in studying the generalization error of

Stochastic Gradient Langevin Dynamics (SGLD). Our numerical analyses show that

the obtained bounds are the first non-vacuous generalization guarantees for SGLD

and its full-batch counterpart for modern deep-learning datasets and architectures.
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Regarding goal (II), we explore the connections between information-theoretic

frameworks for generalization and classical min-max frameworks for generalization.

Our results indicate that information-theoretic frameworks are highly expressive in

the context of binary classification. However, we also uncover some limitations of

information-theoretic techniques when analyzing stochastic gradient descent in the

context of stochastic convex optimization.
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Chapter 1

Introduction

Ensuring that Machine Learning (ML) models perform well during test-time is crucial
for their reliable deployment in sensitive applications. In learning theory, this re-
quirement can be formalized using the concept of generalization error. Generalization
error captures the difference between a model’s performance on the available data
(a.k.a training data) and its performance on unseen data. In this thesis, we investi-
gate the problem of characterizing generalization error from an information-theoretic
perspective. We aim to demonstrate how various notions of mutual information
between the output of a learning algorithm and the training set can effectively capture
the generalization error. Our approach holds the potential to provide novel insights
into the trade-offs among various components of a learning problem, and guide the
development of more robust and accurate machine learning models.

1.1 What is Learning from Data?

Assume have a known data space Z = (X ,Y) where X is the feature space and Y is the
label space. For instance, for MNIST data [LCB10], X = R28×28 and Y = {0, . . . , 9}.
Also, let ` : Z × YX → R denote a loss function where YX is the set of all functions
from X to Y. In particular for h ∈ YX and z = (x, y) ∈ Z, `(z, h) = `((x, y), h)

quantifies how close h(x) is to y. Let D be an unknown data distribution on the space
Z. For every h ∈ YX , let RD(h) = EZ∼D [`(Z, h)] denote the population error of h.
For a training set Sn ∈ Zn, the training error of h with respect to Sn is defined as
R̂Sn(h) = 1

n

∑
z∈Sn `(h, z).

The problem of learning from data can be defined as follows. We assume a
learner has access to an IID sample Sn = (Z1, . . . , Zn) ∼ D⊗n from the unknown data
distribution D. The learner is tasked to design a (potentially randomized) learning

1



CHAPTER 1. INTRODUCTION 2

algorithm A = (An)n≥1, where An is a mapping from Zn to YX , with the goal of
minimizing RD(An(Sn)). (See Fig. 1.1.). This quantity is known as population error
of An. A direct analysis of the population error is challenging. Also, it may give little
understanding of the common properties among different learning problems which
ensures low population error.

One approach to analyze the population error is to use the following decomposition

Population Error of An = Training Error of An + Generalization Error of An,

where the difference between the population risk and the training set is defined as
(expected) generalization error:

EGED(An) = E
[
RD(An(Sn))− R̂Sn(An(Sn))

]
. (1.1)

This fundamental, yet trivial, bound implies that a control on the generalization
error and the training error let us bound the population error. Here, the training error
corresponds to the empirical optimization gap, which can be bounded by standard
optimization convergence analysis. The main focus of this thesis is on providing new
techniques and tools to analyze EGED(An).

Remark 1.1.1. Indeed, in modern machine learning, it is possible for algorithms to
achieve a training error of zero while still having a small test error. This phenomenon
is known as interpolation. In such cases, the traditional decomposition of test error
into training error and generalization error does not simplify the problem of estimating
test error. In other words, the problem of charactering the generalization error is as
difficult as the problem of charactering the test error. We will return to this point in
Chapters 4 and 5. /

1.2 Information-Theoretic Measures for Generaliza-

tion

In statistical learning theory, various approaches have been developed to analyze
generalization error of learning algorithms. Many of these approaches rely on the
concept of stability. Informally, a learning algorithm is said to be stable if a small
change to its training set does not change the output of the algorithm much. An
essential viewpoint for developing information-theoretic notions of stability is viewing
ML algorithms as stochastic transformations that map training data to an output. In
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this thesis, we are interested in understanding of

1. How can we quantify the stability of the distribution of the ML algorithms
output? We refer to this type of stability as distributional stability.

2. What is the connection of distributional stability to the generalization error?

The field of information theory offers many beautiful mathematical tools that can
help us measure stability. From an information-theoretic point of view, stability can
be naturally measured by the mutual information between the output of a learning
algorithm and its training set. This intuition has been formalized in the work by
[RZ16; XR17; NHDKR19; BZV20b; HNKRD20; SZ20a] , where the authors show that
the expected generalization error can be bounded by

EGED(An) = O

(√
I(summary of Sn; summary of An(Sn))

n

)
,

where I(·; ·) denotes the mutual information. This result formalizes the intuition that
a learning algorithm without heavy dependence on the training set will generalize well.
The mutual information term in the upper bound is referred to as the information
complexity of An. However, it is worth noting that there is no unique way to define
the information complexity, and previous research [RZ16; XR17; NHDKR19; BZV20b;
HNKRD20; SZ20a] provides various definitions for it.

Remark 1.2.1. It is indeed worth mentioning as a historical note that mutual information-
based generalization bounds were initially discovered in the PAC-Bayesian literature
by researchers such as Catoni [Cat07] and Lever, Laviolette, and J. Shawe-Taylor
[LLS13]. These early contributions explored the connection between mutual informa-
tion and generalization error. However, despite their significance, these contributions
were somewhat overlooked and remained unrecognized for a period of time. The full
potential and implications of using mutual information as a measure for generalization
were not widely appreciated until recently. It was the work of [RZ16] and [XR17]
that revived and brought attention to these mutual information-based generalization
bounds. /

Using information-theoretic measures to characterize generalization error in ma-
chine learning has notable advantages. One of the shortcomings of the several classical
bounds is that they focus on the worst-case guarantees. For instance, the methods
based on Vapnik–Chervonenkis theory [VC74], sample compression [LW86], and sta-
bility [BE02] provide generalization guarantee for the worst-case data distribution.
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Z Sn := (Z1, . . . , Zn) An An(Sn) ∈ W

n i.i.d.
samples from
unknown D

Figure 1.1: Learning Setup

This limitation severely restricts their ability to explain the success of modern ML
algorithms, which often rely on natural data distributions. This issue is highlighted
by [ZBHRV17] who conduct several interesting numerical experiments to study the
effectiveness of the classical generalization bounds in explaining the success of deep
neural networks (DNNs). Their key finding is that in the overparametrized regime,
where the number of training points is much smaller the number of parameters of
the DNN, the classical frameworks defined based on the worst-case complexity of
parameter space are unable to explain the success of DNNs. In contrast, information-
theoretic methods offer a significant advantage in that the generalization bound takes
into account all the components of a learning problem, thereby enabling us to reason
about generalization in an instance-dependent manner.

1.3 Main Questions and Overview of the Results

In this section, we present the motivation behind our study and an overview of the
results in the thesis.

1.3.1 Characterizing Generalization Error of Iterative Learn-

ing Algorithms

As discussed in Section 1.2, information-theoretic methods demonstrate that the
information complexity of learning algorithms plays a crucial role in controlling
generalization error. This raises a natural question:

How can we characterize information complexity to investigate the generalization
properties of practical learning algorithms such as iterative methods based on gradient

descent, and what novel insights can we gain from this approach?

Despite the potential benefits of information-theoretic generalization bounds, there
are several roadblocks to their application. One of the key roadblocks towards using
information-theoretic frameworks for explaining generalization of iterative learning
algorithm is that, in practice, we do not have access to the data distribution and the
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information-theoretic measures depend on the data distribution. Instead, we only have
a finite number of samples (a.k.a a training set) from the unknown data distribution.
The next challenge is that it is not clear how to compute the mutual information
terms underlying the information complexity measures since for many algorithms we
do not have an analytical expression.

In Chapters 2 and 3 we investigate the question of obtaining generalization bounds
for the models trained with Stochastic Gradient Langevin Dynamics (SGLD). SGLD
is obtained by adding a isotropic Gaussian noise to the update rule of SGD. By
introducing a small amount of Gaussian noise into the optimization process, SGLD
allows for exploration of the parameter space while maintaining the ability to converge
to a solution. In Chapter 2, our main contributions are significantly improved
information complexity bounds for SGLD via data-dependent estimates. Our approach
is based on the variational characterization of mutual information and the use of
data-dependent priors that forecast the mini-batch gradient based on a subset of the
training samples. This technique effectively casts the problem of characterizing the
information complexity as a two-player game. Roughly speaking, we show that

information complexity of SGLD ≤
T∑
t=1

Training Set Gradient Incoherencet,

where Training Set Gradient Incoherence at iteration t captures the variance of the
gradient vectors of the training set at iteration t. We show that this quantity is
typically orders of magnitude smaller than the squared gradient norms or Lipschitz
constants that other bounds in the litreature depend upon. Moreover, Our bound can
be tied to a measure of flatness of the empirical risk surface.

One of the limitations of our results in Chapter 2 is that upperbound on general-
ization error in terms of the training set gradient incoherence may converge to infinity
as t → ∞, while the actual generalization gap remains constant. To address this
issue, in Chapter 3 we study the recently proposed information complexity measure
by Steinke and Zakynthinou [SZ20a], to reason about the generalization error of a
learning algorithm by introducing a super sample that contains the training sample as
a random subset and computing mutual information conditional on the super sample.
We introduce tighter bounds compared to the bounds in [SZ20a], building on the
individual sample idea of [BZV20b] and the data dependent ideas from Chapter 2,
using disintegrated mutual information. Finally, we apply these bounds to the study of
Langevin dynamics algorithm, showing that conditioning on the super sample allows
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us to exploit information in the optimization trajectory to obtain tighter bounds based
on hypothesis tests. Roughly speaking we show that

information complexity of SGLD ≤
T∑
t=1

αt · Two Sample Incoherencet,

where two sample incoherence at iteration t quantifies the discrepancy between the
gradient of training set and the gradient on a fresh new sample. Also, 0 < αt < 1

and usually it converges to zero as t → ∞. The distinguishing feature of our data-
dependent bound in Chapter 3 is that the penalty terms get “filtered” αt which yields
bounds that do not goes to infinity even when t→∞.

A significant recurring theme among Chapters 2 and 3 is that we upperbound the
information complexity of SGLD using certain statistics of the optimization trajectory.
Moreover, this technique reduces the problem of predicting the generalization error to
the estimation of scalar random variables such as variance of the training examples’
gradients. Also, our technique does not place restrictions on the learning rate or
Lipschitz continuity of the loss or its gradient and can provide a distribution-dependent
generalization error.

A natural question that follows is whether we can use the techniques developed for
SGLD in Chapters 2 and 3 to study the generalization error of Stochastic Gradient
Descent (SGD). We provide an affirmative answer to this question in [NDHR21]
by introducing the idea of surrogate algorithm. We construct an explicit surrogate
algorithm that is coupled to SGD and closely mimics its dynamics, but for which
the generalization performance is amenable to an information-theoretic analysis. Our
generalization bounds for SGD offer new insights on the impact of flatness of the loss
landscape as well as the variance of the training examples’ gradient on the performance
of SGD. We provide a summary of this result in Chapter 6.

In summary, the results presented in Chapter 2 and Chapter 3 demonstrate that
we can derive generalization error bounds for the SGLD algorithm by analyzing its
information complexity, taking into account both the distribution and algorithmic
properties. Furthermore, our findings reveal that specific aspects of the optimization
trajectory have an impact on the generalization performance of SGLD. This observation
suggests that these aspects could potentially serve as implicit biases of the algorithm,
influencing its ability to generalize well beyond the training data.



CHAPTER 1. INTRODUCTION 7

1.3.2 Unifying Framework for Generalization

Information-theoretic generalization bounds are distribution- and algorithm-dependent,
making them well-suited for studying generalization error of natural data distributions.
In contrast, other generalization bounds, such as VC theory and uniform stability,
can only be used to reason about worst-case generalization properties. This raises the
following question

For which learning problems are information-theoretic bounds expressive enough to
estimate the optimal minimax performance?

Affirmatively answering this question suggests that information complexity is
an appropriate measure of complexity that can unify and connect different existing
approaches. To address this fundamental question, we pose the following research prob-
lems: 1) For which learning problems and learning algorithms are information-theoretic
bounds expressive enough to accurately estimate the optimal minimax generalization
error? 2) What is the expressive power of information-theoretic generalization bounds?

In Chapters 4 to 6, we improve our understanding of the expressive power of
information theoretic generalization frameworks in the context of binary classification
for VC classes and gradient methods in the stochastic convex optimization.

We first investigate this problem in the context of binary classification with zero-
one loss in Chapters 4 and 5. In Chapter 4, we investigate the expressiveness of the
“conditional mutual information” (CMI) framework of Steinke and Zakynthinou [SZ20a]
and the prospect of using it to provide a unified framework for proving generalization
bounds in the realizable setting. We first demonstrate that one can use this framework
to express non-trivial (but sub-optimal) bounds for any learning algorithm that outputs
hypotheses from a class of bounded VC dimension. We then explore two directions
of strengthening this bound: (i) Can the CMI framework express optimal bounds
for VC classes? (ii) Can the CMI framework be used to analyze algorithms whose
output hypothesis space is unrestricted (i.e. has an unbounded VC dimension)? With
respect to Item (i) we prove that the CMI framework yields the optimal bound on
the expected risk of Support Vector Machines (SVMs) for learning halfspaces. This
result is an application of our general result showing that stable compression schemes
[BHMZ20] of size k have uniformly bounded CMI of order O(k). We further show
that an inherent limitation of proper learning of VC classes contradicts the existence
of a proper learner with constant CMI, and it implies a negative resolution to an
open problem of Steinke and Zakynthinou [SZ20b]. We further study the CMI of
empirical risk minimizers (ERMs) of class H and show that it is possible to output
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all consistent classifiers (version space) with bounded CMI if and only if H has a
bounded star number [HY15]. With respect to Item (ii) we prove a general reduction
showing that “leave-one-out” analysis is expressible via the CMI framework. As a
corollary we investigate the CMI of the one-inclusion-graph algorithm proposed by
Haussler, Littlestone, and M. K. Warmuth [HLW94]. More generally, we show that
the CMI framework is universal in the sense that for every consistent algorithm and
data distribution, the expected risk vanishes as the number of samples diverges if and
only if its evaluated CMI has sublinear growth with the number of samples.

Some of our results in Chapter 4 are suboptimal by a log factor. In Chapter 5, we
propose a new information complexity measure called leave-one-out conditional mutual
information: the mutual information between (certain summaries of) the output of
a learning algorithm and its n training data, conditional on a supersample of n+ 1

i.i.d. data from which the training data is chosen at random without replacement.
These leave-one-out variants of the conditional mutual information (CMI) of an
algorithm [SZ20a] are also seen to control the mean generalization error of learning
algorithms with bounded loss functions. For learning algorithms achieving zero
empirical risk under 0–1 loss (i.e., interpolating algorithms), we provide an explicit
connection between leave-one-out CMI and the classical leave-one-out error estimate
of the risk. Using this connection, we obtain upper and lower bounds on risk in
terms of the (evaluated) leave-one-out CMI. When the limiting risk is constant or
decays polynomially, the bounds converge to within a constant factor of two. As an
application, we analyze the population risk of the one-inclusion graph algorithm, a
general-purpose transductive learning algorithm for VC classes in the realizable setting.
Using leave-one-out CMI, we match the optimal bound for learning VC classes in the
realizable setting, answering an open challenge raised by Steinke and Zakynthinou
[SZ20a]. Finally, in order to understand the role of leave-one-out CMI in studying
generalization, we place leave-one-out CMI in a hierarchy of measures, with a novel
unconditional mutual information at the root. For 0–1 loss and interpolating learning
algorithms, this mutual information is observed to be precisely the risk.

Despite these successful developments, much less is known about the optimality or
limitations of information-theoretic frameworks beyond the setting of binary classifica-
tion and zero-one loss function valued loss. In Chapter 6, we consider the prospect of
establishing minimax rates for gradient descent in the setting of stochastic convex op-
timization via several existing information complexity measures: input-output mutual
information bounds, conditional mutual information bounds and variants, PAC-Bayes
bounds, and recent conditional variants thereof. We prove that none of these bounds
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are able to establish minimax rates. We then consider a common tactic employed in
studying gradient methods, whereby the final iterate is corrupted by Gaussian noise,
producing a noisy “surrogate” algorithm. We prove that minimax rates cannot be
established via the analysis of such surrogates. Our results suggest that new ideas are
required to analyze gradient descent using information-theoretic techniques.

In summary, our results in Chapters 4 to 6 improve our understanding of the
expressive power of information-theoretic generalization bounds. These chapters
provide a comprehensive analysis of the strengths and limitations of these bounds,
yielding both positive and negative results.



Chapter 2

Information-Theoretic Generalization
Bounds for SGLD via
Data-Dependent Estimates

2.1 Introduction

Stochastic subgradient methods, especially stochastic gradient descent (SGD), are at
the core of recent advances in deep-learning practice. Despite some progress, developing
a precise understanding of generalization error for that class of algorithms remains
wide open. Concurrently, there has been steady progress for noisy variants of SGD,
such as stochastic gradient Langevin dynamics (SGLD) [WT11; GM91; RRT17] and
its full-batch counterpart, Langevin dynamic [GM91]. The introduction of Gaussian
noise to the iterates of SGD expands the set of theoretical frameworks that can be
brought to bear on the study of generalization. In pioneering work, Raginsky, Rakhlin,
and Telgarsky [RRT17] exploit the fact that SGLD approximates Langevin diffusion,
a continuous time Markov process, in the small step size limit. One drawback of this
and related analyses involving Markov processes is the reliance on mixing: in order to
obtain a non-tririval upperbound on the excess error, the number of iterations needs
to be scaled with the dimension of the parameter space. We hypothesize that SGLD
is not mixing in practice, so results based upon mixing may not be representative of
empirical performance.

In recent work, Pensia, Jog, and Loh [PJL18] perform a stepwise analysis of a
family of noisy iterative algorithms that includes SGLD and Langevin dynamic. At
the foundation of this work is the framework of Russo and J. Zou [RZ15] and Xu

10
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and Raginsky [XR17], where mean generalization error is controlled in terms of the
mutual information between the dataset and the learned parameters. However, because
the data distribution is unknown, so is any mutual information involving the data.
This presents a significant barrier to understanding generalization in terms of mutual
information.

One of the key contributions of Pensia et al. is a bound on the mutual information
between the data and the final weights, which they construct from a bound on
the mutual information between the data and the entire trajectory of weights. By
exploiting properties of mutual information, they express the latter as a sum of
conditional mutual informations associated with each gradient step. While these
conditional mutual informations are also unknown, Pensia et al. obtain a bound in
terms of the Lipschitz constant for the objective function being optimized.

By passing to the full trajectory and exploiting Lipschitz continuity, Pensia et al.
circumvent the statistical barrier posed by the unknown mutual information. Their
analysis, however, introduces several sources of looseness. In particular, the use of
Lipschitz constants, which lead to distribution-independent bounds, eradicates any
hope that these bounds will be non-vacuous for modern models and datasets. Indeed,
for deep neural networks, the Lipschitz constant for the empirical risk would be
prohibitively large, or in some cases infinite, and would immediately render any bound
that depends on them vacuous in regimes of interest. In order to fully exploit the
decomposition proposed by [PJL18], one needs distribution-dependent bounds on the
incremental mutual information at each step.

The key contribution of the present section is the observation that variants of the
mutual information between the learned parameters and a subset of the data can be
estimated using the rest of the data. We refer to such estimates as data-dependent
due to their intermediate dependence on part of the data. The use of data-dependent
estimates leads to distribution-dependent bounds that naturally adapt to the model
of interest and the data distribution. In particular, using data-dependent estimates,
we arrive at bounds in terms of the incoherence of gradients in the dataset. Roughly
speaking, the incoherence measures the amount by which batch gradients computed on
subsets of the data disagree, as quantified by squared norm. Crucially, the incoherence
is never larger than the squared-gradient-norm on average, and the incoherence is 0

for most iterations of SGLD with small batches.
In the process of developing tighter distribution-dependent bounds, we also observe

that, in some circumstances, one may obtain tighter estimates by working with
conditional or disintegrated information-theoretic quantities. In particular, doing
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so provides more opportunities to exchange expectation and concave functions than
are available with previous mutual information bounds. Using their own mutual
information bound and the chain rule, [BZV20a] improve on the generalization error
bound for SGLD from [PJL18] by a factor of

√
log n where n is the sample size.

The advantage of [BZV20a] that enables this improvement is that their bound is
only penalized once per epoch at a randomly chosen step. This effectively changes
the order of an expectation and square-root, improving the bound. Building upon
[BZV20a; RZ15; XR17], we develop generalization bounds in terms of disintegrated
information-theoretic quantities that extract expectations from concave functions as
much as possible.

We start this section by establishing some essential definitions.

2.1.1 Preliminaries

For random variables X and Y , write EYX = E[X|Y ] and PY [X] for the conditional
expectation and (regular) conditional distribution, respectively, of X given Y .1 Besides
the usual notions of KL divergence, mutual information, and conditional mutual
information (see Appendix A.1 for formal definitions), we rely on the following less
common notion:

Definition 2.1.1. Let X, Y , and Z be arbitrary random elements. Let ⊗ form
product measures. The disintegrated mutual information between X and Y given Z is

IZ(X;Y ) = KL(PZ [(X, Y )] ‖PZ [X]⊗ PZ [Y ]).

It follows immediately from definitions that I(X, Y |Z) = EIZ(X, Y ). Letting
φ satisfy φ(Z) = IZ(X;Y ) a.s., define I(X, Y |Z = z) = φ(z). This notation is
necessarily well defined only up to a null set under the marginal distribution of Z.

2.2 Methods

In this section, we establish generalization bounds for learning algorithms in terms of
information-theoretic quantities that depend on the unknown data distribution and
the probabilistic properties of the learning algorithm. We then describe two comple-
mentary strategies that we employ to bound these otherwise intractable quantities. In
Section 6.4, we apply these methods to the study of Langevin dynamic and SGLD.

1We fix arbitrary versions and assume regular versions of conditional distributions exist.
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We make repeated use of generalized notions of priors and posteriors, which
arise in the PAC-Bayes literature ([Cat07; SW97; McA99b], etc.) and relate to
variational bounds on mutual information, which we will now describe: Consider
learned parameters W , data S, and auxiliary variables V , viewed as random elements
in W, Zn, etc., respectively. In PAC-Bayes, a generalized posterior is an arbitrary
random measure on W. In our setting, the posterior, Q, (of W given S and V ) is
the conditional distribution of W given S and V . (Formally, Q is a probability kernel,
but one can think informally that Q = f(S, V ) for some measurable function taking
values in the space of Borel probability measures, and so we will simply say that Q is
σ(S, V )-measurable.)

Definition 2.2.1 (Data-dependent prior). Let Q be a σ(S, V )-measurable posterior.
A (generalized) prior P is a random measure on W, measurable with respect to
some sub-σ-algebra of σ(S, V ). A prior P is said to be data-dependent if it is not
independent of S.

Let P be a F-measurable data-dependent prior, where σ(V ) ⊂ F . Using a
variational characterization of mutual information (see Appendix A.2.1), we have

EF [KL(Q ‖P )] ≥ IF(W ;S) a.s., (2.1)

with equality for P = PF [W ]. Therefore, if the expected KL divergence is small, W
contains little information about S beyond what is already captured by F . If the
special case where the disintegrated mutual information is zero, thenW is independent
of S given F . In the context of generalization, this implies that the data S not
contained in F can be used to form an unbiased estimate of the risk ofW . The bounds
we present below extend this logic to nonzero mutual information.

The utility of using data-dependent priors to control disintegrated mutual informa-
tion depends on the balance of two effects: On the one hand, I(W ;S) ≤ I(W ;S|F)

since F independent of the training set, and so conditioning never improves a the-
oretical bound and may make it looser. On the other hand, I(W ;S) depends on
the unknown data distribution and so distribution-independent bounds will often be
very loose. In contrast, the KL divergence based on P can exploit the information in
F ⊂ σ(S, V ) to obtain tighter data-dependent bounds on IF(W ;S).

In order to construct data-dependent priors, we partition the dataset S in two
halves, based on a random subset J ⊂ {1, . . . , n} with |J | = m nonrandom. Let
J = {j1, . . . , jm}, The first half, SJ = (Zj1 , . . . , Zjm), contains m points, which we
will use to construct a data-dependent prior P . The second half, ScJ , containing the
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remaining n−m points, is independent of P . (Note that SJ and ScJ are independent
of J , since m is nonrandom.)

This particular construction of data-dependent priors allow us to leverage a type
of non-uniform KL-stability : the prior P may exploit SJ to make a data-dependent
forecast of Q, yielding a bound, B, on the conditional expected generalization error
(with respect to the remaining n−m data points in ScJ). Averaging over SJ , we obtain
a bound on the (unconditional) expected generalization error.

Definition 2.2.2. Let SJ , ScJ be defined as above. Suppose that F is a σ-field with
σ(SJ) ⊂ F ⊥⊥ σ(ScJ). An expected generalization error bound based on a data-
dependent estimate is one of the form

E
[
RD(W )− R̂S(W )

]
≤ E[B], (2.2)

where B is F measurable, and satisfies EF
[
RD(W )− R̂ScJ

(W )
]
≤ B.

The idea of using data-dependent priors to obtain tighter bounds is standard in the
PAC-Bayes literature [APS07; PASS12; DR18a; RSSPS18], but its utility in the present
work is brought through by our introduction of data-dependent estimates. In the
following section, we derive information-theoretic bounds on expected generalization
error that can exploit data-dependent priors to form data-dependent estimates. We
will then use these tools to study SGLD, without mixing assumptions.

2.2.1 Information-Theoretic Generalization Bounds based on

Random Subsets of Data

Existing work by Xu and Raginsky [XR17] bounds the expected generalization error
of a learning algorithm in terms of the mutual information between the random
parameters and the data. The following result is a simple extension of [XR17, Thm. 1]
that bounds the expected generalization error in terms of the mutual information
between the parameters and a random subset of the data.

Theorem 2.2.3 (Data-Dependent Mutual Information Bound). Let W be a random
element in W, let S ∼ Dn, and let J ⊆ [n], |J | = m, be uniformly distributed and
independent from S and W . Suppose that `(Z,w) is σ-subgaussian when Z ∼ D, for
each w ∈ W. Let Q = PS[W ], and let P be a σ(SJ)-measurable data-dependent prior
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on W. Then

E
[
RD(W )− R̂S(W )

]
≤
√

2
σ2

n−mI(W ;ScJ) ≤
√

2
σ2

n−mE[KL(Q ‖P )].

The proof of this result can be found in Appendix A.2. When m = 0, this recovers
[XR17, Thm. 1].

When the size of the subset is m = n − 1, this bound is weaker than [BZV20a,
Prop. 1], due to the order of the concave square-root function and the expectation over
the choice datapoint to be left out. This difference is addressed by our next result.

Randomization is one way that learning algorithms can control the mutual infor-
mation between (a random subsets of) the data and the learned parameter. Let U be
a random element independent from S and J , representing some aspect of the source
of randomness used by the learning algorithm. Because S ⊥⊥ {J, U} and S ∼ Dn, we
have (SJ , U) ⊥⊥ ScJ and thus

I(W ;ScJ) ≤ I(W ;ScJ |SJ , U) = EISJ ,U(W ;ScJ),

where the last equality follows from the definition of conditional mutual information.
The next result shows that we can pull the expectation over both SJ and U outside
the concave square-root function. In the case of SGLD, U will be the sequence of
minibatch index sets.

Theorem 2.2.4 (Data-Dependent Disintegrated Mutual Information Bound). Let W ,
S, and J be as in Theorem 2.2.3, and let U be independent from S and J . Suppose
that `(Z,w) is σ-subgaussian when Z ∼ D, for each w ∈ W. Let Q = PS,U [W ] and let
P be a σ(SJ , U)-measurable data-dependent prior on W. Then

E
[
RD(W )− R̂S(W )

]
≤ E

√
2

σ2

n−mISJ ,U(W ;ScJ) ≤ E
√

2
σ2

n−mESJ ,UKL(Q ‖P )

The proof of this result can be found in Appendix A.2. Since ISJ ,U(W ;ScJ) is
(SJ , U)-measurable, we may use SJ and U to obtain a data-dependent bound. In
the case that m = n − 1, our bound is similar to, but not strictly comparable to,
[BZV20a, Prop. 1]. Our bound is incomparable due to our use of disintegrated mutual
information, ISJ (W ;ScJ) and the fact that we take the expectations over the dataset
outside of the convex square-root function. The disintegrated mutual information
cannot be upper bounded by the full mutual information, I(W,ScJ), which appears in
[BZV20a] (even by taking expectations under the square root using Jensen’s inequality).
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However, Theorem 2.2.4 is essentially a disintegrated version of [BZV20a, Prop. 1].
In their actual SGLD expected generalization error bound, [BZV20a] controls the
unconditional mutual information using the Lipschitz constant of the surrogate loss.
Hence, one could easily recover the same bound using our result. The conditioning
we have done, however, allows us to control the mutual information more carefully in
order to achieve a tighter bound for SGLD than is provided by [BZV20a].

These bounds allow for a tradeoff: for large m, the mutual information is measured
between the parameter and a small random subset of the data, and so we expect the
mutual information to be small. (Indeed, this term will decrease monotonically in m.)
At the same time, the 1

n−m term is larger, reflecting the reduced effect of averaging
over only n−m data to form our estimate of the empirical risk. It is unclear without
further context whether this bound is tighter in the regime of small, intermediate,
and large m. In fact, we find that, for the bounds we derive in our applications,
m = n− 1 is optimal. This difference materially affects the quality and tightness of
the bounds, as is discussed in Remark 2.3.4. However, for m = n− 1 and bounded
loss, the following bound is tighter, while it is incomparable for other values of m.

Theorem 2.2.5 (Data-Dependent KL Bound). Let W , S, J , and U be as in Theo-
rem 2.2.4. Let Q = PS,U [W ] and let P be a σ(SJ , U)-measurable data-dependent prior
on W. Suppose that `(Z,w) is [a1, a2]-bounded a.s. when Z ∼ D, for each w ∈ W.

E
[
RD(W )− R̂S(W )

]
≤ E

√
(a2 − a1)2

2
KL(Q ‖P ).

The proof of this result can be found in Appendix A.2. For an analytic comparison
of the three bounds in the case that m = n − 1, see Appendix A.6. Remark A.2.2
explains why this result is only stated for bounded loss functions.

2.2.2 Decomposing KL Divergences and Mutual Information

for Sequential Algorithms

Consider an iterative learning algorithm, and let W0,W1,W2, . . .WT ∈ W be the
parameters during the course of T iterations. In light of the variational bound for
mutual information, we can obtain a generalization bound for WT by bounding the
expected KL divergences between the conditional distribution PSJ [WT ] and some
SJ -measurable “prior” distribution P (Z). Unfortunately, the first distribution has no
known tractable representation. Pensia, Jog, and Loh [PJL18] use monotonicity to
bound a mutual information involving the terminal parameter with one involving the
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full trajectory, then use the chain rule to decompose this into a sum of conditional
mutual informations. The same principles allow us to first bound the terminal KL
divergence by the KL for the full trajectory, and then decompose the KL divergence
for the full trajectory over each individual step.

Setting some notation, let T be a nonnegative integer, let [T ]0 = {0, 1, 2, . . . , T}, let
µ be a distribution on W [T ]0 , and let X be a random variable with distribution µ. We
are interested in naming certain marginal and conditional distributions (disintegrations)
related to µ. In particular, for t ∈ [T ]0, let

i) µt = P[Xt], the marginal law of Xt;
ii) µt| = PX0:(t−1) [Xt], the conditional law of Xt given X0:(t−1); and
iii) µ0:t = P[X0:t], the marginal law of X0:t.

Proposition 2.2.6 (Decomposition of KL Divergences). Let Q,P be probability
measures on W [T ]0. Suppose that Q0 = P0. Then

KL(QT ‖PT ) ≤ KL(Q ‖P ) =
∑T

t=1 EQ0:(t−1)
[KL(Qt| ‖Pt|)].

where, as per Section 2.1.1, Qt| is the conditional law of t-th iterate given the previous
iterates, and so KL(Qt| ‖Pt|) is a random variable which depends the (W0, . . .Wt−1) ∼
Q0:t−1.

The proof of this result may be found in Appendix A.2.
Considering the KL between full trajectories may yield a loose upper bound on

the KL between terminal parameters (in particular, when the trajectory cannot be
inferred from the terminus). We gain, however, analytical tractability, as we will see
in the next section when we analyze particular algorithms stepwise. In fact, many
bounds that appear in the literature implicitly require this form of incrementation.
Our approach based on the KL divergence and data-dependent priors gives us much
tighter control of the KL divergence contribution of each step.

2.3 Generalization Bounds for Specific Algorithms

Now that we have all of the theoretical tools required, we may establish bounds on the
generalization error of specific noisy iterative learning algorithms by inventing sensible
data-dependent priors. The use of a data-dependent prior which closely forecasts the
true algorithm in each step is key in establishing tighter generalization bounds. We
first consider the stochastic gradient Langevin dynamics (SGLD) algorithm [WT11],
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then handle its full batch counterpart (unadjusted) Langevin dynamic [Erm75; DM17],
which we will refer to LD. Note that the loss and risk functions used for training,
(˜̀, R̃D, R̃S), need not be the same loss functions used for assessing performance and
generalization error, (`, RD, R̂S), as explained in Section 2.1.1.

2.3.1 Stochastic Gradient Langevin Dynamics

Let ηt to be the learning rate at time t; βt be the inverse temperature at time t; and εt,
i.i.d. N (0, Id). Let bt be the minibatch size at time t. We are interested in stochastic
gradient Langevin dynamics, whose iterates are given by

Wt+1 = Wt − ηt∇R̃St(Wt) +
√

2ηt/βt εt. (2.3)

where R̃St(w) = 1
bt

∑
z∈St

˜̀(w, z), and St is a subset of S of size bt sampled uniformly
at random with a sampling procedure which is independent of S, and independent of
{εt}t≥0. The bt data points in St are chosen without replacement.

A data-dependent prior for SGLD

Let SJ be a random subset of S, of size m, chosen independently from W0,W1, . . . ,
and independently of the sequence of minibatches, {St}t≥0. Let the set of indices
appearing in the t-th minibatch be denoted by Kt, so that St = SKt for each t. By
assumption, each Kt is a uniformly random subset of {1, . . . , n} of size bt. We set
U = (K1, . . . KT ), as to match the notation in the theorems of Section 2.2.1. Let
SJ t = SJ ∩ St = SJ∩Kt and let b′t = |SJ t|. Let Sct = St \ SJ = SKt\J and bct = bt − b′t.
Define

ξt =
bct
bt

(
∇R̃Sct

(Wt)−∇R̃SJ (Wt)
)
. (2.4)

Let Q(S, U) be the joint law of (W0, ...,WT ) given a dataset S and minibatch sequence
U . Then Q(S, U) is a random measure as it depends on the random dataset S and
the sequence of indices U . It follows from Eq. (2.3) that Q(S, U)t| is multivariate
normal with mean µQ,t(S, U) = Wt − ηt∇R̃S(Wt) and covariance 2 ηt

βt
Id. Consider the

data-dependent prior defined so that its conditional Pt|(SJ , U) is a multivariate normal
with covariance 2ηt

β
Id, and with mean

µP,t(SJ , U) = Wt − ηt
(
b′t
bt
∇R̃SJ t(Wt) +

bt − b′t
bt
∇R̃SJ (Wt)

)
.
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Note that µQ,t(S, U) − µP,t(SJ , U) = ηtξt(S, idx). Thus the one-step KL divergence
satisfies

2KL(Qt+1|(S, idx) ‖Pt+1|(SJ , U)) =
βtηt

4
‖ξt‖2

2

Applying Proposition 2.2.6, we have (almost surely over the choice of (S, J, U))

2KL(QT (S, U) ‖PT (SJ , U)) ≤
T∑
t=1

ES,J,UKL(Qt|(S, U) ‖Pt|(SJ , U)) =
T∑
t=1

ES,J,U
βtηt

4
‖ξt‖2

2.

Note that ξt depends on the exact weight sequence, and hence is σ(S, J, U,Wt−1)-
measurable, but not σ(S, J, U)-measurable. Hence, ES,J,U βtηt

8
‖ξt‖2

2 is a σ(S, J, U)-
measurable for each t.

Expected Generalization Error Bounds for SGLD

Theorem 2.3.1 (Expected Generalization Error Bounds for SGLD). Let {Wt}t∈[T ]

denote the iterates of SGLD. Let the batch size be constant, bt = b. If `(Z,w) is
σ-subgaussian for each w ∈ W, then

E(RD(WT )−RS(WT )) ≤ E

√√√√ σ2

n−m
T∑
t=1

βtηt
4

ESJ ,J,U‖ξt‖22 ≤
σ

2

√√√√ n

(n− 1)2

T∑
t=1

(
1
b + 1

n
n−m−1

m

)
βtηttr(E[Σ̂t(S)])

(2.5)

and if `(Z,w) is [a1, a2]-bounded, and if m = n− 1, then

E(RD(WT )−RS(WT )) ≤ E

√√√√(a2 − a1)2

4

T∑
t=1

βtηt
4

ES,J,U‖ξt‖22 ≤
[

(a2 − a1)2n

4(n− 1)2b

]1/2

E

√√√√ T∑
t=1

βtηt
4

tr(ES [Σ̂t(S)])

(2.6)

where Σ̂t(S) = VarWt,S

Z∼Unif(S)
(∇R̃Z(Wt)) is the finite population variance matrix of surrogate

gradients.

Proof. The results are the direct combinations of Theorem 2.2.4 and Propositions 2.2.6
and A.2.1; and Theorem 2.2.5 and Proposition 2.2.6, respectively, with our data-
dependent prior. Jensen’s inequality is used to move expectations under

√·. Lemma A.4.2
expresses the results in terms of Σ̂.

Remark 2.3.2. Suppose that βt = β, bt = b, and m = n− 1. Under uniform moment
conditions on ESJ ,J,U‖ξt‖2

2, our generalization error bounds in Eq. (2.5) is clearly
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O
(√

(β/bn)
∑

t≤T ηt
)
. Since ξt = 0 whenever Kt ⊂ J , we find that our first bound

in Eq. (2.5) is also O
(
(1/n)

∑
t≤T
√
βηt
)
. To see this, notice that for non-negative

random variables Ct and Bt ∼ Ber(p),

E
√∑T

t=1BtCt ≤ E[
∑T

t=1 Bt

√
Ct] = p

∑T
t=1 E[

√
Ct|Bt = 1].

When m = n− 1, taking Bt = Iξt 6=0, p = b/n, Ct = βtηt
8
ESJ ,J,U‖ξt‖2

2 yields the stated
rate. /

2.3.2 Langevin Dynamics

Under the same notation as above, the iterates of the Langevin dynamics algorithm
are given by

Wt+1 = Wt − ηt∇R̃S(Wt) +
√

2ηt/βt εt. (2.7)

Expected Generalization Error Bounds for LD

We can recover bounds generalization error bounds for LD as a special case of SGLD
when the batch size is the dataset size, bt = n for all t. The data-dependent prior is
the same as for SGLD.

Theorem 2.3.3 (Expected Generalization Error Bounds for Langevin Dynamics).
Let {Wt}t∈[T ] denote the iterates of the Langevin dynamics algorithm. If `(Z,w) is
σ-subgaussian for each w ∈ W, then

E(RD(WT )−RS(WT ))4 ≤

√√√√ σ2

(n− 1)m

T∑
t=1

βtηt
4

Etr(Σ̂t(S)), (2.8)

and if `(Z,w) is [a1, a2]-bounded and m = n− 1, then

E(RD(WT )−RS(WT )) ≤ E

√√√√(a2 − a1)2

4

T∑
t=1

βtηt
4

ESJ‖ξt‖2
2 ≤

a2 − a1

2(n− 1)
E

√√√√ T∑
t=1

βtηt
4

EStr(Σ̂t(S)),

where Σ̂t(S) = VarWt,S

Z∼Unif(S)
(∇R̃Z(Wt)) is the finite population variance matrix of surrogate

gradients.

For asymptotic properties of this bound when ˜̀ is L-Lipschitz, as in [PJL18],
see Appendix A.5. For a simple analytic worked example of mean estimation using
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(a) MLP for MNIST.
1 2 3 4 5

Epoch

0.00
0.25
0.50
0.75
1.00
1.25
1.50
1.75
2.00
2.25
2.50
2.75
3.00
3.25

Bo
un

d 
on

 th
e 

Ex
pe

ct
ed

 G
en

er
al

iza
tio

n 
Er

ro
r

Our Bound: (high)
t

Mou et al. Bound: (high)
t

Our Bound: (low)
t

Mou et al. Bound: (low)
t

(b) CNN for MNIST.
1 2 3 4 5 6

Epoch

0.00
0.25
0.50
0.75
1.00
1.25
1.50
1.75
2.00
2.25
2.50
2.75
3.00
3.25

Bo
un

d 
on

 th
e 

Ex
pe

ct
ed

 G
en

er
al

iza
tio

n 
Er

ro
r

Our Bound: (large)
t

Mou et al. Bound: (large)
t

Our Bound: (small)
t

Mou et al. Bound: (small)
t

(c) CNN for MNIST.
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(d) CNN for MNIST.
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(e) CNN for Fashion-
MNIST.
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(f) CNN for CIFAR-10.

Figure 2.1: Numerical results for various datasets and architectures. All x-axes show the number of Epochs of
training. Fig. 2.1a shows the effect of different amounts of heldout data on the summands appearing in our bound,
and what those would be if we upper bounded the incoherence ‖ξ‖ by ‖∇R̂‖ when it is not 0. Fig. 2.1b compares
a Monte Carlo estimate of our bound with that of [MWZZ18] and shows the effect of inverse temperature on each.
Fig. 2.1c compares a Monte Carlo estimate of our bound with that of [MWZZ18] and shows the effect of learning rate
on each. Figs. 2.1d to 2.1f compare the summands appearing in our bound and those of [MWZZ18] across datasets.

Langevin dynamics, refer to Appendix A.7.

Remark 2.3.4 (Dependence of our bounds on the subset size, m). The choice of
m ∈ {1, . . . , n} can make a material difference in the quality of the bound and whether
it is vacuous or not. As seen in Eq. (2.8), if m is Ω(n) then the upper bound on
expected generalization error is O(β/n). If β is Ω(

√
n), as is typical in practice, then

overall, the bound is O(n−1/2). If, on the other hand, m is o(n) then the order of the
bound with respect to n would be lower—in particular if m is O(

√
n) then our bound

would not be decreasing in n for β of order Ω(
√
n). /

2.4 Empirical Results

We have developed bounds that depend on the gradient prediction residual of our
data dependent priors (which we call the incoherence of the gradients), rather than on
the gradient norms (as in [MWZZ18]) or Lipschitz constants (as in [PJL18; BZV20a]).
The extent to which this represents an advance is, however, an empirical question. The
functional form of our bounds and those in the cited work are nearly identical. The
first key differences between our work and others is the replacement of gradient norms
(‖∇R̃t‖2) and Lipschitz constants in other work with gradient prediction residual,
(‖ξt‖) in our work. The second key difference is the order of expectations and square-
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roots, which favor our bounds due to Jensen’s inequality. In this section, we perform
an empirical comparison of the gradient prediction residual of our data dependent
priors and the gradient norm across various architectures and datasets. This illustrates
the first of the differences, the quantities appearing in the bound. Our results indicate
that that our data-dependent priors yield significantly tighter results, as the sum of
square gradient incoherences of our data dependent priors are between 102 and 104

times smaller than the sum of square gradient norms in the experiments we ran.
In Fig. 2.1, we compare ‖ξt‖2 and ‖∇R̃t‖2 in order to assess the improvement our

methods bring over existing results for SGLD. Specifically, the values of each plot are
the averages of

√
ηβ‖ξt‖/b and

√
ηβ‖∇R̃St‖/b over an epoch. These serve as estimates

of the per-epoch contributions to the respective summations in our Theorem 2.3.1
and the bound of Mou, L. Wang, Zhai, and Zheng (Thm. 2 therein, when there is no
L2-regularization). The average and standard error of both expressions taken over
multiple runs are displayed. Bounds from related work that depend on Lipschitz
constants would further upper bound what we show for [MWZZ18], by replacing
‖∇R̃t‖ with a Lipschitz constant. The Lipschitz constant could be lower bounded by
the largest observed gradient norm, and would be off the chart.

From Fig. 2.1a, we see that the empirical performance reflects our analytical results
that the bound is tighter for large m. As can be inferred from Eq. (2.4), the difference
between ‖ξt‖2 and ‖∇R̃t‖2 increases with m. From Figs. 2.1d to 2.1f we see that the
squared gradient incoherence, ‖ξt‖2, are between 100 and 10,000 times smaller than
the squared gradient norms, ‖∇R̃‖2 in all of these examples.

Using Monte Carlo simulation, we compared estimates of our expected general-
ization error bounds with (coupled) estimates of the bound from [MWZZ18]. The
results, in Figs. 2.1b and 2.1c, show that our bounds are materially tighter, and remain
non-vacuous after many more epochs. Fig. 2.1b also compares the two generalization
error bounds for different inverse temperature schedules. Fig. 2.1c compares the two
generalization error bounds based for different learning rate schedules. It can inferred
from Figs. 2.1b and 2.1c that our proposed bound yields to tighter values when the
learning rate and the inverse temperature are small. However, it should be noted that
with small learning rate and the inverse temperature, it would be difficult to have
a very low training error when the empirical risk minimization is performed using
SGLD.

The details of our model architectures, temperature, learning rate schedules and
hyperparameter selections may be found in Appendix A.8. We did not aim to achieve
the state-of-the art predictive performance. With further tuning, the prediction results
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could be improved.



Chapter 3

Sharpened Generalization Bounds
based on Conditional Mutual
Information and an Application to
Noisy, Iterative Algorithms

3.1 Introduction

In this chapter, we study bounds on generalization error in terms of new class
of information-theoretic bounds on generalization error, proposed by Steinke and
Zakynthinou [SZ20a]. This approach was initiated by Russo and J. Zou [RZ15; RZ16].
The following result is due to Russo and J. Zou [RZ16] and Xu and Raginsky [XR17].

Theorem 3.1.1. EGED(An) ≤
√

IOMID(An)

2n
.

Our focus in this chapter is on a new class of information-theoretic bounds on
generalization error, proposed by Steinke and Zakynthinou [SZ20a]. Fix k ≥ 2, let
[k] = {1, . . . , k}, let U (k) = (U1, . . . , Un) ∼ Unif([k]n), and let Z(k) ∼ D⊗(k×n) be a
k×n array of IID random elements inZ, independent from U (k). Let S = (ZU1,1, . . . , ZUn,n)

and let W be a random element in W such that conditional on S, U (k), and Z(k),
W has distribution An(S). It follows that, conditional on S, W is independent from
U (k) and Z(k). By construction, the data set S is hidden inside the super sample;
the indices U (k) specify where. Steinke and Zakynthinou [SZ20a] use these additional
structures to define:

24
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Definition 3.1.2. The conditional mutual information of An w.r.t. D is

CMID(An) = I(W ;U (k)|Z(k)).

Intuitively, CMID(An) captures how well we can recognize which samples from
the given super-sample Z(k) were in the training set, given the learned parameters.
This intuition and the connection of CMID(An) with the membership attack [SSSS17]
can be formalized using Fano’s inequality, showing that CMID(An) can be used to
lower bound the error of any estimator of U (k) given W and Z(k). (See Appendix B.1.)
Steinke and Zakynthinou [SZ20a] connect CMID(An) with well-known notions in
learning theory such as distributional stability, differential privacy, and VC dimension,
and establish the following bound [SZ20a, Thm. 5.1] in the case k = 2, the extension
to k ≥ 2 being straightforward:

Theorem 3.1.3. EGED(An) ≤
√

2CMID(An)
n

.

This chapter improves our understanding of the framework introduced by Steinke
and Zakynthinou [SZ20a], identifies tighter bounds, and applies these techniques to
the analysis of a real algorithm. In Section 3.2, we present several formal connec-
tions between the two aforementioned information-theoretic approaches for studying
generalization. Our first result bridges IOMID(An) and CMID(An), showing that
for any learning algorithm, any data distribution, and any k, CMID(An) is less that
IOMID(An). We also show that CMID(An) converges to IOMID(An) as k →∞ when
|W| is finite. In Section 6.4, we establish two novel bounds on generalization error
using the random index and super sample structure of Steinke and Zakynthinou, and
show that both our bounds are tighter than those based on CMID(An). Finally, in
Section 3.4, we show how to construct generalization error bounds for noisy, iterative
algorithms using the generalization bound proposed in Section 6.4. Using the Langevin
dynamics algorithm as our example, we introduce a new type of prior for iterative
algorithms that “learns” from the past trajectory, using a form of hypothesis testing, in
order to not “pay” again for information obtained at previous iterations. Experiments
show that our new bound is tighter than [LLQ20; NHDKR19], especially in the late
stages of training, where the hypothesis test component of the bound discounts the
contributions of new gradients. Our new bounds are non-vacuous for a great deal
more epochs than related work, and do not diverge or exceed 1 even when severe
overfitting occurs.
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3.1.1 Contributions

1. We characterize the connections between the IOMID(An) and CMID(An). We show
that CMID(An) is always less than the IOMID(An) for any data distribution, learn-
ing algorithms and k. Further, we prove that CMID(An) converges to IOMID(An)

when k goes to infinity for finite parameter spaces.

2. We provide novel generalization bounds that relate generalization to the mutual
information between learned parameters and a random subset of the random indices
U1, . . . Un.

3. We apply our generalization bounds to the Langevin dynamics algorithm by
constructing a specific generalized prior and posterior. We employ a generalized
prior that learns about the values of the indices U from the optimization trajectory.
To our knowledge, this is the first generalized prior that learns about the dataset
from the iterates of the learning algorithm.

4. We show empirically that our bound on the expected generalization error of
Langevin dynamics algorithm is tighter than other existing bounds in the literature.

3.1.2 Definitions from Probability and Information Theory

Let S, T be measurable spaces, letM1(S) be the space of probability measures on S,
and define a probability kernel from S to T to be a measurable map from S toM1(T ).
For random elements X in S and Y in T , write P[X] ∈M1(S) for the distribution of
X and write PY [X] for (a regular version of) the conditional distribution of X given
Y , viewed as a σ(Y )-measurable random element inM1(S). Recall that PY [X] is a
regular version if, for some probability kernel κ from T to S, we have PY [X] = κ(Y )

a.s. . If Y is σ(X)-measurable then Y is a function of X. If random measure, P , is
σ(X)-measurable then the measure P is determined by X, but a random element
Y with PX [Y ] = P is not X measurable unless it is degenerate. If X is a random
variable, write EX for the expectation of X and write EYX or E[X|Y ] for (an arbitrary
version of) the conditional expectation of X given Y , which is Y -measurable. For a
random element X on S and a probability kernel P from S to T , the composition
P (X) := P ◦X is a σ(X)-measurable random measure of a random element taking
values in T . We occasionally use this notation to refer to a kernel P implicitly by the
way it acts on X.

Let P, Q be probability measures on a measurable space S. For a P -integrable
or nonnegative measurable function f , let P [f ] =

∫
fdP . When Q is absolutely
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continuous with respect to P , denoted Q� P , we write dQ
dP for the Radon–Nikodym

derivative of Q with respect to P . We rely on several notions from information
theory: The KL divergence of Q with respect to P , denoted KL(Q ‖P ), is Q[log dQ

dP ]

when Q � P and ∞ otherwise. Let X, Y , and Z be random elements, and let ⊗
form product measures. The mutual information between X and Y is I(X;Y ) =

KL(P[(X, Y )] ‖P[X]⊗ P[Y ]). The disintegrated mutual information between X and Y
given Z, is1

IZ(X;Y ) = KL(PZ [(X, Y )] ‖PZ [X]⊗ PZ [Y ]).

The conditional mutual information of X and Y given Z is I(X;Y |Z) = EIZ(X, Y ).

3.2 Connections between IOMID(An) and CMID(An)
In this section, we compare approaches for the information-theoretic analysis of
generalization error, and we aim to unify the two main information-theoretic approaches
for studying generalization. In Theorems 3.2.1 and 3.2.2 we will show that for any
learning algorithm and any data distribution, CMID(An) provides a tighter measure
of dependence than IOMID(An), and that one can recover IOMID(An)–based bounds
from CMID(An) for finite parameter spaces.

A fundamental difference between IOMID(An) and CMID(An) is that CMID(An)

is bounded by n log k [SZ20a], while IOMID(An) can be infinite even for learning
algorithms that provably generalize [BZV20a]. One of the motivations of Steinke and
Zakynthinou was that proper empirical risk minimization algorithms over threshold
functions on R have large IOMID(An) [BMNSY18]. In contrast, some such algorithms
have small CMID(An). Our first result shows that CMID(An) is never larger than
IOMID(An).

Theorem 3.2.1. For every k ≥ 2, I(W ;S) = I(W ; Z̃(k)) + I(W ;U (k)|Z(k)) and

CMID(An) ≤ IOMID(An).

Next, we address the role of the size of the super-sample in CMI. In [SZ20a], CMI
is defined using a super-sample of size 2n (k = 2) only. Our next result demonstrates
that CMID(An) agree IOMID(An) in the limit as k →∞ when the parameter space

1 Letting φ satisfy φ(Z) = IZ(X;Y ) a.s., define I(X,Y |Z = z) = φ(z). This notation is necessarily
well defined only up to a null set under the marginal distribution of Z.
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is finite.

Theorem 3.2.2. If the output of An takes value in a finite set then

lim
k→∞

CMID(An) = IOMID(An).

Combining Theorems 3.1.3 and 3.2.2, we obtain

EGED(An) ≤ lim
k→∞

√
2CMID(An)

n
=

√
2IOMID(An)

n
, (3.1)

when the parameter space is finite. Comparing Eq. (3.1) with Theorem 3.1.1 we
observe that Eq. (3.1) is twice as large. In Theorem B.2.1, we present a refined bound
based on CMID(An) which asymptotically match Theorem 3.1.1. The proofs of the
results of this section appear in Appendix B.3.

3.3 Sharpened Bounds based on Individual Samples

We now present two novel generalization bounds and show they provide a tighter
characterization of the generalization error than Theorem 3.1.3. The results are
inspired by the improvements on IOMID(An) due to Bu, S. Zou, and Veeravalli
[BZV20a]. In particular, Theorem 3.3.1 bounds the expected generalization error
in terms of the mutual information between the output parameter and a random
subsequence of the indices U (2), given the super-sample. Theorem 3.3.4 provides a
generalization bound in terms of the disintegrated mutual information between each
individual element of U (2) and the output of the learning algorithm, W . The bound in
Theorem 3.3.4 is an analogue of [BZV20a, Prop. 1] for Theorem 3.1.3. In this section
as in Steinke and Zakynthinou [SZ20a], we only consider Z(k) and U (k) with k = 2,
so we will drop the superscript from U (k). Let U = (U1, . . . , Un). The proofs for the
results of this section appear in Appendix B.4.

Theorem 3.3.1. Fix m ∈ [n] and let J = (J1, . . . , Jm) be a random subset of [n],
distributed uniformly among all subsets of size m and independent from W, Z̃(2), and
U . Then

EGED(An) ≤ E

√
2IZ(2)(W ;UJ |J)

m
. (3.2)
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By applying Jensen’s inequality to Theorem 3.3.1, we obtain

EGED(An) ≤
√

2I(W ;UJ |Z(2), J)

m
. (3.3)

Our next results in Theorem 3.3.2 let us compare Eq. (3.3) for different values of
m = |J |.

Theorem 3.3.2. Let m1 < m2 ∈ [n], and let J (m1), J (m2) be random subsets of
[n], distributed uniformly among all subsets of size m1 and m2, respectively, and
independent from W, Z̃(2), and U . Then

I(W ;UJ(m1)|Z(2), J (m1))

m1

≤ I(W ;UJ(m2)|Z(2), J (m2))

m2

. (3.4)

Consequently, taking m2 = n, for all 1 ≤ m1 ≤ n

E

√
2 IZ(2)(W ;UJ(m1)|J (m1))

m1

≤
√

2I(W ;U |Z(2))

n
. (3.5)

Corollary 3.3.3. EGED(An) ≤
√

2 I(W ;UJ |Z(2), J)/m. The case m = |J | = n is
equivalent to Theorem 3.1.3. The bound is increasing in m ∈ [n], and, the tightest
bound is achieved when m = |J | = 1. Also, Eq. (3.5) shows our bound in Theorem 3.3.1
is tighter than Theorem 3.1.3 for k = 2.

To further tighten Theorem 3.3.2 when m = 1, we show that we can pull the
expectation over both Z(2) and J outside the concave square-root function.

Theorem 3.3.4. Let J ∼ Unif([n]) (i.e., m = 1 above) be independent from W, Z̃(2),
and U . Then

EGED(An) ≤E
√

2IZ(2),J(W ;UJ) =
1

n

n∑
i=1

E
√

2IZ(2)(W ;Ui). (3.6)

Remark 3.3.5. Theorem 3.3.4 is tighter than Theorem 3.1.3 since

1

n

n∑
i=1

E
√

2IZ(2)(W ;Ui) ≤

√√√√ n∑
i=1

2

n
I(W ;Ui|Z(2)) ≤

√
2

n
I(W ;U |Z(2)) (3.7)

The first inequality is Jensen’s, while the second follows from the independence of
indices Ui. /
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3.3.1 Controlling CMI bounds using KL Divergence

It is often difficult to compute MI directly. One standard approach in the literature is
to bound MI by the expectation of the KL divergence of the conditional distribution of
the parameters given the data (the “posterior”) with respect to a “prior”. The statement
below is adapted from Negrea, Haghifam, Dziugaite, Khisti, and Roy [NHDKR19].

Lemma 3.3.6. Let X, Y , and Z be random elements. For all σ(Z)-measurable
random probability measures P on the space of Y ,

IZ(X;Y ) ≤ EZ [KL(PX,Z [Y ] ‖P )] a.s., with a.s. equality for P = EZ [PX,Z [Y ]] = PZ [Y ].

We refer to the conditional law of W given S as the “posterior" of W given S,
which we denote Q = PS[W ] = PZ(2),U [W ], and to P as the prior. This can be used in
combination with, for example, Lemma 3.3.6 and Theorem 3.1.3 to obtain that for
any Z(2)-measurable random prior P (Z(2))

EGED(An) ≤
√

2 I(W ;U |Z(2))

n
≤
√

2E[KL(Q ‖P (Z(2)))]

n
. (3.8)

Note that the prior only has access to Z(2), therefore from its perspective the training set
can take 2n different values. Alternatively, combining Lemma 3.3.6 and Theorem 3.3.1
yields

EGED(An) ≤ E

√
2 EZ(2)IZ(2)(W ;UJ |UJc , J)

m
≤ E

√
2EZ(2) [KL(Q ‖P (Z(2), UJc , J))]

m
.

(3.9)

In Eq. (3.9) the prior has access to n−m samples in the training set, SJc , because
Z

(2)
UJc

= SJc . However, since Z(2) is known to the prior, the training set can take only
2m distinct values from the point of view of the prior in Eq. (3.9). This is a significant
reduction in the amount of information that can be carried by the indexes in UJ about
the output hypothesis. Consequently, priors can be designed to better exploit the
dependence of the output hypothesis and the index set.

3.3.2 Tighter Generalization bound for the case m = 1

Since the strategy above controls MI-based expressions via KL divergences, one may
ask whether a bound derived with similar tools, but directly in terms of KL, can be
tighter than the combination Lemma 3.3.6 and Theorem 3.3.1. The following result
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shows that for m = 1 a tighter bound can be derived by pulling the expectation over
both UJc and J outside the concave square-root function.

Theorem 3.3.7. Let J ∼ Unif([n]) be independent from W, U , and Z(2). Let
Q = PZ(2),U [W ] and P be a σ(Z(2), UJc , J)-measurable random probability measure.
Then

EGED(An) ≤ E
√

2 KL(Q ‖P ). (3.10)

Here, the KL divergence is between two σ(Z(2), J, U)-measurable random measures,
so is random.

3.4 Generalization bounds for noisy, iterative algo-

rithms

We apply this new class of generalization bounds to non-convex learning. We analyze
the Langevin dynamics (LD) algorithm [GM91], following the analysis pioneered by
Pensia, Jog, and Loh [PJL18]. The example we set here is a blueprint for building
bounds for other iterative algorithms. Our approach is similar to the recent advances
by Negrea, Haghifam, Dziugaite, Khisti, and Roy [NHDKR19] and J. Li, Luo, and
Qiao [LLQ20], employing data-dependent estimates to obtain easily simulated bounds.
We find our new results allow us to exploit past iterates to obtain tighter bounds. The
influence of past iterates is seen to take the form of a hypothesis test.

3.4.1 Bounding Generalization Error via Hypothesis Testing

The chain rule for KL divergence is a key ingredient of information-theoretic general-
ization error bounds for iterative algorithms [PJL18; NHDKR19; LLQ20; BZV20a].
W{0,...,T} denotes the space of parameters generated by an iterative algorithm in T
iterations. For any measure, ν, on W{0,...T}, and W ∼ ν, let ν0 denote the marginal
law of W0, and νt| denote the conditional law of Wt given W0 . . .Wt−1.

Lemma 3.4.1 (Chain Rule for KL). Let Q,P be probability measures on W{0,...,T}
with Q0 = P0. The following lemma bounds the KL divergence involving the posterior
for the terminal parameter with one involving the sum of the KL divergences over each
individual step of the trajectory. Then

KL(QT ‖PT ) ≤ KL(Q ‖P ) =
∑T

t=1 Q0:(t−1)[KL(Qt| ‖Pt|)]
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The benefit of using the chain rule to analyze the iterative algorithm are two-
fold: first, we gain analytical tractability; many bounds that appear in the literature
implicitly require this form of incrementation [LLQ20; PJL18; NHDKR19; BZV20a].
Second, and novel to the present work, the information in the optimization trajectory
can be exploited to identify U from the history of W .

In order to understand how the prior may take advantage of information from the
optimization trajectory, consider applying Lemma 3.4.1 to the KL term in Eq. (3.9).
We have

KL(QT ‖PT
(
Z(2), UJc , J

)
) ≤

T∑
t=1

EZ(2),UJc ,J [KL(Qt| ‖Pt|
(
Z(2), UJc , J

)
)].

Here Pt|
(
Z(2), UJc , J

)
is a σ(Z(2), UJc , J,W0:t−1)-measurable random probability mea-

sure. The prior may use UJc , Z(2), and J to reduce the number of possible val-
ues that U can take to 2|J |. Moreover, since UJ is constant during optimization,
W0,W1,W2, . . .Wt−1 may leak some information about UJ , and the prior can use this
information to tighten the bound by choosing a Pt| that achieves small KL(Qt| ‖Pt|). In
the special case where the prior can perfectly estimate UJ from W0,W1,W2, . . .Wt−1,
we can set Pt| = Qt| and KL(Qt| ‖Pt|) will be zero. As will be seen in the next subsec-
tion, we can explicitly design a prior that uses the information in the optimization
trajectory for the LD algorithm.

The process by which the prior can learn from the trajectory can be viewed as an
online hypothesis test, or binary decision problem, where the prior at time t allocates
belief between 2m possible explanations, given by the possible values of UJ , based on
the evidence provided by W0, . . .Wt. If the prior is able to identify UJ based on the
W s then the bound stops accumulating, even if the gradients taken by subsequent
training steps are large. This means that penalties for information obtained later in
training are discounted based on the information obtained earlier in training.

3.4.2 Example: Langevin Dynamics Algorithm for Non-Convex

Learning

We apply these results to obtain generalization bounds for a gradient-based iterative
noisy algorithm, the Langevin Dynamics (LD) algorithm. For classification with
continuous parameters, the 0-1 loss does not provide useful gradients. Typically we
optimize a surrogate objective, based on a surrogate loss, such as cross entropy. Write
˜̀ : Z×W → R for the surrogate loss and let R̃S(w) = 1

n

∑n
i=1

˜̀(Zi, w) be the empirical
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surrogate risk. Let ηt be the learning rate at time t, βt the inverse temperature at
time t and let εt be sampled i.i.d. from N (0, Id). Then the LD algorithm iterates are
given by

Wt+1 = Wt − ηt∇R̃S(Wt) +
√

2ηt
βt
εt. (3.11)

The prior We will take m = 1, and construct a bespoke σ(Z(2), UJc , J)-measurable
prior for this problem in order to apply Theorem 3.3.7. The prior is based on a decision
function, θ : R→ [0, 1], which at each time t+ 1 takes in a σ(W0 . . .Wt)-measurable
test statistic, ∆Yt, and returns a degree of belief in favor of the hypothesis UJ = 1

over UJ = 2. The prior predicts an LD step by replacing the unknown (to the prior)
contribution to the gradient of the data point at index J with a θ̂t = θ(∆Yt)-weighted
average of the gradients due to each candidate {Z1,J , Z2,J}.The conditional law of the
tth iterate under the prior is a σ(Z(2), UJc , J,W0, . . .Wt)-measurable random measure,
as required. The exact value of the test statistic is ∆Yt = Yt,2 − Yt,1, here the
Y0,1 = Y0,2 = 0 and Yt,u are defined by the formula in Eq. (3.13). The conditional law
of the tth iterate under the prior is described by

Wt+1 = Wt − ηt
n

(∑n
i=1
i 6=J
∇˜̀(Zi,Wt) + θ̂t∇˜̀(Z1,J ,Wt) + (1− θ̂t)∇˜̀(Z2,J ,Wt)

)
+
√

2ηt
βt
εt.

(3.12)

The test statistic chosen is based on the log-likelihood-ratio test statistic for the
independent mean 0 Gaussian random vectors (εs)

t
s=1, which is well known to be

uniformly most powerful for the binary discrimination of means. Natural choices for
θ are symmetric CDFs, since they treat possible values of U symmetrically, and are
monotone in the test statistic.

We define the two-sample incoherence at time t by ζt = ∇˜̀(Z1,J ,Wt)−∇˜̀(Z2,J ,Wt).

Θ denotes the set of measurable θ : R→ [0, 1]. Y0,1 = Y0,2 = 0, and for t ≥ 1, Yt,1 and
Yt,2 are given by (for u ∈ {1, 2})

Yt,u ,
t∑
i=1

βi−1

4ηi−1

‖Wi −Wi−1 + ηi−1
n− 1

n
∇R̃SJc (Wi−1) +

ηi−1

n
∇˜̀(Zu,J ,Wi−1) ‖2.

(3.13)

Theorem 3.4.2 (Generalization bound for LD algorithm). Let {Wt}t∈[T ] denote the
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iterates of the LD algorithm. If `(Z,w) is [0, 1]-bounded then

E
[
RD(WT )− R̂S(WT )

]
≤ 1

n
√

2
inf
θ∈Θ

E

√√√√T−1∑
t=0

EZ(2),U,Jβtηt‖ζt‖2
(
1{UJ = 1} − θ (Yt,2 − Yt,1)

)2
.

(3.14)

Remark 3.4.3. For θ ∈ Θ with 1− θ(x) = θ(−x), Eq. (3.14) simplifies to

E
[
RD(WT )− R̂S(WT )

]
≤ 1

n
√

2
E

√√√√T−1∑
t=0

EZ(2),U,Jβtηt‖ζt‖2θ2
(
−1UJ (Yt,2 − Yt,1)

)
.

(3.15)
For instance θ(x) = 1

2
+ 1

2
tanh(x) and θ(x) = 1

2
+ 1

2
sign(x) satisfy 1−θ(x) = θ(−x). /

Remark 3.4.4. By the law of total expectation, for any θ ∈ Θ, EGED(An) ≤
1

2
√

2n
E [V1 + V2] , where

Vu ,

√√√√T−1∑
t=0

EZ(2),UJc ,J,UJ=uβtηt‖ζt‖2 (1{u = 1} − θ (Yt,2 − Yt,1))2, u ∈ {1, 2}.

(3.16)
To estimate Vu (u ∈ {1, 2}) for fixed J , the training set is Su = {Z1, . . . , ZJ−1, Z̃u,J , ZJ+1, . . . , Zn}.
Hence V1, V2 can be simulated from just n+1 data points

(
Z1, . . . , ZJ−1, ZJ+1, . . . , Zn, Z̃1,J , Z̃2,J

)
∼ D⊗(n+1).

/

The generalization bound in Eq. (3.14) does not place any restrictions on the
learning rate or Lipschitz continuity of the loss or its gradient. In the next corollary
we study the asymptotic properties of the bound in Eq. (3.14) when ˜̀ is L-Lipschitz.
Then, we draw a comparison between the bound in this chapter and some of the
existing bounds in the literature.

Corollary 3.4.5. Under the assumption that ˜̀ is L-Lipschitz, we have ‖ζt‖ ≤ 2L.
Then, the generalization bound in Eq. (3.14) can be upper-bounded as

E(RD(WT )−RS(WT )) ≤
√

2L

n
inf
θ∈Θ

E

√√√√T−1∑
t=0

EZ(2),U,Jβtηt (1{UJ = 1} − θ (Yt,2 − Yt,1))2.

(3.17)

Remark 3.4.6. Under an L-Lipschitz assumption, for the LD algorithm, J. Li, Luo,
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and Qiao [LLQ20, Thm. 9] have

E [RD(WT )−RS(WT )] ≤
√

2L
n

√∑T−1
t=0 βtηt. (3.18)

We immediately see that Eq. (3.17) provides a constant factor improvement over
Eq. (3.18) by naïvely using θ : x 7→ 1/2. Our bound has order-wise improvement with
respect to n over that of Bu, S. Zou, and Veeravalli [BZV20a] and Pensia, Jog, and
Loh [PJL18] under the L-Lipschitz assumption. Negrea, Haghifam, Dziugaite, Khisti,
and Roy [NHDKR19, App. E.1] obtain

E [RD(WT )−RS(WT )] ≤ L
2(n−1)

√∑T−1
t=0 βtηt. (3.19)

which is a constant factor better than our bound for the choice θ : x 7→ 1/2. However,
this θ essentially corresponds to no hypothesis test, yielding the same prior as in
[NHDKR19]. For more sophisticated choices of decision function (θ), even under a
Lipschitz-surrogate loss assumption, it is difficult to compare our bound with related
work because the exact impact of θ-discounting is difficult to quantify analytically. /

Remark 3.4.7. A prevailing method for analyzing the generalization error in [NHDKR19;
BZV20a; PJL18; LLQ20] for iterative algorithms is via the chain rule for KL, using
priors for the joint distribution of weight vectors that are Markov, i.e., given the
tth weight, the (t + 1)th weight is conditionally independent from the trajectory
so far. Existing results using this approach accumulate a "penalty" for each step.
In [NHDKR19; BZV20a; LLQ20], the penalty terms are, respectively, the squared
Lipschitz constant, the squared norm of the gradients, and the trace of the minibatch
gradient covariance. The penalty term in our bound is the squared norm of "two-
sample incoherence", defined in Theorem 3.4.2 as the squared norm of the difference
between the gradient of a randomly selected training point and the held-out point.
However, the use of chain rule along with existing “Markovian” priors introduces a
source of looseness, i.e., the accumulating penalty may diverge to +∞ yielding vacuous
bounds (as seen in Fig. 1). The distinguishing feature of our data-dependent CMI
analysis is that the penalty terms get “filtered” by the online hypothesis test via our
non-Markovian prior, i.e., our prediction for t+ 1 depends on whole trajectory. When
the true index can be inferred from the previous weights, then the penalty essentially
stops accumulating. /
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Empirical Results

In order to better understand the effect of discounting and the degree of improvement
due to our new bounds and more sophisticated prior, we turn to simulation studies.
We present and compare the empirical evaluations of the generalization bound in
Theorem 3.4.2 with the data-dependent generalization bounds in Negrea, Haghifam,
Dziugaite, Khisti, and Roy [NHDKR19] and J. Li, Luo, and Qiao [LLQ20]. For brevity,
many of the details behind our implementation are deferred to Appendix B.7. The
functional form of our bounds and [NHDKR19; LLQ20] are nearly identical as all of
them use the chain rule for KL divergence. Nevertheless, the summands appearing in
the bounds are different. The bound in [LLQ20] depends on the squared surrogate loss
gradients norm, and the generalization bound in Negrea, Haghifam, Dziugaite, Khisti,
and Roy [NHDKR19] depends on the squared norm of training set incoherence defined
as ‖∇˜̀(ZJ ,Wt) − 1

n−1

∑
i∈[n],i 6=J ∇˜̀(Zi,Wt)‖2 where the training set is {Z1, . . . , Zn}

and J ∼ Unif([n]). The first key difference between our bound and others is that
the summand in our bound consists of two terms: squared norm of the two-sample
incoherence, i.e., ‖ζt‖2, and the squared error probability of a hypothesis test at time t,
given by the term

(
1{UJ = 1} − θ

(∑t
i=0 (Yi,2 − Yi,1)

))2
in our bound. A consequence

of this, and the second fundamental difference between our bound and existing bounds,
is that our bound exhibits a trade-off in ‖ζt‖2 because large ‖ζt‖2 will make the error
of the hypothesis test small on future iterations, whereas the bounds in [NHDKR19;
LLQ20] are uniformly increasing with respect to the squared norm of surrogate loss
gradients and the training set incoherence, respectively. In this section we empirically
evaluate and compare our bound with related work across various neural network
architectures and datasets.

Using Monte Carlo (MC) simulation, we compared estimates of our expected
generalization error bounds with estimates of the bound from [NHDKR19; LLQ20]
for the MNIST [LCB10], CIFAR10 [Kri09], and Fashion-MNIST [XRV17] datasets
in Fig. 3.1 and Table 3.1. For all the plots we consider θ(x) = 1

2
(1 + erf(x)) for our

bound. Also, in the last row of Table 3.1, we report the unbiased estimate of our
bound optimized over the choice of θ function. We plot the squared norm of the
two sample incoherence and training set incoherence, as well as the squared error
probability of the hypothesis test. Fig. 3.1 and Table 3.1 show that our bound is
tighter, and remain non-vacuous after many more iterations. We also observe that the
variances for MC estimates of our bound are smaller than those of Negrea, Haghifam,
Dziugaite, Khisti, and Roy [NHDKR19], and it is also smaller than J. Li, Luo, and
Qiao [LLQ20] for CIFAR10 and MNIST-CNN experiments. Moreover, we observe that
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Figure 3.1: Numerical results for various datasets and architectures. All the x-axes represent
the training iteration. The plots in the first column depict a Monte Carlo estimate of our
bounds with that of Negrea, Haghifam, Dziugaite, Khisti, and Roy [NHDKR19] and J. Li,
Luo, and Qiao [LLQ20]. The plots in the second column compare the mean of the training
set incoherence in [NHDKR19] with the two-sample incoherence in our bound. Finally, the
plots in the third column show the mean of the squared error probability of the hypothesis
testing performed by the proposed prior in our bound.
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MNIST-MLP MNIST-CNN CIFAR10-CNN FMNIST-CNN

Training error 4.33± 0.01% 2.59± 0.01% 9.39± 0.36% 7.96± 0.03%

Generalization error 0.88± 0.01% 0.55± 0.01% 32.89± 0.44% 3.71± 0.03%

Our(NeurIPS’19) 67.93± 16.25% 20.98± 5.01% 4112.63± 567.08% 82.89± 12.64%

J. Li, Luo, and Qiao [LLQ20] 600.29± 1.99% 245.03± 2.37% 20754.32± 75.95% 598.62± 3.21%

Our(NeurIPS’20) 44.65± 4.27% 16.51± 1.41% 71.76± 4.82% 48.01± 4.22%

Our-Optimized(NeurIPS’20) 39.06± 5.52% 13.24± 1.53% 63.00± 5.97% 41.17± 5.85%

Table 3.1: Summary of the results. The generalization bounds are reported at the end
of training.

the error probability of the hypothesis test decays with the number of iterations, which
matches the intuition that, as one observes more noisy increments of the process, one
is more able to determine which point is contributing to the gradient. For CIFAR10,
‖ζt‖2 is large because the generalization gap is large. However, as mentioned in the
beginning of this section, large ‖ζt‖2 makes the hypothesis testing easier on subsequent
iterations. For instance, after iteration 600 the error is vanishingly small for CIFAR10
experiments which results in a plateau region in the bound. We can also observe the
same phenomenon for the Fashion-MNIST experiment. This property distinguishes
our bound from those in [NHDKR19; LLQ20].

Results for MNIST with CNN demonstrate that ‖ζt‖2 and training set incoherence
are close to each other. The reason behind this observations is that the generalization
gap is small. Also, for this experiment the performance of the hypothesis testing is
only slightly better than random guessing since the generalization gap is small, and it
is difficult to distinguish the training samples from the test samples. This observation
explains why our generalization bound is close to that of [NHDKR19]. Nevertheless,
the hypothesis testing performance improves with more training iterations, leading
the two bounds to diverge, with our new bound performing better at later iterations.
Finally, the scaling of our bound with respect to the number of iteration is tighter
than in the bounds in [NHDKR19; LLQ20] as can be seen in Fig. 3.1.



Chapter 4

Towards a Unified
Information-Theoretic Framework for
Generalization

4.1 Introduction

In this chapter, we study the expressiveness of generalization bounds in terms of
information-theoretic measures of dependence between the output of a learning al-
gorithm and input data. Let D be an unknown distribution on a space Z, and let
H be a set of classifiers. Consider a (randomized) learning algorithm A = (An)n≥1

that selects an element ĥ in H, based on i.i.d.samples Sn ∼ D⊗n, i.e., ĥ = An(Sn). As
stated above, the initial focus of this line of work was on the input–output mutual
information (IOMI) of an algorithm IOMID(An) = I(An(Sn);Sn) between the input
and the output of a learning problem. A natural question is whether IOMI framework
can provide a sharp characterization of the learnability of Vapnik–Chervonenkis (VC)
classes, for which we have strong generalization guarantees.

A negative resolution was provided by Bassily, Moran, Nachum, Shafer, and
Yehudayoff [BMNSY18] for the concept class of thresholds in one dimension. Follow
up work by Nachum, Shafer, and Yehudayoff [NSY18] extended the argument in
[BMNSY18], proving the following result:

Theorem 4.1.1 (Thm. 1, [NSY18]). For every d ∈ N and every n ≥ 2d2, there
exists a finite input space X and a concept class H ⊆ {0, 1}X of VC-dimension d

such that, for all proper and consistent learning algorithm An, there exists a realizable
distribution D such that IOMID(An) = Ω(d log log(|X |/d)).

39
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Livni and Moran [LM20] extended this result even further, showing that, for
the class of one-dimensional thresholds over {1, . . . ,m}, m ∈ N,1 for every learning
algorithm A there exists a realizable distribution such that either the risk (population
loss) is large or the IOMID(An) scales with the cardinality of the space, m. These
results highlight an important limitation of the IOMI framework: given an unbounded
input space, for any “good” learning algorithm there are always scenarios in which
IOMID(An) is unbounded. Therefore, the distribution-free learnability of VC classes
cannot be expressed using the IOMI framework.

In this paper, we focus on the “conditional mutual information” (CMI) framework,
proposed by Steinke and Zakynthinou [SZ20a]. In order to reason about the general-
ization error of a learning algorithm, they introduce a super sample that contains the
training sample as a random subset and compute the mutual information between the
input and output conditional on the super sample (formal definitions are provided
in Section 4.2.1). Improvements of this framework and its application in studying
the generalization of specific learning algorithms have been studied in [HGKS20;
HNKRD20; HD20; RBTS20; ZTL21; HD21].

The current paper revolves around the following fundamental question: For which
learning problems and learning algorithms is the CMI framework expressive enough to
accurately estimate the generalization error? We will focus in particular on whether
we can recover optimal worst case (minimax) rates for VC classes satisfying certain
properties. The answer to these question provide evidence that the CMI framework
provides a unifying framework for studying generalization.

For VC classes, Steinke and Zakynthinou [SZ20a] revealed a stark separation
between the CMI framework and IOMI framework. They showed the existence of an
empirical risk minimization (ERM) algorithm whose CMI is no larger than d log n+ 2

for learning every VC class of dimension d given n i.i.d. training samples. In contrast
to Theorem 4.1.1, CMI does not scale with the cardinality of the space. However, the
bound on the CMI combined with Steinke and Zakynthinou’s CMI-based generalization
bound, leads to a bound on the expected excess risk that is suboptimal in some cases
by a log n factor. (For an overview of the known bounds for learning VC classes,
please refer to Appendix C.1.) The suboptimality of their bound prompted Steinke
and Zakynthinou [SZ20b] to conjecture that the CMI bound for proper learners of
VC classes can be improved to O(d). Moreover, Steinke and Zakynthinou connected

1 This concept class can be defined as follows. Let X = {1, ...,m}. Let k ∈ N and hk : X → {0, 1}
define as hk(x) = 1[x > k]. Then, the class of one-dimensional thresholds over {1, ...,m} is
Hm = {hk : X → {0, 1}|k ∈ N}.
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CMI framework to the sample compression framework of [LW86] by showing that a
sample compression An of size k has CMID(An) ≤ k log 2n. Their bound for sample
compression schemes is also suboptimal in some cases by a log n factor.

4.1.1 Contributions

In this paper we extend the reach of the CMI framework by demonstrating its unifying
nature for obtaining optimal or near-optimal bounds for the expected excess risk of
the various algorithms in the realizable setting.

1. We demonstrate that one can use the CMI framework to express non-trivial
(but sub-optimal) bounds for every improper learning algorithm that outputs a
hypothesis from a class with a bounded VC dimension. This is achieved by an
empirical variant of CMI defined by [SZ20a].

2. We study the CMI of SVMs for learning half spaces and show that the CMI
framework yields optimal bounds on the expected excess risk. Our bound on the
CMI of SVM is an application of our general result giving optimal CMI bounds
for stable sample compression schemes [BHMZ20; HK21], which improve on CMI
bounds for general sample compression schemes [SZ20a] by a log n factor.

3. In the context of proper learning of VC classes, we exhibit VC classes for which
the CMI of any proper learner cannot be bounded by any real-valued function of
the VC dimension. Then, we consider VC classes with finite star number [HY15],
and prove the existence of a learner with bounded CMI. Finally, we show that the
release of the set of all consistent classifiers in H has bounded CMI if and only if
H has finite star number.

4. We show that CMI framework is universal in the realizable setting. More precisely,
for every data distribution and consistent learner, the bound on excess risk obtained
by the CMI framework vanishes if and only if the excess risk also vanishes as the
number training samples diverges. We then show that any learning algorithm with
a “leave-one-out” bound of order O(1/n) yields an evaluated-CMI bound of order
O(log n). As an application, we study the classical one-inclusion graph algorithm
of Haussler, Littlestone, and M. K. Warmuth [HLW94] for improper learning of
VC classes, and provide a nearly optimal bound on its expected excess risk using
the CMI framework. We also prove there exists a randomized one-inclusion graph
which learns point functions (singleton) with bounded CMI.
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Our results indicate that CMI is a very expressive generalization framework, and
one that can tie together existing frameworks. Although most of our results are stated
for binary classification in the distribution-free setting, it is interesting to note that
the CMI framework is known to provide numerically non-vacuous generalization error
guarantees for some modern deep learning models and datasets in the distribution-
dependent setting [HNKRD20; HD21]. These developments in a range of different
problem settings highlight the importance of understanding the expressiveness of the
CMI framework.

4.2 Preliminaries

We consider the problem of binary classification, with inputs in some space X assigned
labels in Y = {0, 1}. A concept (or hypothesis) class H ⊆ YX is a set of functions
h : X → Y. We say H shatters (x1, . . . , xm) ∈ Xm if for all (y1, . . . , ym) ∈ {0, 1}m,
there exists h ∈ H, such that, for all i ∈ [m], we have h(xi) = yi. The VC dimension
of H, denoted by d, is the largest m ∈ N for which there exists (x1, . . . , xm) ∈ Xm

shattered by H. If no such finite m exists, then d =∞.
Let D be a distribution on Z = X × Y. The empirical (classification) risk of

a classifier h : X → Y on a sample s = ((x1, y1), . . . , (xn, yn)) ∈ Zn is R̂s(h) =

n−1
∑

i∈[n] `(h, (xi, yi)), where `(h, (x, y)) = 1[h(x) 6= y]. Let Sn ∼ Dn, i.e., let Sn be
a sequence of i.i.d. random elements in Z with common distribution D. (We can view
Sn itself as a random element in Zn.) The risk of h is RD(h) = ER̂Sn(h), where E
denotes the expectation operator. (The risk has, of course, no dependence on n due
to the data being i.i.d.)

A distribution D is realizable by a class H ⊆ YX if there exists h ∈ H such that
RD(h) = 0. A sequence ((x1, y1), . . . , (xn, yn)) is said to be realizable by H, if for some
h ∈ H, h(xi) = yi for all i ∈ [n] = {1, . . . , n}. Note that if a distribution is realizable
by H, it implies that with probability one over Sn ∼ Dn, the training sample Sn is
realizable by H.

Let A = (An)n≥1 denote a (potentially randomized) learning algorithm, which, for
any positive integer n, maps Sn to an element of X → Y . We say that A is a proper
learner for a class H ⊆ X → Y if the codomain of An is a subset of H for every n.
We say An is a consistent algorithm (learner) if R̂Sn(An(Sn)) = 0 a.s. Our primary
interest in this paper is the expected generalization error of An with respect to D,
defined as EGED(An) = E[RD(An(Sn))− R̂Sn(An(Sn))], where we average over both
the choice of training sample and the randomness within the algorithm An.
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4.2.1 Conditional mutual information (CMI) of an algorithm

In order to study generalization, and avoid some of the pitfalls of earlier approaches
based on mutual information, Steinke and Zakynthinou [SZ20a] propose to study the
information contained in a “supersample” Z, a training sample Sn taken from the
supersample, and the hypothesis An(Sn) output by a possibly randomized learning
algorithm, given Sn as input. Formally, let Z = (Zi,j)i∈{0,1}, j∈[n] to be an array of i.i.d.
random elements in the space Z of labeled examples, with a common distribution D.
In order to choose a training sample Sn of size n from Z, let U = (U1, U2, . . . , Un) be
a sequence of i.i.d. Bernoulli random variables in {0, 1}, independent from Z, with
P(Ui = 0) = 1/2. Define Sn = ZU = (ZUj ,j)

n
j=1. The conditional mutual information

(CMI) of An, denoted CMID(An), is defined to be the mutual information between
An(Sn) and U given Z, denoted I(An(Sn);U |Z). This quantity is equivalent to
I(An(Sn);Sn|Z) when D is atomless, since (U1, . . . , Un) is a.s. measurable with respect
to Sn and Z. Because Z and U are independent, CMID(An) ≤ H(U |Z) = H(U) =

n log 2. We now pause to introduce this and other information-theoretic quantities
formally.

4.2.2 Measures of divergence and information

Let P,Q be probability measures on a measurable space. (We ignore measure-theoretic
pathologies for clarity.) For a P -integrable or nonnegative function f , let P [f ] =

∫
fdP .

When Q is absolutely continuous with respect to P , denoted Q� P , write dQ
dP for (an

arbitrary version of) the Radon–Nikodym derivative (or density) of Q with respect to
P . The KL divergence (or relative entropy) of Q with respect to P , denoted KL(Q ‖P ),
is defined as Q[log dQ

dP ] when Q� P and infinity otherwise.
For a random element X in some measurable space X , let P[X] denote its dis-

tribution, which lives in the spaceM1(X ) of all probability measures on X . Given
another random element, say Y in T , let PY [X] denote the conditional distribution of
X given Y . If X and Y are independent, PY [X] = P[X] a.s. For an event, say X ∈ A,
PY [X ∈ A] denotes the event’s conditional probability given Y , which is defined to
be the conditional expectation of the indicator random variable 1[X ∈ A] given Y ,
denoted EY 1[X ∈ A].2 By the chain (aka tower) rule, EEF = E for any σ-algebra F .

The mutual information between X and Y is I(X;Y ) = KL(P[(X, Y )] ‖P[X] ⊗
2 By definition, PY [X] is a σ(Y )-measurable random element inM1(X ), i.e., PZ [U ] = κ(Z) a.s. for

some measurable map κ : T →M1(X ). More generally, if, say F = σ(Y,Z) is the σ-algebra generated
by Y and Z, then a conditional distribution/probability/expectation given F is a measurable function
of Y and Z.
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P[Y ]), where ⊗ forms the product measure. Writing PZ [(X, Y )] for the conditional
distribution of the pair (X, Y ) given a random element Z, the disintegrated mutual
information between X and Y given Z, is

IZ(X;Y ) = KL(PZ [(X, Y )] ‖PZ [X]⊗ PZ [Y ]).

Then the conditional mutual information of X and Y given Z is I(X, Y |Z) =

EIZ(X, Y ).
Let µ = P[X] and let κ(Y ) = PY [X] a.s. If X concentrates on a countable set

V with counting measure ν, the (Shannon) entropy of X is H(X) = −µ[log dµ
dν ] =

−∑x∈V P(X = x) logP(X = x). The disintegrated entropy of X given Y is defined by
HY (X) = −κ(Y )[log dκ(Y )

dν ], while the conditional entropy of X given Y is H(X|Y ) =

E[HY (X)]. Note that H(X|Y ) ≤ H(X). We will make use of the following lemma
whose proof can be found in [MT07].

Lemma 4.2.1. Let (X1, X2, . . . , Xn) be a discrete random vector, and Y be an
arbitrary random variable. Then, H(X1, . . . , Xn|Y ) ≥ ∑n

i=1 H(Xi|X−i, Y ), where
X−i = (Xj : j ∈ [n], j 6= i).

Steinke and Zakynthinou establish a range of generalization bounds in terms of
CMI. Our primary interest is in bounds for algorithms that have vanishing empirical
risk. For [0, 1]-bounded loss, Steinke and Zakynthinou show that

ERD(An(Sn)) ≤ 2ER̂S(An(Sn)) +
3CMID(An)

n
. (4.1)

For consistent learners (i.e., those that achieve zero empirical error a.s.), they also
establish

ERD(An(Sn)) ≤ CMID(An)

n log 2
. (4.2)

Steinke and Zakynthinou also introduce a variant of CMI based on the information
revealed by the learner’s losses on Z, rather than by the output hypothesis, An(Sn),
directly.

Definition 4.2.2 (Evaluated CMI, [SZ20a, §6.2.2]). Let L ∈ {0, 1}2×n be the array
with entries Li,j = `(An(Sn), Zi,j) for i ∈ {0, 1}, j ∈ [n]. The evaluated conditional mu-
tual information of An with respect to D, denoted by eCMID(`(An)), is the conditional
mutual information I(L;U |Z).
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By the data processing inequality, eCMID(`(An)) ≤ CMID(An). Therefore,
eCMID(`(An)) is also bounded above by n log 2. For consistent learners, Steinke
and Zakynthinou show

ERD(An(Sn)) ≤ 1.5
eCMID(`(An))

n
. (4.3)

For consistent learners An with bounded CMI or eCMI, these results imply their
expected excess risk is of order O(1/n). The following result gives a nearly optimal
bound for the generalization error for VC classes in term of the evaluated CMI. The
proof (Appendix C.2) uses standard arguments, controlling the cardinality of the
support of L using the Sauer–Shelah lemma.

Theorem 4.2.3. For every n, let An : Zn → Hn, where Hn is a concept class with
VC dimension dn. Then, for every n and distribution on Z, IZ(L;U) ≤ dn log 6n a.s.
In particular, supD eCMID(`(An)) ∈ O(dn log n).

Remark 4.2.4. Markov’s inequality and Eq. (4.2) imply P(RD(An(Sn)) ≥ ε) ≤
CMID(An)/(log(2)nε) for consistent learners. By [HNKRD20, Thm. 2.1], I(An(Sn);U |Z) ≤
I(An(Sn);Sn). This observation, combined with [BMNSY18, Prop. 11], implies there
is an input space, data distribution, and consistent learning algorithm for which this
tail bound’s dependence on n is tight. If one were to obtain sample complexity bounds
via such tail bounds, one would only prove that O(1/(εδ)) samples suffice to find a hy-
pothesis with ε estimation error with probability at least 1− δ. The linear dependence
on 1/δ is, however, suboptimal. As such, it seems that the CMI framework cannot
be used to obtain optimal sample complexity bounds in the PAC framework. Recent
proposals for disintegrated notions of CMI in [HD20] might provide a framework
for studying the sample complexity of PAC learning using an information-theoretic
framework. /

4.3 Optimal CMI Bound for SVM and Stable Com-

pression Schemes

In this section, we show that the CMI framework can be used to derive an optimal
excess risk bound for the SVM algorithm learning half spaces in Rd. To show this, we
establish optimal CMI bounds for the subclass of stable sample compression schemes,
which imply this section’s main result:
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Theorem 4.3.1. Let An be the SVM algorithm for learning the class of half spaces in
Rd. Then, for every n > d/2 and realizable distribution D in Rd, we have CMID(An) ≤
2(d+ 1) log 2.

Combining this result with Eq. (4.2) gives ERD(An(Sn)) ≤ 2(d+ 1)/n. The lower
bound for expected excess risk of linear classifiers in [LL20] shows this bound is optimal
up to a constant factor.

4.3.1 CMI of Stable Compression Schemes

Littlestone and M. Warmuth [LW86] introduced compression schemes, which capture
the idea that a consistent hypothesis can be defined in terms of a fixed number of
samples. Formally, for a concept class H ⊆ YX , a sample compression scheme of
size k ∈ N is a pair (κ, ρ) of maps such that, for all samples s = ((xi, yi))

n
i=1 of size

n ≥ k, the map κ compresses the sample into a length-k subsequence κ(s) ⊆ s which
the map ρ uses to reconstruct an empirical risk minimizer ĥ = ρ(κ(s)). Steinke and
Zakynthinou prove the following upper bound on the CMI of a sample compression
scheme.

Theorem 4.3.2 ([SZ20a, Thm. 4.1]). Let H be a hypothesis class that has a sample
compression scheme (κ, ρ) of size k. Then, CMID(An) ≤ k log(2n) where An(·) =

ρ(κ(·)).

Note that the bound in Theorem 4.3.2 cannot be improved from O(k log n) to O(k)

for every sample compression scheme, and so the bound in Theorem 4.3.2 is tight, and
cannot be improved without further information about the compression scheme. The
proof of optimality stems from the fact that there exists compression schemes of size k
and data distributions D such that there is a lower bound E[RD(An)] = Ω(k log(n)/n)

where An(·) = ρ(κ(·)) [FW95]. Combining this lower bound with Eq. (4.2) proves the
optimally of Theorem 4.3.2.

Nevertheless, we can circumvent this lower bound by considering an important
subclass of the sample compression schemes. Many natural compression schemes
are also stable in the sense that removing any training example that was not in the
compressed sequence does not alter the resulting classifier. To give a formal definition,
we write s ⊆ s′ for two sequences s, s′ if, under some permutation, s is a subsequence
of s′.

Definition 4.3.3 (Stable sample compression scheme; [BHMZ20]). A sample com-
pression scheme (κ, ρ) of size k is said to be stable if κ is symmetric (i.e., invariant to
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permutation of its input) and, for every realizable sample s of size n ≥ k, and every
sequence s′ such that κ(s) ⊆ s′ ⊆ s, we have ρ(κ(s)) = ρ(κ(s′)). Due to the symmetry
of κ, we refer to its output as the compression set, although the equivalence class of
sequence under permutations is the structure of a multiset, not a set.

The concept of a stable compression scheme has its roots in the analysis of the
SVM for learning half-spaces in Rd [VC74], which is the quintessential example of a
stable sample compression scheme. For SVMs, the compression (multi)set contains at
most d+ 1 distinct “support vectors” for any given training set. The reconstruction
map outputs the max-margin classifier over the set of support vectors. By stability,
removing any training example that is not a support vector does not change the
resulting classifier [MRT18, Sec. 5.3.2]. In the next theorem, we present a uniform
CMI bound over realizable distributions for every stable sample compression scheme.
Our bound removes the log n factor from Theorem 4.3.2 and is optimal up to a constant
factor in the distribution-free setting.

Theorem 4.3.4. Let H be a concept class with a stable compression scheme (κ, ρ) of
size k. Then, for every realizable data distribution D and n ≥ k, CMID(An) ≤ 2k log 2,
where An = ρ(κ(·)).

Remark 4.3.5. Steinke and Zakynthinou [SZ20a, Sec. 4.4] propose an algorithm
for learning threshold functions (positive rays) in the realizable setting over R that
achieves CMID(An) ≤ 2 log 2. It is interesting to note that their algorithm can be
viewed as a stable compression scheme. Specifically, for a realizable training set s, let
x? = min{x ∈ R : (x, 1) ∈ s} if s has any sample with label 1, otherwise let x? =∞.
Then the algorithm proposed by Steinke and Zakynthinou is An(Sn) = ĥ, where
ĥ(x) = 1[x ≥ x?]. Steinke and Zakynthinou present a bespoke analysis of this special
algorithm. It is straightforward to see that the algorithm is a stable compression
scheme of size one and the compression map here is symmetric. Therefore, the result
of Theorem 4.3.4 gives CMID(An) ≤ 2 log 2. /

Proof of Theorem 4.3.4. Let W = An(ZU ) = ρ(κ(ZU )) and note that An is determin-
istic. We have H(U |Z) = n log 2 due to independence of U and Z and the independence
of components of U . Then, by the definition of mutual information in terms of entropy,
and Lemma 4.2.1,

CMID(An) = H(U |Z)− H(U |W,Z) ≤ n log 2−
n∑
i=1

H(Ui|W,Z,U−i). (4.4)
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Fix i ∈ [n], and define Ui→b , (U1, . . . , Ui−1, b, Ui+1, . . . , Un) for b ∈ {0, 1}. Using this
notation, we can define two training sets Si→b = ZUi→b for b ∈ {0, 1}. Let Fi be the
σ-algebra σ(W,Z,U−i) and let E be the event ρ(κ(Si→0)) = ρ(κ(Si→1)). Then, by the
non-negativity of entropy,

H(Ui|W,Z,U−i) = E
[
HFi(Ui)

]
≥ E

[
HFi(Ui)1[E]

]
. (4.5)

Note that, conditional on the sub-σ-algebra Gi = σ(Z,U−i), W takes on at most two
values. However, on the event E (or equivalently, conditioning further on the event E,
since E is Gi-measurable), W is now nonrandom because it takes on a single value. It
follows that, conditional on Gi and the event E, W is trivially independent of every
random variable, including Ui. Ergo, on E, EGi [Ui] = EFi [Ui] = PFi [Ui = 1]. But Ui is
independent of Gi, and so EGi [Ui] = E[Ui] = 1

2
. Thus, on E, PFi [Ui = 1] = 1

2
and so

HFi(Ui) = Hb(
1
2
) = log 2. Therefore,

H(Ui|W,Z,U−i) ≥ log 2 · P
(
ρ(κ(Si→0)) = ρ(κ(Si→1))

)
. (4.6)

We can bound the probability of E from below using the stability property of the
compression scheme. For any (x1, x̃1, x2, . . . , xn) ∈ X n+1 and h ∈ H, consider
two multisets S = {(x1, h(x1)), (x2, h(x2)), . . . , (xn, h(xn))} and S̃ = {(x̃1, h(x̃1)),

(x2, h(x2)), . . . , (xn, h(xn))}, where S and S̃ differ only in the first element. Define the
multiset S ∪ S̃ =

{
(x1, h(x1)), (x̃1, h(x̃1)), (x2, h(x2)), . . . , (xn, h(xn))

}
. We claim that

if (x1, h(x1)) and (x̃1, h(x̃1)) are not the members of the compression set S ∪ S̃, then
(x1, h(x1)) and (x̃1, h(x̃1)) are not in the compression set of S and S̃, respectively. To
prove this claim, since (x1, h(x1)) is not in the compression set S ∪ S̃ by the stability
of κ, we have ρ(κ(S ∪ S̃)) = ρ(κ(S ∪ S̃ \ {(x1, h(x1))})). By the definition of S and
S̃, S ∪ S̃ \ {(x1, h(x1))} = S̃. Thus, combining facts that (x1, h(x1)) is not in the
compression set S ∪ S̃ and κ(S ∪ S̃) = κ(S ∪ S̃ \ {(x1, h(x1))}) = κ(S̃), we obtain
(x̃1, h(x̃1)) is not in the compression set S̃. Similarly, we can prove (x1, h(x1)) is not a
member of the compression set S by switching x1 with x̃1 in the argument. By this
argument,

P
(
ρ(κ(Si→0)) = ρ(κ(Si→1))

)
≥ P

(
Z0,i 6∈ κ(Si→0 ∪ Si→1) ∧ Z1,i 6∈ κ(Si→0 ∪ Si→1)

)
.

(4.7)

Recall that the elements of Z are i.i.d., hence exchangeable. Since the size of the
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sample compression is k and κ is symmetric, we have

P
(
Z0,i 6∈ κ(Si→0 ∪ Si→1) ∧ Z1,i 6∈ κ(Si→0 ∪ Si→1)

)
≥
(
n−1
k

)
/
(
n+1
k

)
. (4.8)

Combining Eqs. (4.6) to (4.8) yields H(Ui|W,Z,U−i) ≥ log 2 ·
(
n−1
k

)
/
(
n+1
k

)
≥ (1 −

2k/n) log 2. Finally, the result follows by substitution of this bound into Eq. (4.4).

The result for SVMs (Theorem 4.3.1) follows immediately from Theorem 4.3.4 and
the fact that the SVM may be expressed as a stable compression scheme of size d+ 1.

4.4 CMI of Proper Learning of VC classes

Following their paper introducing CMI, Steinke and Zakynthinou posed several open
problems asking whether VC classes under realizibility admit learners with bounded
CMI. We will restate their conjectures, and then showing that there exist some VC
classes for which it is not possible to find a proper learner with bounded CMI under
realiziblity. We then consider a subset of VC classes, namely VC classes with finite star
number, and show that for such concept classes, there exists an ERM with bounded
CMI.

We first state the main result of [SZ20a] on the CMI of proper learners.

Theorem 4.4.1 (Thm. 4.12, [SZ20a] ). Let H be a concept class with VC dimension
d. Then for all n ∈ N, there exists a proper ERM algorithm An for learning H such
that for every realizable distribution D, CMID(An) = O

(
d log n

)
.

Remark 4.4.2 (Comparison of Theorem 4.4.1 and Theorem 4.2.3). First, note that
Theorem 4.4.1 does not hold for every ERM algorithm. As discussed in [SZ20a], we
can construct pathological ERMs with nearly maximal CMI by simply encoding the
information U into the “lower-order” bits of W .

It is also worth noting that our result in Theorem 4.2.3 is more general. There
we show that a bound O

(
d log n

)
holds for evaluated CMI of any algorithm that

outputs a hypothesis from VC class, whereas Theorem 4.4.1 holds for a specific proper
algorithm. /

4.4.1 A Limitation of Proper Learning

Steinke and Zakynthinou [SZ20b] propose two conjectures regarding CMI for proper
learning of VC classes under the realizability assumption, both of which can be seen
as special cases of the following statement:
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Statement 1. There exists a real-valued function f and constant c ≥ 0 such that, for
every nonnegative integer d and VC class H ⊆ X → Y of dimension d, there exists a
proper learning algorithm A for H such that, for every n ≥ d, CMID(An) ≤ f(d) for
all D and, for every realizable s ∈ Zn, ER̂s(An(s)) ≤ c d/n, where the expectation is
taken only over the randomness in An.

Steinke and Zakynthinou [SZ20b] conjecture that Statement 1 holds for f linear.
In this section, we show that Statement 1 is false in general: it is not possible to find
a proper learning algorithm for every VC class that removes the log(n) factor from
Theorem 4.4.1. For a class H ⊆ X → Y, letMH

prop(ε, δ) denote the proper optimal
sample complexity of (ε, δ)-PAC learning H, i.e., MH

prop(ε, δ) is the least integer n,
for which there exists a proper learning algorithm A such that, for every realizable
distribution D, P(RD(An(Sn)) ≥ ε) ≤ δ. The following result provides a lower-bound
on the sample complexity of proper learning:

Theorem 4.4.3 (Thm. 11, [BHMZ20]). Let ε ∈ (0, 1/8) and δ ∈ (0, 1/100). There
exists a concept class with VC dimension d. for which we haveMH

prop(ε, δ) ≥ c̃
ε
(dLog 1

ε
+

Log 1
δ
) for a fixed numerical constant c̃ > 0, where Log(x) = max{1, log(x)} for x ≥ 0.

We now present the main result: for VC classes, we show that the existence of
a learning algorithm with bounded CMI contradicts the lower bound on the sample
complexity in Theorem 4.4.3. The proof can be found in Appendix C.3.

Theorem 4.4.4. Statement 1 is false.

Remark 4.4.5. Consider a modified Statement 1, seeking a proper learner with bounded
eCMI instead. We can show that this modified statement is also false. /

4.4.2 VC Classes with Finite Star Number

Theorem 4.4.4 states that it is not possible to find a proper learning algorithm with
bounded CMI for every VC class. Note that this limitation does not imply a failure of
the CMI framework for characterizing the expected excess risk of learning VC classes.
Instead, the impossibility can be attributed to an inherent limitation of proper learning
algorithms, since there exist VC classes such that no proper learning algorithm An
satisfies E[RD(An)] = O(1/n) [BHMZ20]. In this section, we consider a family of VC
classes for which we can show the existence of a learner with bounded CMI. We begin
with some definitions.

Two sequences ((x1, y1), . . . , (xn, yn)) and ((x′1, y
′
1), . . . , (x′n, y

′
n)) are neighbours if

xi = x′i for all i ∈ [n], and yi = y′i for all but exactly one i ∈ [n]. Fix any concept class
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H ⊆ YX . Star number of H [HY15, Def. 2], denoted by s, is the largest integer n such
that there exists a realizable s ∈ (X × Y)n, and every neighbour of s is realizable by
H. If no such largest integer n exists, then s = ∞. Hanneke and Yang [HY15, Sec.
4.1] calculate the star number of some common concept classes. It is straightforward
to see that d ≤ s. For any n ∈ N, and s = ((x1, y1), . . . , (xn, yn)) ∈ (X × Y)n, define
a version space of s with respect to H as VH[s] = {h ∈ H : R̂s(h) = 0}, a set of
classifiers that are consistent with s.

Star Number, Version Space, and CMI

Fix any concept class H, and assume that, after observing a training sample Sn, we
want to output the version space VH[Sn], i.e., the set of all classifiers consistent with
Sn. We are interested in the following question: for which concept classes does the
version space carry little information about the training samples conditioned on the
supersample? More precisely, for which classes is I(VH[Sn];U |Z) = O(1)? Note that
bounding the “CMI” of the version space provides a bound on the CMI of a broad
class of algorithms that choose a particular ERM based solely on the version space,
potentially under further constraints, such as privacy, fairness, etc.

In this section, we give a complete characterization of when I(VH[Sn];U |Z) = O(1),
and show that it is possible if and only if H has finite star number. In particular,
given a class with infinite star number, we demonstrate that I(VH[Sn];U |Z) = Ω(n).
We begin with an upper bound, whose proof can be found in Appendix C.4.

Theorem 4.4.6. Let n ∈ N, H be a concept class with star number s, and D be a
realizable distribution. Let Z, U , and Sn be as defined in the beginning of this section.
Then for every n ≥ s, we have I(VH[Sn];U |Z) ≤ 2s log 2.

We can use the data processing inequality and Theorem 4.4.6 to obtain the following:

Corollary 4.4.7. Let H be a concept class with the star number s. Consider any
ERM algorithm An for which the Markov chain Sn −VH[Sn]−An(Sn) holds; in other
words, the output of the algorithm and the training set are conditionally independent
given the version space. Then, for any such an algorithm, for every n ≥ s, and every
realizable distribution D, we have CMID(An) ≤ 2s log 2.

In Corollary 4.4.7, by assuming the Markov structure Sn −VH[Sn]−An(Sn) we
restrict the information of the ERM algorithm An(Sn). One might try to extend our
result in Corollary 4.4.7 such that it holds for any ERM without any constraints.
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However, for the class of one-dimensional threshold over R, whose star number is
two, one can construct an ERM with maximal CMI [SZ20a, Sec. 4.3]. Therefore, the
Markov chain assumption cannot be removed. The next theorem shows s < ∞ is
a necessary condition, for otherwise, there exist learning scenarios under which we
cannot output the version space, even with merely sublinear CMI.

Theorem 4.4.8. For every n ∈ N, n ≥ 2 and for every concept class H with star
number s with s ≥ 2 over input space X , there exists a realizable data distribution D
on X × Y such that I(VH[Sn];U |Z) = Ω(min{s, n}).

Proof sketch: Let X = [n] and consider the concept class H = {h0, h1, . . . , hn : X →
Y}, where h0(x) = 0 is the zero function and ht(x) = 1[x = t], for t ∈ [n], are point
functions. It is easy to see that this concept class has star number n on X . Let D
correspond to the uniform distribution on X and target function h0. Consider the
bijection between H and {0, 1, . . . , n} ⊇ X . For every training sequence, the version
space contains 0 and every point in X not observed in Sn = ZU . The key observation
is that, in each column of Z, one point was not selected for training, and so each
column contains zero or one points in the version space. Whenever there is one point,
the value of Ui is revealed for that column. We show that the number of columns with
this property is a lower bound on I(VH[Sn];U |Z). A coupon collector’s argument
yields a lower bound the number of such columns. The formal proof can be found in
Appendix C.5.

An ERM whose CMI is logarithmic in star number

In the next theorem, we show that there exists an ERM for learning VC classes
with a finite star number for which the CMI is upper bounded by a constant and its
dependence on star number is logarithmic. The proof is provided in Appendix C.6.

Theorem 4.4.9. Let H be a concept class with VC dimension d and star number s.
Then, there exists an ERM An for learning H such that for every n ≥ s and for every
realizable distribution D, we have CMID(An) = O

(
d log(s/d)

)
.

Note that Theorem 4.4.9 shows the existence of a specific ERM with constant
CMI, whereas in Corollary 4.4.7 we show a broad class of ERMs has bounded CMI.
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4.5 Universality of eCMI and Improper Learning of

VC Classes

The eCMI, introduced in Definition 6.7.3, is an appropriate information-theoretic
notion for analyzing learning algorithms when there is no natural parameterization
of the set of possible predictors, such as for improper or transductive algorithms. In
this section, we show that eCMI is universal in the realizable setting. Then, we show
that the CMI framework can be used to obtain a near-optimal bound on the expected
excess risk of any algorithm with a leave-one-out error guarantee. As an application,
we study CMI of the classical one-inclusion graph prediction algorithm, which was
first proposed by Haussler, Littlestone, and M. K. Warmuth [HLW94] as an optimal
improper learner for VC classes. The next theorem is the main result of this section,
whose proof can be found in Appendix C.7.

Theorem 4.5.1. Let n ≥ 2 ∈ N, let An be a learning algorithm, and let D be a
distribution on Z. Assume with probability one R̂Sn(An(Sn)) = 0. Then,

2/3RD(An)
(a)

≤ eCMID(`(An))/n
(b)

≤ Hb(RD(An)) +RD(An) log(2), (4.9)

where Hb(·) is the binary entropy function, and RD(An) = E[RD(An(Sn))].

The inequality (a) in Eq. (4.9) implies that, if eCMID(`(An))/n vanishes as n
diverges, then RD(An) vanishes as well. The inequality (b) is more interesting: it
implies that, if RD(An) vanishes as n diverges, then eCMID(`(An))/n also vanishes.

Assume that a consistent algorithm A satisfies RD(An) = θ/n for θ ∈ R ≥ 1. Then,
it is straightforward to see from Direction (b) in Eq. (4.9) that eCMID(`(An))/n =

O(θ log(n)). Also, for an algorithm with RD(An) = θ log(n)/n the upper bound in
Eq. (4.9) is given by O(θ(log(n))2). This observation suggests that our upper bound
for eCMID(`(An))/n in Eq. (4.9) provides a bound on the expected excess risk which
is sub-optimal by a log(n) factor in some interesting cases.

Remark 4.5.2. Note that the result in Theorem 4.5.1 does not imply our results in former
sections. In particular our results in Theorem 4.2.3, Theorem 4.3.4, Corollary 4.4.7, and
(later in) Theorem 4.5.6 show that CMI framework provides optimal characterization
of the expected excess risk in the considered scenarios. /

The following corollary summarizes our result for the consistent algorithms with a
leave-one-out error guarantee.
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Corollary 4.5.3. Let n ∈ N and θ ∈ R+, such that n ≥ 2θ. Let An be a consistent
learning algorithm. Let D be a distribution on Z and assume that, with probability one
over a sequence S = (Z1, . . . , Zn+1) ∼ Dn+1, we have 1

n+1

∑n+1
i=1 ES[`(An(S−i), Zi)] ≤

θ
n+1

, where the expectation is taken only over the randomness in An. Then,

eCMID(`(An)) ≤ θ log((n+ 1)/θ) + 2θ log 2.

4.5.1 The One-Inclusion Graph Prediction Strategy

Haussler, Littlestone, and M. K. Warmuth [HLW94] proposed an improper learn-
ing rule for learning VC classes based on the one-inclusion graph [AHW87]. We
provide a description of this algorithm in Appendix C.9. The deterministic version
of this prediction rule satisfies the following property. Let H be a concept class
with VC dimension d. For every n ∈ N, h ∈ H, and (x1, . . . , xn+1) ∈ X n+1, let
S = ((x1, h(x1)), . . . , (xn+1, h(xn+1))). Then 1

n+1

∑n+1
i=1 `(An(S−i), (xi, h(xi))) ≤ d

n+1
.

A direct application of Corollary 4.5.3 gives the following results.

Corollary 4.5.4. Let An denote the deterministic one-inclusion graph for learning
class H with VC dimension d. Then, for every realizable distribution D and n ≥ 2d,
we have eCMID(`(An)) ≤ d log((n+ 1)/d) + 2d log 2.

Remark 4.5.5. In Theorem 4.2.3 we provide a bound on eCMI of any proper ERM.
However, for improper learners, we can construct a consistent algorithm with maximal
eCMI. For instance, consider X = [0, 1], DX = Unif([0, 1]), the concept class of
threshold with target function h?(x) = 1[x ≥ 1/2]. Consider a learning algorithm that
gives the correct predictions on the points that are in the training set, and for a point
that is not in the training set it always predicts one. One can show that eCMI of this
consistent algorithm is Ω(n). /

Haussler, Littlestone, and M. K. Warmuth [HLW94] showed that the one-inclusion
graph algorithm achieves ERD(An(Sn)) ≤ d/n for learning a class H with VC di-
mension d. Corollary 4.5.4 implies that eCMID(`(An)) = O(d log(n)) for every
deterministic one-inclusion graph prediction rule. Combining this result with Eq. (4.3)
provides a bound on the excess risk which is suboptimal by a log n factor. In the next
theorem, we show that, in at least one interesting special case, it is possible to remove
the logarithmic factor from eCMI by exploiting a randomized one-inclusion graph
prediction algorithm.
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Theorem 4.5.6. Let H denote the class of singletons (point functions) on X = R.
There exists a randomized one-inclusion graph prediction rule An for learning class H
such that for every realizable distribution D and n ≥ 2, we have eCMID(`(An)) = O(1).



Chapter 5

Understanding Generalization via
Leave-One-Out Conditional Mutual
Information

5.1 Introduction

In this chapter, we introduce a new information-theoretic measure of dependence
between the output of a learning algorithm and its input, based on a leave-one-out
analogue of eCMI:

Definition 5.1.1. Let A be a learning algorithm. Let n ∈ N, let Z̃ = (Z̃i)i∈[n+1] be
an n+ 1-array of i.i.d. random elements in the dataspace Z with common distribution
D. Let U be a random variables distributed uniformly on [n+ 1], independent from
Z̃. For u ∈ [n + 1], let Z̃−u denote (Z̃j)j∈[n+1],j 6=u, i.e., the supersample with the
u’th element removed. Define Sn = Z̃−U . Let L ∈ Rn+1

+ be the array with entries
Li = `(An(Sn), Z̃i) for i ∈ [n+ 1]. The leave-one-out (evaluated) conditional mutual
information of An with respect to D is

LOOeCMID(An) , I(L;U |Z̃).

Our notion is inspired by the leave-one-out error estimator of the generalization
error [MRT18], a widely used surrogate for the expected generalization error. Intu-
itively, LOOeCMID(An) measures how well one can “identify” which point from the
supersample is being held-out, given the supersample and the losses incurred on each
of its elements. In Section 6.4, we show that bounded LOOeCMID(An) implies gener-
alization in both interpolating and agnostic learning algorithms. Our generalization

56
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bound for the interpolating case enjoys the property that it is never greater than one.
In Section 5.3, in the context of 0–1 loss and interpolating learning algorithms,

we establish a general connection between LOOeCMI and the classical leave-one-out
error estimator of the risk. Using this result, we show that LOOeCMID(An) precisely
characterizes the risk of interpolating learning algorithms in many common situations.
Specifically, we show that, for every data distribution and interpolating learner, the
LOOeCMID(An) framework yields a risk bound that vanishes if and only if the risk
also vanishes as the number training samples diverges. Also, the LOOeCMID(An)

framework is the first information-theoretic framework that can be shown to determine
the risk of any consistent learning algorithms whose risk either converge to a non-zero
value or converges to zero polynomially with the number of samples.

In Section 5.4, as an application of our general connection with leave-one-out error
analysis, we characterize the LOOeCMI of the one-inclusion graph algorithm, which
was introduced by Haussler, Littlestone, and M. K. Warmuth [HLW94] for learning
Vapnik–Chervonenkis (VC) classes. Using our framework, we obtain the optimal risk
bound for every VC class in the realizable setting. In doing so, we answer the open
problem stated in [SZ20b] of characterizing the expected excess risk of learning VC
classes using an information-theoretic framework.

In Section 5.5, we consider several additional measures of information based on
the supersample structure introduced in Definition 5.1.1, show that they all control
generalization, and discuss their inter-relationships. In particular, we present the
chain of inequalities

I(L;U) ≤ I(L;U |Z̃) ≤ I(Ŷ ;U |Z̃) ≤ I(An(Sn);U |Z̃) ≤ I(An(Sn);Sn), (5.1)

where I(An(Sn);U |Z̃) is the non-evaluated analogue of our notion and Ŷ is the length-
n + 1 list of labels predicted by An(Sn) on the inputs in the supersample Z̃. With
the exception of the first quantity, I(L;U), all of these (or close analogues) have been
studied in the literature. In the special case of binary classification by an interpolating
classifier, I(L;U) is precisely the risk, yielding a simple argument for why the other
notions also bound risk (equivalently, generalization error) in this setting. Based on
results presented herein and elsewhere, we discuss gaps between these various notions
in Eq. (5.1) and the roles they can play in understanding generalization. In particular,
we show that LOOeCMI is the weakest measure in this chain that can characterize
the risk for every interpolating algorithm under 0–1 loss.
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5.1.1 Related Work

For supervised learning algorithms, Steinke and Zakynthinou [SZ20a, Sec. 6] and Haru-
tyunyan, Raginsky, Ver Steeg, and Galstyan [HRVG21] define information-theoretic
measures of dependence based on the losses and predictions, respectively, of a learning
algorithm rather than the learned classifier. The results in both of these papers are
based on the CMI framework, i.e., a supersample with 2n samples. Neither of these
papers recover optimal bounds for learning VC classes in the realizable setting. Hafez-
Kolahi, Golgooni, Kasaei, and Soleymani [HGKS20] combine chaining with CMI to
study generalization of deterministic learning algorithms. For ERM on classes of finite
VC dimension d in the agnostic case, i.e., infh∈HRD(h) 6= 0, Hafez-Kolahi, Golgooni,
Kasaei, and Soleymani use chaining CMI to obtain bounds on the expected gener-
alization error that achieve the optimal rate O(

√
d/n). See also [ATR21; CSDD22;

ZTL21; HMK22; IEG19; JHW17; AAV18; ZTL22; RBTS20].

5.1.2 Notation

Let P,Q be probability measures. For a P -integrable function f , let P [f ] =
∫
fdP .

When Q is absolutely continuous with respect to P , denoted Q� P , write dQ
dP for (an

arbitrary version of) the Radon–Nikodym derivative (or density) of Q with respect to
P . The KL divergence (or relative entropy) of Q with respect to P , denoted KL(Q ‖P ),
is defined as Q[log dQ

dP ] when Q� P and infinity otherwise.
For a random element X in some measurable space X , let P[X] denote its distribu-

tion, which lives in the spaceM1(X ) of all probability measures on X . Given another
random element, say Y in T , let PY [X] denote the conditional distribution of X given
Y . If X and Y are independent, denoted by X ⊥⊥ Y , we have PY [X] = P[X] a.s.

The mutual information between X and Y is I(X;Y ) = KL(P[(X, Y )] ‖P[X] ⊗
P[Y ]), where ⊗ forms the product measure. Writing PZ [(X, Y )] for the conditional
distribution of the pair (X, Y ) given a random element Z, the disintegrated mutual
information between X and Y given Z, is IZ(X;Y ) = KL(PZ [(X, Y )] ‖PZ [X]⊗PZ [Y ]),
and the conditional mutual information is I(X;Y |Z) = E[IZ(X;Y )]. Similarly, we
can define disintegrated entropy of X given Y denoted by HY (X), and its expectation
gives the conditional entropy of X given Y , i.e., H(X|Y ) = E[HY (X)].
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5.2 Generalization Bounds

In this section, we show that bounded LOOeCMI implies generalization. First, we
provide a generalization bound for interpolating learning algorithms:

Theorem 5.2.1. Let n ∈ N, assume loss is bounded in [0, 1], and let An be an
interpolating learning algorithm. Then,

RD(An) ≤ LOOeCMID(An)

log(n+ 1)
.

Remark 5.2.2. By the definition of mutual information, LOOeCMID(An) ≤ H(U |Z̃) ≤
log(n + 1), since U ⊥⊥ Z̃ and U is distributed uniformly on [n + 1]. Therefore, the
bound above is never greater than one. /

Proof of Theorem 5.2.1. Let D, Z̃, U , and L be defined as in Definition 5.1.1. Intro-
duce Ũ such that Ũ d

= U and Ũ ⊥⊥ (Z̃, L). By the Donsker–Varadhan variational
formula [BLM13, Prop. 4.15], for all bounded measurable functions h and λ ∈ R,

I(Z̃, L;U) = KL(P(Z̃, U, L) ‖P(Z̃, L)⊗ P(Ũ))

≥ P(Z̃, U, L)(λh)− log
[(
P(Z̃, L)⊗ P(Ũ)

)
(exp(λh))

]
.

(5.2)

Let α ∈ R+ be a constant. Consider the function hα : Zn+1 × [n+ 1]× [0, 1]n+1 → R
given by hα(z̃, u, l) = lu − α

∑
i∈[n+1],i 6=u li. Then

P(Z̃, U, L)(hα) = E[EUhα(U,L, Z̃)]

= E
[
EU
[
`(An(Z̃−U), Z̃U)− α

∑
i∈[n],i 6=U

`(An(Z̃−U), Z̃i)
]]

(a)
= E

[
EU
[
`(An(Z̃−U), Z̃U)

]
= E

[
RD(An(Sn))

]
.

(5.3)

Here, (a) follows from the fact that An is an interpolating algorithm, hence, for all
i 6= U , `(An(Z̃−U), Z̃i) = 0 a.s. Thus, by Eq. (5.2), Eq. (5.3), and I(L, Z̃;U) =

LOOeCMID(An), we obtain

RD(An) ≤ LOOeCMID(An)

λ

+
log
[
P(Z̃, L)⊗ P(Ũ)(exp(λhα))

]
λ

.

(5.4)
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To simplify the notation, let `(i, j) = `(An(Z̃−i), Z̃j) for i and j in [n+ 1]. We have

P(Z̃, L)⊗ P(Ũ)(exp(λhα))

(a)
= E

[
exp

[
λ(`(U, Ũ)− α

∑
i∈[n+1],i 6=Ũ

`(U, i))
]]

= E
[
1[U = Ũ ] exp

[
λ(`(U, Ũ)− α

∑
i∈[n+1],i 6=Ũ

`(U, i))
]

+ E
[
1[U 6= Ũ ] exp

[
λ(`(U, Ũ)− α

∑
i∈[n+1],i 6=Ũ

`(U, i))
]

(b)
= E

[
1[U = Ũ ] exp(λ`(U,U)) + 1[U 6= Ũ ] exp(−λα`(U,U))

]
(c)
= E

[ 1

n+ 1
exp(λ`(U,U)) +

n

n+ 1
exp(−λα`(U,U))

]
.

(5.5)

The equality (a) follows from the chain rule. In particular, the expectation over Z̃
and L can be written as EEZ̃,U . Step (b) follows from the fact that for all i ∈ [n+ 1]

and i 6= U , `(U, i) = 0 a.s., since the algorithm is interpolating. In (c) we take
the expectation with respect to Ũ and use the fact that Ũ is independent of Z̃,
U , and the internal randomness of A. Let λ = log(n + 1). Consider the function
f : [0, 1]→ R, where f(x) = 1

n+1
exp(λx) + n

n+1
exp(−λαx). Note that f is the sum

of two convex functions, defined on a bounded domain. It achieves its maximum
over the endpoint, i.e., x ∈ {0, 1}. Considering this observation, we can further
upper bound Eq. (5.5) by considering the following two cases: If `(U,U) = 1, then
exp(λ`(U,U))+n exp(−λα`(U,U))

n+1
= 1 + n

n+1
exp(−α log(n + 1)). Otherwise, in the case that

`(U,U) = 0, we have

exp(λ`(U,U)) + n exp(−λα`(U,U))

n+ 1
= 1.

Therefore, we conclude

P(Z̃, L)⊗ P(Ũ)(exp(λhα)) ≤ 1 +
n

n+ 1
exp(−α log(n+ 1)). (5.6)

By Eq. (5.4) and Eq. (5.6)

RD(An) ≤
I(L;U |Z̃) + log

(
1 + n exp(−α log(n+1))

n+1

)
log(n+ 1)

. (5.7)

Finally, letting α→ +∞ in Eq. (5.7) concludes the proof.
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Figure 5.1: A counter example.

Remark 5.2.3. The special case of zero–one loss can be proven in a more direct way.
See Section 5.5. /

Remark 5.2.4. In this remark, we want to show that in general, conditional on the
event L = (0, . . . , 0), it does not hold that E

[
HL,Z̃(U)|L = (0, . . . , 0)

]
= log(n+ 1).

Consider the class of thresholds in one dimension. In Fig. 5.1, we consider learning
from n = 4 data, when the supersample is in a neighborhood of a sequence (z1, . . . , z5).
Given the training data Sn, let x? = max{x|(x, 1) ∈ Sn} if Sn contains at least one
point with label 1, otherwise let x? = −∞. Consider the learning algorithmAn(Sn) = ĥ

where ĥ(x) = 1[x ≤ x?]. On the event L = (0, . . . , 0) and Z̃ is a small perturbation
of the points (z1, . . . , z5), we have PL,Z̃ [U = 3] = 0. The reason is, had it been the
case that U = 3, then the learning algorithm would have erred on its prediction for
(the point corresponding to) z3. Therefore, E

[
HL,Z̃(U)|L = (0, . . . , 0)

]
6= log(n+ 1),

in general. /

For an arbitrary learning algorithm, LOOeCMI still controls generalization. The
proof of the following theorem is deferred to Section 5.5.

Theorem 5.2.5. Let n ∈ N. Assuming only that loss is bounded in [0, 1],

EGED(An) ≤
√

2LOOeCMID(An).

5.3 A Connection with leave-one-out error

In this section, we describe a connection between LOOeCMI and the leave-one-out
error, a well-studied statistical estimator of risk [Cov69; Sto76]. Using the supersample
Z̃, the random variable

R̂loo =
1

n+ 1

n+1∑
i=1

EZ̃
[
`(An(Z̃−i), Zi)

]
is a leave-one-out error estimate for the risk of An, where we have averaged out the
internal randomness in An. (Note that, for deterministic learning algorithms, this
averaging has no effect.) In order to connect this quantity to LOOeCMI, we first note
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that we can bound LOOeCMID(An) in terms of the disintegrated entropy:

LOOeCMID(An) = E
[
HZ̃(L)− HZ̃,U(L)

]
≤ E

[
HZ̃(L)

]
, (5.8)

where the second inequality is an equality for deterministic learning algorithms. Let
Hb(·) denote the binary entropy function.

Theorem 5.3.1. Let An be an interpolating learning algorithm for some data distri-
bution D. Assume loss lies in {0, 1}. Then, almost surely,

HZ̃(L) ≤ Hb(R̂loo) + R̂loo log(n+ 1). (5.9)

Proof. Let 0(0) = (0, . . . , 0) ∈ {0, 1}n+1 and, for i ∈ {1, . . . , n+ 1}, let 0(i) ∈ {0, 1}n+1

be equivalent to 0(0) but for a 1 at index i. Due to interpolation, the support of L is
{0(i)|i ∈ {0, . . . , n+ 1}}. For each i, j ∈ {1, . . . , n+ 1}, let

κi,j = PZ̃,U=j[L = 0(i)] = PZ̃ [`(An(Z̃−j), Z̃i) = 1].

Since An is a consistent algorithm κi,j = 0 a.s. for i 6= j. Also, E[κi,i] = RD(An). For
i ∈ {1, . . . , n+ 1},

PZ̃ [L = 0(i)] = EZ̃
[
PZ̃,U [L = 0(i)]

]
=

1

n+ 1

n+1∑
j=1

κi,j

=
κi,i
n+ 1

,

where the last line follows since κi,j = 0 for i 6= j. Note that the leave-one-out-error
satisfies R̂loo = (n+ 1)−1

∑n+1
i=1 κi,i. Then, by the definition of the entropy,

HZ̃(L) = −
n+1∑
i=0

PZ̃ [L = 0(i)] logPZ̃ [L = 0(i)]

= −
(
1− R̂loo

)
log
(
1− R̂loo

)
−

n+1∑
i=1

κi,i
n+ 1

log
( κi,i
n+ 1

)
. (5.10)

We now invoke the log-sum inequality for non-negative sequences {ai}i∈[n] and
{bi}i∈[n], wherein

∑n
i=1 ai log ai

bi
≥ (

∑
i∈[n] ai) log

∑
i∈[n] ai∑
i∈[n] bi

. Using this inequality, we
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obtain

n+1∑
i=1

κi,i
n+ 1

log
( κi,i
n+ 1

)
≥ R̂loo log

( R̂loo

n+ 1

)
. (5.11)

Therefore, by Eqs. (5.10) and (5.11),

HZ̃(L) ≤ −
(
1− R̂loo

)
log
(
1− R̂loo

)
− R̂loo log R̂loo + R̂loo log(n+ 1)

= Hb(R̂loo) + R̂loo log(n+ 1),

as was to be shown.

As a corollary, we provide an explicit bound on LOOeCMI.

Corollary 5.3.2. Let An be a consistent learning algorithm for zero–one valued loss,
let D be a distribution on Z, and assume that, with probability one, R̂loo ≤ θ

n+1
, where

θ is some Z̃-measurable random variable in R+. Then, almost surely,

I Z̃(L;U) ≤

1 + θ log(n+1)
n+1

, if θ
n+1
≥ 1

2
,

2θ log(n+1)
n+1

+ θ+exp(−1)
n+1

, otherwise.

Proof. For the case 2θ ≥ n+ 1, upper-bounding the Hb(R̂loo) by one, we obtain the
result. For the case 2θ < n+ 1, note that Hb(R̂loo) ≤ Hb(

θ
n+1

). Using the well-known
inequality Hb(x) ≤ −x log(x) + x, we obtain

I Z̃(L;U) ≤ θ

n+ 1
log

n+ 1

θ
+

θ

n+ 1
+

θ

n+ 1
log(n+ 1)

=
θ

n+ 1
(log(n+ 1)− log(θ)) +

θ

n+ 1
+
θ log(n+ 1)

n+ 1

=
2θ log(n+ 1)

n+ 1
− θ log(θ)

n+ 1
+

θ

n+ 1

≤ 2θ log(n+ 1)

n+ 1
+

exp(−1)

n+ 1
+

θ

n+ 1
,

where the last line follows from maxx>0−x log(x) = exp(−1).

Corollary 5.3.2 can be used to obtain risk bound for a variety of consistent learning
algorithms. For example, the Support Vector Machine (SVM) algorithm has a leave-
one-out error guarantee in the sense of Corollary 5.3.2 for realizable distributions,
where θ is given by the number NSV(Z̃) of support vectors in the supersample Z̃
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[MRT18]. Therefore, assuming D is a realizable distribution with respect to the class
of half-spaces in Rd, the LOOeCMI of the SVM satisfies

LOOeCMID(An) ≤ E[NSV(Z̃)]

n+ 1
(2 log(n+ 1) + 1).

Combining this result with Theorem 5.2.1 yields a bound on the risk of SVM that is
optimal up to a constant factor [LL20].

5.3.1 Universality of LOOeCMI

In this section, we demonstrate that leave-one-out CMI captures the asymptotics of
risk for consistent learners. More precisely, for every data distribution D and consistent
learner A, the quantity LOOeCMID(An)/ log(n+ 1) vanishes as the number training
samples n diverges if and only if the risk also vanishes. Also, for a broad class of
learning algorithms for which the population risk converges to zero polynomially in
the size of the training set, LOOeCMID(An)/ log(n+ 1) vanishes at the same rate as
RD(An).

Theorem 5.3.3. Let An be an interpolating learning algorithm for some data distri-
bution D. Assume loss lies in {0, 1}. Then,

LOOeCMID(An) ≤ Hb(RD(An)) +RD(An) log(n+ 1) (5.12)

and

RD(An) log(n+ 1) ≤ LOOeCMID(An). (5.13)

Proof. Since the binary entropy function is concave, it follows from Jensen’s inequality,
Theorem 5.3.1, and the identity E[R̂loo] = RD(An) that

H(L|Z̃) = E[HZ̃(L)]

≤ E
[
Hb(R̂loo) + R̂loo log(n+ 1)

]
≤ Hb(RD(An)) +RD(An) log(n+ 1),

which was to be shown. Finally, the lower bound (Eq. (5.13)) is Theorem 5.2.1.

Remark 5.3.4. Are these bounds tight for consistent learners in the large n limit?
First consider the case that the risk of An does not converge to zero as n diverges,
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i.e., RD(An) = Θ(1). Then LOOeCMID(An)/ log(n + 1) = Θ(RD(An)). For consis-
tent learning algorithms such that RD(An) = c log(n)α

nβ
where c, α and β are some

non-negative constants, we claim that LOOeCMID(An)/ log(n + 1) = Θ(RD(An)).
This claim follows by bounding Eq. (5.12) using the well-known inequality Hb(p) ≤
−p log(p) + p for p ∈ [0, 1]. /

Remark 5.3.5. Let X = [0, 1] and Y = {0, 1}. The class of (right-continuous) one-
dimensional thresholds over X is H = {hθ|θ ∈ X} where hθ(x) = 1[x > θ]. Consider
a continuous realizable distribution D for H with positive margin, i.e., the data
labelled 0 and 1 are separated by an interval. For any proper algorithm, we may write
A(Sn) = hθ̂ for some random variable θ̂ in X . Using the margin assumption, we can
design A so that (1) hθ̂ achieves zero training error yet (2) the representation of θ̂
encodes the whole training set, in the sense that, having θ̂ and Z̃, we can decode
U perfectly. For this algorithm, we then have I(A(Sn);U |Z̃) = log(n + 1). On the
other hand, for this class, [Han16] showed that any algorithm with zero training
error achieves RD(An) = O(1/n). Therefore, our result in Theorem 5.3.3 shows that
I(L;U |Z̃)/ log(n+1) = O(1/n). This example separates I(L;U |Z̃) and I(A(Sn);U |Z̃),
and served as motivation for Definition 5.1.1. As we discuss elsewhere, if sufficiently
tight control on generalization can be obtained via a formally looser bound, doing so
yields am stronger explanation. /

5.4 An Optimal Bound for Learning VC classes

We start this section with some standard definitions [SB14]. Consider binary classifica-
tion, i.e., Y = {0, 1}, with zero–one loss. A sequence ((x1, y1), . . . , (xn, yn)) is said to
be realizable by H, if for some h ∈ H, h(xi) = yi for all i ∈ [n] = {1, . . . , n}. Note that,
if D is realizable by H, then, for all n ∈ N, the sequence Sn ∼ Dn is a.s. realizable
by H. We say H shatters (x1, . . . , xm) ∈ Xm if for all (y1, . . . , ym) ∈ {0, 1}m, there
exists h ∈ H, such that, for all i ∈ [m], we have h(xi) = yi. The VC dimension of H,
denoted d, is the supremum of integers m ≥ 0 for which there exists (x1, . . . , xm) ∈ Xm

shattered by H. In particular, if there is no largest such integer, the VC dimension is
infinite, i.e., d =∞.

In this section, we study the LOOeCMI of the classical one-inclusion graph al-
gorithm, which was first proposed by Haussler, Littlestone, and M. K. Warmuth
[HLW94] as a general-purpose transductive learner for VC classes in the realiz-
able setting. Here, we provide a brief description of this algorithm. Let H be
a class with a bounded VC dimension. Assume a realizable sequence of n la-
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beled samples Sn = ((x1, y1), . . . , (xn, yn)) ∈ Zn and a test point xn+1 are given
to the learner, and the learner is tasked to predict the label of xn+1. Let V
be the set of all possible labelings of (x1, . . . , xn+1) by the classifiers in H, i.e.,
V = {(v1, . . . , vn+1) ∈ {0, 1}n+1 | ∃h ∈ H, ∀i ∈ [n+ 1], h(xi) = vi}. The one-inclusion
graph [HLW94] is the graph with vertex set V such that vertices ~v, ~w ∈ V are connected
by an edge if and only if the Hamming distance between ~v and ~w is one. A probability
assignment is a function P : V × V → [0, 1] such that (i) P (~v, ~w) > 0 only if ~v and
~w are adjacent (in particular, P (~v,~v) = 0 for all ~v ∈ V ) and (ii) given two adjacent
vertices ~v and ~w, we have P (~v, ~w) + P (~w,~v) = 1. We assume that P is chosen based
only on (x1, . . . , xn+1), i.e., independently of the labels.

We say a vertex ~v = (v1, . . . , vn+1) ∈ V is consistent with the labels in Sn

if (v1, . . . , vn) = (y1, . . . , yn). Since the labels of (x1, . . . , xn) are known, Haussler,
Littlestone, and M. K. Warmuth [HLW94] observed that at most two vertices in
the one-inclusion graph are consistent with the labels in Sn. In the case that only
vertex ~v = (v1, . . . , vn+1) ∈ V is consistent with Sn, the label of xn+1 is predicted as
vn+1. In the case that two vertices ~v = (v1, . . . , vn+1) and ~w = (w1, . . . , wn+1) are
consistent with Sn, they differ only on the (n+ 1)-th position and the algorithm uses
the probability assignment P to predict that the label for xn+1 agrees with vn+1 with
probability P (~v, ~w) and agrees with wn+1 otherwise.

Consider a realizable distribution D and let h? ∈ H denote a function that
determines the labels. Haussler, Littlestone, and M. K. Warmuth [HLW94] prove that
the leave-one-out error of the one-inclusion graph algorithm can be expressed in terms
of the probability assignment P as

R̂loo =

∑
~v∈V P (~v?, ~v)

(n+ 1)
,

where ~v? = (h?(X1), . . . , h
?(Xn+1)) ∈ V is the vertex corresponding to h? in the

one-inclusion graph of (X1, . . . , Xn+1). Moreover, Haussler, Littlestone, and M. K.
Warmuth [HLW94] prove that there exists a probability assignment P such that∑

~v∈V P (~w,~v) ≤ d uniformly over all ~w ∈ V . By combining this result and Theo-
rem 5.3.1, we obtain the main result of this section.

Theorem 5.4.1. Let A denote the one-inclusion graph algorithm. Then, for every
VC class H with dimension d, every data distribution D realizable by H, and n ≥ d,
there exists a probability assignment for the one-inclusion graph algorithm such that
LOOeCMID(An) ≤ d

n+1
(2 log(n+1)+1). Combining this results with the generalization
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Figure 5.2: Conditional independence relationships encoded as a graphical model.

bound in Theorem 5.2.1 yields expected risk 2d
n+1

(1 + o(1)) which is optimal up to a
constant factor [LLS01].

Using our general reduction (Theorem 5.3.1), we have characterized the LOOeCMI
of the one-inclusion graph algorithm and, as a consequence, shown that the LOOeCMI
framework provides an optimal bound for learning VC classes. It is worth noting that
the IOMI framework of Russo and J. Zou [RZ16] and Xu and Raginsky [XR17] is
provably unable to characterize the learnablity of VC classes [LM20], and, at present,
the best known bound within the CMI framework [SZ20a] is suboptimal by a log(n)

factor [SZ20b].

5.5 A Hierarchy of Measures of Information

We have introduced leave-one-out CMI and shown that it can be used to bound the
expected generalization error of learning algorithms. In this section, we aim to relate
leave-one-out CMI to other measures of mutual information, some of which have
already been shown to control generalization.

To begin, we place leave-one-out CMI in a chain of inequalities:

I(L;U)
(a)

≤ I(L;U |Z̃)
(b)

≤ I(Ŷ ;U |Z̃)
(c)

≤ I(An(Sn);U |Z̃)

(d)

≤ I(An(Sn);Sn)

. (5.14)

Fig. 5.2 presents the conditional independence relationsihps that hold among the
various random variables we have introduced. In the chain of inequalities, (a) follows
from the fact that U ⊥⊥ Z̃; (b), (c) follow from the data-processing inequality; and (d)

is shown by Haghifam, Negrea, Khisti, Roy, and Dziugaite [HNKRD20]. Except for
the first quantity, I(L;U), each quantity, or some close analogue, has been studied
in the literature. For example, I(Ŷ ;U |Z̃) was studied by Harutyunyan, Raginsky,
Ver Steeg, and Galstyan [HRVG21] in the context of CMI with a supersample of size
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2n.
We now show that I(L;U) exactly determines the risk (equivalently, expected

generalization error) of consistent algorithms for 0–1 loss. For bounded loss functions,
I(L;U) upper-bounds the generalization error of arbitrary learning algorithms.

Theorem 5.5.1. Let D be a distribution on Z and let An be a learning algorithm for
n ∈ N i.i.d. data. For any [0, 1]-bounded loss function,

EGED(An) ≤
√

2I(L;U).

If An is almost surely interpolating, then, for zero–one loss,

RD(An) =
I(L;U)

log(n+ 1)
.

Proof. Consider a [0, 1]-bounded loss. For all i ∈ [n+ 1], let ρi : [n+ 1]→ R be

ρi(j) =

1 if j = i,

− 1
n

otherwise.

Let D, Z̃, U , L, and Ũ be as in the proof of Theorem 5.2.1. By the Donsker–
Varadhan variational formula [BLM13, Prop. 4.15], for all bounded measurable func-
tions h and for all λ ∈ R

I(L;U) = KL(P(U,L) ‖P(L)⊗ P(Ũ))

≥ P(U,L)(λh)− log
[(
P(L)⊗ P(Ũ)

)
(exp(λh))

]
.

(5.15)

Consider now the function h : [n + 1] × [0, 1]n+1 → [−1, 1] given by h(u, l) =∑n+1
i=1 ρi(u)li. Then

P(U,L)(h) = E[EU [h(U,L)]]

= E
[
EU
[
`(An(Z̃−U), Z̃U)− 1

n

∑
i∈[n],i 6=U

`(An(Z̃−U), Z̃i)
]]

= E
[
RD(An(Sn))− R̂Sn(An(Sn))

]
= EGED(An). (5.16)

Moreover, for all i ∈ [n + 1], we have E[ρi(Ũ)] = 0. Therefore ELh(Ũ, L) = 0 since
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Ũ ⊥⊥ L. Using Hoeffding’s lemma and the fact that |h| ≤ 1, we obtain

P(L)⊗ P(Ũ)(exp(λh)) = E
[
ELexp(λh(Ũ, L))

]
≤ exp(λ2/2). (5.17)

By Eqs. (5.15) to (5.17), EGED(An) ≤ I(L;U)
λ

+ λ
2
. Finally, letting λ =

√
2I(L;U), we

obtain the stated result.
Now consider 0–1 loss and assume An is interpolating. By the definition of the

mutual information, we have I(L;U) = H(L)− H(L|U). Let 0(i), i ∈ {0, . . . , n+ 1}
be as in the proof of Theorem 5.3.3. Because An is interpolating, the support of L is
{0(i)|i ∈ {0, . . . , n+ 1}}. For i > 0,

P(L = 0(i)) =
1

n+ 1
P(`(An(Z̃−i), Z̃i) = 1) =

RD(An)

n+ 1
,

where we have used the fact that RD(An) = P(`(An(Z̃−i), Z̃i) = 1) for i > 0. Therefore,

H(L) = −
n+1∑
i=0

P(L = 0(i)) log(P(L = 0(i)))

= −(1−RD(An)) log(1−RD(An))−RD(An) log
RD(An)

n+ 1
. (5.18)

Similarly, we have

H(L|U) =
1

n+ 1

n+1∑
i=1

HU=i(L)

= −(1−RD(An)) log(1−RD(An))−RD(An) logRD(An). (5.19)

Using Eq. (5.18), Eq. (5.19), and the definition of the mutual information, the stated
result follows.

Remark 5.5.2 (Proof of Theorem 5.2.5). From Theorem 5.5.1 and the inequality
I(L;U) ≤ I(L;U |Z̃), we obtain Theorem 5.2.5. /

Remark 5.5.3 (Maximal gaps). Using the fact that I(An(Sn);U |Z̃) ≤ H(U) ≤ log(n+

1), Theorem 5.5.1 and Eq. (5.14) imply that, for 0–1 loss and interpolating learning
algorithms, we have

RD(An) =
I(L;U)

log(n+ 1)
≤ I(L;U |Z̃)

log(n+ 1)
≤ I(Ŷ ;U |Z̃)

log(n+ 1)
≤ I(An(Sn);U |Z̃)

log(n+ 1)
≤ 1.

Starting from this chain of inequalities, we can investigate the gap between these
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different measures of dependency. Of course, the maximal (additive) gap between all
these measures is log(n+ 1). Is this gap achieved?

• I(Ŷ ;U |Z̃) versus I(An(Sn);U |Z̃): Note that, for binary classification under 0–
1 loss, we have I(L;U |Z̃) = I(Ŷ ;U |Z̃). This is due to L being a one-to-one
function of Z̃ and Ŷ . As shown in Remark 5.3.5, there is a maximal gap between
I(L;U |Z̃) and I(An(Sn);U |Z̃). Therefore, there exists a learning scenario in which
I(An(Sn);U |Z̃) = Ω(log(n+ 1)) while I(Ŷ ;U |Z̃) ∈ o(log(n+ 1)).

• I(L;U |Z̃) versus I(Ŷ ;U |Z̃): Consider a setting where X = Y = [−1, 1] and the loss
function is `(ŷ, (x, y)) = 1[ŷy < 0]. Let the data distribution be that of (X, h?(X)),
where X is uniformly distributed on X and h?(x) = 1[x > 0]. Consider the
learning rule An(Sn)(x) = y where (x, y) ∈ Sn and An(Sn)(x) = x otherwise. This
algorithm is consistent by design and the expected risk of this algorithm is zero.
Therefore, Theorem 5.3.3 and Theorem 5.5.1 show that I(L;U) = I(L;U |Z̃) = 0.
However, it can be easily seen that I(Ŷ ;U |Z̃) = log(n + 1). Thus there exists
a learning scenario such that there is a maximal gap between I(Ŷ ;U |Z̃) and
I(L;U |Z̃).

• I(L;U) versus I(L;U |Z̃): Our result in Theorem 5.3.3 shows that the gap between
these two quantities cannot be maximal. Also, as mentioned in Remark 5.3.4,
for learning algorithms whose expected risk decays polynomially in n to zero,
I(L;U) can only be tighter than I(L;U |Z̃) by a constant factor. Note that since
I(L;U) log(n+ 1) is the risk, any characterization of the gap between I(L;U) and
I(L;U |Z̃) is the same as characterization of the gap between I(L;U |Z̃) and the
risk. Understanding the exact gap between these two measures is important future
work.

/

Remark 5.5.4. One advantage of working with I(L;U |Z̃) and I(Ŷ ;U |Z̃), over non-
evaluated LOOeCMI I(An(Sn);U |Z̃), is that the former quantities do not require one
to have a parametrization of the set of possible classifiers. Of course, the training data
themselves always serve as a “parametrization” for nonrandomized learning rules, but
such a parameterization leads to vacuous bounds. (The same roadblocks pertain to
plain CMI.) A quintessential example of a setting where natural parametrization may
not exist is that of transductive learning algorithms, i.e., ones whose input includes
the test input and whose output is the corresponding label prediction. The k-Nearest
Neighbor Algorithm is one specific example. /
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Remark 5.5.5. The leave-one-out CMI framework provides numerous estimates of
the expected generalization error based on various measures of information. Which
measure should one use to understand generalization? To simplify the discussion, let
us focus on the case of interpolating learners under 0–1 loss, in which case expected
generalization error is simply risk. Theorem 5.5.1 indicates that I(L;U) is equal to the
risk. As such, there appears to be no advantage to studying I(L;U). Of course, once
one recognizes that risk is a mutual information, one can invoke information-theoretic
results to obtain quantities that may be easier to estimate, such as provided by the
bound I(L;U) ≤ I(L;U |Z̃).

Even if one can directly bound or compute I(L;U), there may be advantages to
studying measures that are never tighter, such as the quantities later in the chain of
inequalities in Eq. (5.14). As argued by Dziugaite, Drouin, Neal, Rajkumar, Caballero,
L. Wang, Mitliagkas, and Roy [DDNRCWMR20], if a formally looser quantity controls
generalization error (or risk) to a sufficient extent, then this looser quantity provides a
more general explanation of the empirical generalization phenomena, as the adequacy
of any formally tighter bound is then tautological. That is, when attempting to explain
generalization phenomena, use the loosest bound that suffices.

This perspective also suggests that identifying tighter bounds should not be the
goal of studying generalization from an information-theoretic perspective. Instead, we
seek a rich hierarchy of bounds and an understanding of their interrelationships, so
that we can come to understand generalization in specific instances in terms of the
level in this hierarchy needed to explain the phenomenon.

Besides the challenge of identifying the right quantity to explain a phenomenon of
interest, there are statistical and computational barriers to studying generalization.
The measures of information presented here and studied by other authors all depend
on the data distribution, which in many interesting settings is not known, other than
through a random sample. Even in cases where certain distributions are known,
many of these quantities are computationally intractable, without exploiting special
structure. There are ways to navigate around these roadblocks. One example is
demonstrated by work using “data-dependent estimates” to study generalization in
iterative algorithms in deep learning [NHDKR19; HNKRD20; WHGC21]. /



Chapter 6

Limitations of Information-Theoretic
Generalization Bounds for Gradient
Descent Methods in Stochastic
Convex Optimization

6.1 Introduction

In this chapter, we uncover limitations of information-theoretic techniques towards
analyzing stochastic gradient descent. To do so, we extend existing information-
theoretic frameworks for reasoning about generalization to the setting of stochastic
convex optimization (SCO) [SSSS09]. Despite the resulting bounds being provably
tight, we develop an SCO problem in which the mutual information terms underly-
ing these bounds are too large to demonstrate that subgradient methods [Cau+47;
RM51; Bub15] obtain minimax rates. We also consider the introduction of isotropic
Gaussian noise to the final iterate and demonstrate a fundamental tradeoff between
optimization error and expected generalization error that never yields minimax rates.
Our results also cast doubt on the effectiveness of using isotropic Gaussian noise to
study subgradient methods in other settings, such as deep learning.

Information-theoretic bounds are, by their nature, distribution- and algorithm-
dependent. These bounds have shown some promises: for instance, these key prop-
erties enable information-theoretic frameworks to achieve numerically non-vacuous
generalization guarantees for stochastic gradient Langevin dynamics (SGLD) with
modern deep-learning datasets and architectures [NHDKR19; HNKRD20; LLQ20;
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BCLZ22]. Therefore, it is natural to wonder whether the underlying quantity—mutual
information—offers a potentially unifying tool to reason about generalization.

Information-theoretic techniques have long been used to classify the hardness
of learning problems in terms of lower bounds on minimax risk. The development
of information-theoretic techniques to upper bound minimax risk is a more recent
approach. A stream of work has produced a variety of bounds on the generalization
error of learning algorithms in terms of the (conditional) mutual information between
the training data and certain statistics of the learned predictor. In the case of binary
classification, the suprema of certain such bounds match (known) minimax rates,
where the suprema runs over data distributions. In the special case of an interpolating
classifier achieving zero empirical risk, the risk is shown to equal a certain mutual
information term and to be controlled—for polynomial or slower rates—by upper
bounds obtained by conditioning [HMRK22].

Despite these successful applications, much less is known about the optimality
or limitations of these techniques beyond the setting of binary classification and 0–1
valued loss. In this work, we turn our attention to stochastic convex optimization
(SCO), a well-studied setting with known minimax rates, and look in particular at
the analysis of stochastic gradient methods like stochastic gradient descent (SGD).
In contrast to learning with a 0–1 valued loss, the minimax excess risk cannot be
characterized in terms of uniform convergence of the generalization error [SSSS10].

To start, we develop a tight information-theoretic bound for SCO problems,
analogous to those developed for classification. We focus on the convex–Lipshitz–
bounded (CLB) subclass of SCO learning with gradient descent (GD). Our main result
demonstrates that despite the bound being tight, it cannot achieve known minimax
rates in the CLB setting for GD.

Next, we investigate whether the gap arises due to GD’s deterministic nature:
can we close the gap by introducing randomness? In other words, can we find a
“surrogate” algorithm with good information-theoretic generalization guarantees, and
such that this surrogate algorithm is close in generalization to the original one? Such
an approach was formalized in [NDR20; SGRS22; BGZV21], and appears frequently
in the generalization literature, e.g. [NDHR21; WM22; HRVG21; LC02; HD21; DR17;
DHGAR21; NBS18; ZHBHB20; CNS20; FKMN20; WXW20; PA22]. The most
commonly-used surrogate is a “Gaussian surrogate", which perturbs the output of
the algorithm by adding a Gaussian random variable. Surprisingly, we show that the
limitations of information-theoretic analyses in the SCO setting are not eliminated
even under the Gaussian surrogate.
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Our negative results for Gaussian surrogates cast some doubt on their use to study
SGD in other settings, such as deep learning. Information-theoretic techniques have
shown some promise in this setting. Building off the seminal work of Pensia, Jog,
and Loh [PJL18], information-theoretic generalization bounds were shown to yield
numerically nonvacuous estimates for stochastic gradient Langevin dynamics (SGLD)
when applied to optimizing overparametrized neural networks on nontrivial deep
learning classification benchmarks [NHDKR19; HNKRD20; LLQ20; BCLZ22]. And
while existing information-theoretic techniques seemingly cannot be applied directly
to stochastic gradient methods like SGD itself, Neu, Dziugaite, Haghifam, and Roy
[NDHR21] showed how to obtain a (suboptimal) generalization bound for SGD using
an information-theoretic bound for a noisy “surrogate” learning algorithm, designed to
track the behavior of SGD. Our results explain the suboptimality of this approach
and motivate work understanding the power or limitations of other surrogates.

6.1.1 Contributions

1. We prove tight generalization bounds based on the input-output mutual in-
formation (IOMI) of Russo and J. Zou [RZ16] and Xu and Raginsky [XR17]
and the conditional mutual information (CMI) of Steinke and Zakynthinou
[SZ20a] for CLB subclasses of SCO problems, as well as their individual sample
variations [NHDKR19; HNKRD20; BZV20b; RBTS20; ZTL21] and evaluated
CMI [SZ20a]. Our generalization bounds may be of independent interest and can
be used to obtain distribution- and algorithm-dependent generalization bounds
for SCO problems beyond the worst-case guarantees.

2. We investigate whether we can directly analyze the generalization of GD with
our information-theoretic generalization bounds. We provide a negative answer
to this question by showing that neither the CMI nor IOMI frameworks can
properly characterize the excess risk of GD in SCO problems in the minmax
setting. We also extend our negative results to the alternative variations of
IOMI and CMI, such as evaluated CMI [SZ20a], and individual sample bounds
[NHDKR19; HNKRD20; BZV20b; RBTS20; ZTL21].

3. We consider a surrogate algorithm based on a Gaussian perturbation of the final
iterate of GD. We show that the generalization of GD can be decomposed as
the sum of the generalization of the perturbed final iterate and a residual term
that captures the sensitivity of the loss function to perturbations around such
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iterate. We consider a favorable setting where the parameters of the surrogate
can be tuned based on the data distribution. Nevertheless, we show that there
exists a sequence of CLB problems that can be learned with GD but IOMI
and CMI frameworks fail to capture learnability in the minimax sense. Our
construction is inspired from the ideas by Amir, Koren, and Livni [AKL21] but
with a completely different analysis.

4. We complement our results by showing that our construction also implies the
failure of high-probability PAC-Bayes bounds in characterizing learnability of the
CLB subclass of SCO problems using GD in the minimax sense. In particular,
we prove that the classical PAC-Bayes bound of McAllester [McA99b] and the
recently proposed conditional PAC-Bayes bound of Grunwald, Steinke, and
Zakynthinou [GSZ21] are vacuous in the minimax sense.

6.1.2 Related Work

Recently, there has been a significant interest in understanding whether information-
theoretic generalization bounds can characterize worst-case (minimax) rates for certain
learning problems. For binary classification, Bassily, Moran, Nachum, Shafer, and
Yehudayoff [BMNSY18] and Livni and Moran [LM20] show that the IOMI and classical
PAC-Bayes frameworks of [RZ16; XR17; McA99b] provably fail to characterize the
learnability of Vapnik–Chervonenkis classes for which we have strong generalization
guarantees. Then, Steinke and Zakynthinou [SZ20a], Grunwald, Steinke, and Zakyn-
thinou [GSZ21], and Haghifam, Dziugaite, Moran, and Roy [HDMR21] show that CMI
[SZ20a] can be used to establish optimal bounds in the realizable setting. The results
of [SZ20a; GSZ21; HDMR21] show that existing IT bounds characterize the minimax
rates, without the need for surrogates. See also [HSG22; PNG22; NB21]. Our work
is different from the prior work since we study limitations of information-theoretic
generalization bounds in the context of gradient descent methods. Moreover, our
results indicate that existing techniques fail to characterize the minimax rates for
gradient descent methods in SCO problems. Our findings stand in stark contrast to
the success of information-theoretic frameworks in capturing the learnability of VC
classes.
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6.2 Preliminaries

6.2.1 Probability and Information Theory Notation

Let P,Q be probability measures on a measurable space. For a P -integrable function
f , let P [f ] =

∫
fdP . When Q is absolutely continuous with respect to P , denoted

Q� P , we write dQ
dP for (an arbitrary version of) the Radon–Nikodym derivative (or

density) of Q with respect to P . The KL divergence (or relative entropy) of Q with
respect to P , denoted KL(Q ‖P ), is defined as Q[log dQ

dP ] when Q� P and as infinity
otherwise.

For a random element X in some measurable space X , let P[X] denote its distribu-
tion, which lives in the spaceM1(X ) of all probability measures on X . Given another
random element, say Y in Y , let PY [X] denote the conditional distribution of X given
Y (or, more formally, the σ-algebra induced by Y ). If X and Y are independent,
denoted by X ⊥⊥ Y , we have PY [X] = P[X] almost surely (a.s.). Moreover, we write
PZ [(X, Y )] for the conditional distribution of the pair (X, Y ) given a random element
Z. For an event, say X ∈ A, PY [X ∈ A] denotes the event’s conditional probability
given Y , which is defined to be the conditional expectation of the indicator random
variable 1[X ∈ A] given Y , denoted EY 1[X ∈ A]. By the law of total expectation
(a.k.a. chain or tower rule), EEF = E for any σ-algebra F .

The mutual information between X and Y is I(X;Y ) = KL(P[(X, Y )] ‖P[X] ⊗
P[Y ]), where ⊗ forms the product measure. Then, the disintegrated mutual information
between X and Y given Z is IZ(X;Y ) = KL(PZ [(X, Y )] ‖PZ [X] ⊗ PZ [Y ]), and the
conditional mutual information is I(X;Y |Z) = E[IZ(X;Y )].

Let µ = P[X] and let κ(Y ) = PY [X] a.s. If X concentrates on a countable set
V with counting measure ν, the (Shannon) entropy of X is H(X) = −µ[log dµ

dν ] =

−∑x∈V P(X = x) logP(X = x). The disintegrated entropy of X given Y is defined by
HY (X) = −κ(Y )[log dκ(Y )

dν ], while the conditional entropy of X given Y is H(X|Y ) =

E[HY (X)]. Note that H(X|Y ) ≤ H(X) [CT12].

6.2.2 Stochastic Convex Optimization

A stochastic convex optimization (SCO) problem is a triple (W ,Z, f), where W ⊆ Rd

is a convex set and f(·, z) : W → R is a convex function for every z ∈ Z [SSSS09].
Informally, given an SCO problem (W ,Z, f), the goal is to find an approximate
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minimizer of the population risk

FD(w) := EZ∼D[f(w,Z)],

given only an i.i.d. sample S = {Z1, . . . , Zn} drawn from an unknown distribution D
on Z.

The empirical risk of w ∈ W on a sample S ∈ Zn is F̂Sn(w) := 1
n

∑
i∈[n] f(w,Zi),

where [n] denotes the set {1, . . . , n}. A learning algorithm is a sequence A = (An)n≥1

such that, for every positive integer n, An maps Sn to a (potentially random) element
W = An(Sn) in W . The expected generalization error of An under D is EGED(An) =

E[FD(A(Sn))− F̂Sn(A(Sn))].

We refer to W as the domain, to its elements as parameters, to elements of Z as
data, and to f as the loss function.

Let L denote the class of all SCO problems. A subclass C ⊆ L is learnable if, for
every desired accuracy ε > 0 and all sufficiently large number of samples n,

sup
(W,Z,f)∈C

inf
A

sup
D∈M1(Z)

E[FD(An(S))− inf
w∈W

FD(w)]︸ ︷︷ ︸
minimax (expected) excess risk

< ε,

where the infimum runs over algorithms.1

In general, the class L itself is not learnable [SB14, Chapter 12]. One important
family of subclasses of L which are known to be learnable are the convex–Lipschitz–
bounded (CLB) subclasses of SCO problems where, for constants L,R ∈ (0,∞), the
loss function f(·, z) is L-Lipschitz for all data instances z ∈ Z, and the domain W is
closed and has finite diameter R [SB14, Chapter 12]. We denote each such class of
SCO problems by CL,R. In the remainder of the chapter, we assume, without loss of
generality, that each such W satisfies W ⊆ {w : ‖w‖2 ≤ R}.

Let W ?
S denote an arbitrary empirical risk minimizer (ERM), i.e., an element of

arg minw∈W F̂Sn(w). Then, the expected excess risk, E[FD(An(S))− FD(w?)], can be
written as the sum

EGED(An) + E
[
F̂Sn(An(S))− F̂Sn(W ?

S)
]

+ E
[
F̂Sn(W ?

S)− FD(w?)
]
,

of the expected generalization error, optimization error, and approximation error,
1Note that the initial sup inf is, by skolemization, equivalent to inf sup, where now the algorithm

takes as input both a description of the SCO problem (W,Z, f) and the data Sn. We have chosen
this presentation for simplicity.
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respectively.
The third term satisfies E[F̂Sn(W ?

S)−FD(w?)] = E[F̂Sn(W ?
S)−F̂Sn(w?)] ≤ 0 because

W ?
S is an ERM for the training set S, and w? is a constant. Thus, it often suffices

to characterize the expected generalization error and optimization error to obtain
tight control of the excess risk. For approaches based on iterative optimization, the
optimization error can, in many cases, be bounded by a convergence analysis [Bub15].
Therefore, the problem of controlling expected excess risk frequently amounts to
controlling the expected generalization error. Nonetheless, there exist scenarios where
the excess risk can vanish while the optimization and generalization errors do not, as
shown in [KLMS22] for some CLB problems learned with stochastic gradient descent
(SGD).

CLB subclasses can be generically learned by suitably tuned instances of (projected)
gradient descent (GD), a long studied algorithm [Cau+47; Bub15]: For a convex and
compact subset W ⊆ Rd, let ΠW : Rd →W denote the Euclidean projection operator,
given by ΠW(x) = arg miny∈W‖y − x‖2. The GD algorithm, GD = (GDn)n≥1, is
initialized at some feasible point W0 ∈ W and then, for some number T of iterations,
proceeds to update the parameters iteratively according to Wt+1 = ΠW

(
Wt − ηtgt

)
,

where ηt is a suitably chosen step-size and gt ∈ ∂F̂Sn(Wt) is an element of the
subdifferential of F̂Sn(Wt). While there are several variants, we will focus on the case
where the output of the algorithm is the final iterate, i.e., GDn(S) = WT .

6.2.3 Excess Risk of Gradient Descent

For simplicity, we restrict the discussion to GD with a constant step size, i.e., ηt = η

for all iterations t ∈ [T ]. We present known generalization and optimization error
bounds for the CLB setting.

In [Ora20], the optimization error of the final iterate of GD in the CLB setting is
shown to satisfy

sup
(W,Z,f)∈CL,R

sup
D∈M1(Z)

E
[
F̂Sn(GDn(S))− F̂Sn(W ?

S)
]
≤ R2

2ηT
+

(log(T ) + 2)ηL2

2
. (6.1)

(See Lemma D.6.6 for a re-statement of this result in the context of this chapter). A
similar result also appears in [Zha04, Thm. 5.3]. Recently, Bassily, Feldman, Guzmán,
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and Talwar [BFGT20, Thm. 3.2] proved a generalization bound for GD,

sup
(W,Z,f)∈CL,R

sup
D∈M1(Z)

EGED(GDn) ≤ 4L2
√
Tη +

4L2Tη

n
. (6.2)

Together, Equations (6.1) and (6.2) yield the following bound on the excess risk,

sup
(W,Z,f)∈CL,R

sup
D∈M1(Z)

E[FD(GDn(S))− FD(w?)] ≤ 4L2η

(√
T +

T

n

)
+

R2

2ηT
+

(log(T ) + 2)ηL2

2
.

(6.3)

For all α ≥ 2, Equation (6.3) guarantees that GD achieves an excess risk in O(LR/√n)

for a number of iterations T ∈ Θ (nα) and a step-size η ∈ Θ (R
√
n/Lnα). This, in fact,

is the best achievable excess risk rate for the class CL,R in the distribution-free setting
[Bub15]. In [AKL21; SSK21], it is shown that GD cannot attain this excess risk rate
when the number of iterations satisfies T ∈ o (n2).

6.3 Main Questions and Overview of the Results

The generalization error guarantee for GD in Eq. (6.2) is obtained using the algorithmic
(uniform) stability framework of Bousquet and Elisseeff [BE02]. (Prior work [HRS16]
also relied on algorithmic stability.) As shown above, a particular choice of the GD
hyperparameters yields expected generalization error in O(LR/√n). In this chapter,
we want to understand whether the same rate can be achieved using an information-
theoretic framework for generalization. Are information-theoretic frameworks for
generalization expressive enough to accurately estimate the generalization error of GD
for SCO?

We begin by focusing on two frameworks for measuring the information complexity
of a learning algorithm: input-output mutual information (IOMI [XR17; RZ15; RZ16])
and conditional mutual information (CMI [SZ20a]). The IOMI of an algorithm An
with respect to a data distribution D, denoted IOMID(An), is defined to be the
mutual information I(An(Sn);Sn) between the training data Sn and the output of
the algorithm, An(Sn). In order to define the CMI framework, consider n ∈ N+

training data, let U = (U1, . . . , Un) ∼ Unif({0, 1}n), and let S̃ = (Z̃i,j)i∈{0,1},j∈{n} ∼
D⊗(2×n) be a 2× n array of i.i.d. random elements in Z, independent from U . Then
S̃U = (Z̃Ui,i)

n
i=1 has the same distribution as Sn, and so we may assume, w.l.o.g., that

Sn = S̃U a.s. The CMI of the algorithm An with respect to the data distribution D,
denoted CMID(An), is defined to be the conditional mutual information I(An(Sn);U |S̃)
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between An(Sn) and U given S̃. In the remainder of the section, we write IMD(An)

to refer to both IOMID(An) and CMID(An).
As the first step towards answering our main question, we develop new generaliza-

tion bounds in both the IOMI and CMI frameworks to handle the CLB subclass of SCO,
and show that our upper bounds are tight. Existing information-theoretic generaliza-
tion bounds often depend on properties of the loss function f(w, z) for fixed w ∈ W .
For instance, the generalization bounds in [XR17; BZV20a; NHDKR19] depend on the
tail of the random variable f(w,Z) when Z ∼ D. In SCO, we often have no such con-
trol, making it impossible to reason about these problems using existing generalization
bounds. Instead, in SCO, it is common for loss functions f(w, z) to have regularity
for fixed z ∈ Z. In Theorem 6.4.1, we develop new information-theoretic generaliza-
tion bounds for the CL,R subclass, proving that EGED(An) ≤ O(LR

√
IMD(An)/n). In

Theorem 6.4.2, we show that our bound is tight up to constants.
Having obtained IMD(An) bounds for SCO problems, we ask whether they capture

the generalization properties of GD well enough to obtain minimax rates. In Section 6.5,
we provide a negative answer to this question, proving that for sufficiently large n

sup
(W,Z,f)∈CL,R

sup
D∈M1(Z)

IMD(GDn) ∈ Ω(n), (6.4)

which implies that neither the CMI nor IOMI frameworks can properly characterize
minimax excess risk of GD in SCO problems. In Section 6.7, we study variations
of IOMI and CMI, such as evaluated CMI [SZ20a] and individual-sample bounds
[BZV20b; NHDKR19; HNKRD20; RBTS20; ZTL21]. We find that they also fail to
characterize the generalization of GD algorithm.

Since a direct analysis of GD via IMD(An) is not possible, we consider a “surrogate”
analysis [NDR20], where an excess risk bound is obtained by comparing the risk
of GD to a different (surrogate) algorithm, for which one can obtain generalization
guarantees. In other words, is GD “close” to an algorithm with small information
complexity?

We consider commonly used surrogate, whereby one perturbs the final iterate by
a Gaussian random variable (see, e.g., [HD21; DR17; WM22; NDHR21; DHGAR21;
NBS18]). More formally, letAn(S) = W̃ , where W̃ = ΠW(WT+ξ),WT = GDn(S), ξ ∼
N (0, σ2Id), and ξ ⊥⊥ S. The generalization of GD can be related to the generalization
of the Gaussian surrogate An via the inequality

EGED(GDn) ≤ EGED(An) + E[∆σ(WT )] + E[∆̂σ(WT )], where (6.5)
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∆σ(WT ) = ES
[
|FD(W̃ )− FD(WT )|

]
and ∆̂σ(WT ) = ES

[
|F̂Sn(W̃ )− F̂Sn(WT )|

]
(6.6)

are referred to as residual terms in the sequel. In Eq. (6.6), the conditional expecta-
tions (given S) marginalize over only the (independent) randomness of ξ. Intuitively,
the residual terms measure the sensitivity of the population and empirical loss land-
scapes [NDHR21]. The sensitivity is measured around WT to perturbations by an
isotropic Gaussian random vector with variance σ2.

Remark 6.3.1. In Eq. (6.5), one can drop the absolute values from the residual terms,
i.e, second and third terms, to obtain

EGED(GDn) = EGED(An) + E
[
FD(WT )− FD(W̃ )

]
+ E

[
F̂Sn(W̃ )− F̂Sn(WT )

]
.

(6.7)

In this remark, we want to demonstrate how tautologies can arise if one directly
studies Eq. (6.7) instead of Eq. (6.5). Consider a surrogate that simply outputs a fixed
parameter from W (independent of the training set). For instance, let An(S) = 0

(W̃ = 0). Then IMD(An) = 0 and F̂Sn(W̃ ) = FD(W̃ ). Therefore, Eq. (6.7) in this case
is simplified to

EGED(GDn) = E [FD(WT )]− E
[
F̂Sn(WT )

]
= EGED(GDn), (6.8)

taking us back to the original problem.
Next, we argue that even if we restrict the surrogate algorithm to the case of

perturbation by Gaussian random variable, i.e., An(S) = W̃ where W̃ = ΠW(WT + ξ),
we get an equally tautological statement from the decomposition in Eq. (6.7). In
particular, we claim that letting σ → ∞ takes us back to the original problem.
Consider the IOMI framework. Since W is bounded, we have Var(WT ) ∈ O(1). Then,
using [PW19, Thm. 4.6] and the data-processing inequality for mutual information,
we obtain I(ΠW(WT + ξ);S) ≤ I(WT + ξ;S) ≤ I(WT + ξ;WT ) ∈ O(1/σ2) which tend
to 0 as σ diverges. Also, as σ →∞, E[F̂Sn(W̃ )] ≈ E[FD(W̃ )]. Therefore, in the case
that σ →∞, by simplifying Eq. (6.7), we arrive at the same tautology as in Eq. (6.8).
Since CMID(An) ≤ IOMID(An) for any learning problem [HNKRD20, Thm. 2.1], we
have the same tautology even if we use the CMI framework. /

In this Gaussian surrogate setting, the question of whether IMD(An) bounds
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characterize EGED(An) is equivalent to asking whether

sup
(W,Z,f)∈CL,R

sup
D∈M1(Z)

inf
σ≥0

{
LR

√
IMD(An)

n
+ E[∆σ(WT )] + E[∆̂σ(WT )]

}
?∈ Θ
(LR√

n

)
.

(6.9)

Answering this amounts to answering whether one can choose a value of σ with a
full knowledge of the SCO problem and the data distribution, such that the perturbed
GD algorithm achieves the optimal rate via the generalization bound appearing in
Theorem 6.4.1. Alternatively, one can ask whether one can show, using the perturbation
idea, that GD learns the subclass CL,R even with an arbitrary slow rate, i.e., whether
or not the LHS of Eq. (6.9) converges to zero as the number of the training samples
diverges.

In order to gain insight on the Gaussian surrogate, consider extreme values of
the variance of the perturbations. Setting σ = 0 corresponds to a direct analysis of
GD, and the result in Eq. (6.4) shows we cannot prove learnability using existing
frameworks. At the other extreme, one can show that IMD(An) → 0 as σ → ∞,
leaving us with a bound in terms of the sum of the residual terms alone. As the
distance between W̃ and WT is maximal under such a perturbation, the sum of the
residual terms is in Ω(1), once again failing to establish learnability. The idea behind
introducing the surrogate algorithm A and adjusting the value of σ is that it allows
one to conceptually interpolate between these two extreme points in order to find an
optimal bound on GD’s generalization error.

Nevertheless, for the perturbed GD, we prove a negative result showing that

sup
(W,Z,f)∈CL,R

sup
D∈M1(Z)

inf
σ≥0

{
LR

√
IMD(An)

n
+ E[∆σ(WT )] + E[∆̂σ(WT )]

}
∈ Ω(1).

(6.10)

Note that our negative result holds even if the perturbation’s variance is allowed
to depend on the data distribution D and the SCO problem (W ,Z, f). While the
distribution is unknown, the surrogate algorithm is a theoretical device and can be
chosen with full knowledge of the data distribution to achieve the tightest possible
bound. As such, we must control also the infimum.

In Section 6.6, we extend our results to PAC-Bayes bounds, which provide tail
bounds on the generalization error of GD, with respect to the randomness in the data.
A similar surrogate decomposition as in Eq. (6.5) relates disintegrated generalization
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of GD to the generalization of An via

ES
[
FD(WT )− F̂Sn(WT )

]
≤ ES

[
FD(W̃ )− F̂Sn(W̃ )

]
+ ∆̂σ(WT ) + ∆σ(WT ), (6.11)

where ∆̂σ(WT ) and ∆σ(WT ) are defined in Eq. (6.6). The first term on the RHS of
Eq. (6.11) can be analyzed using PAC-Bayes frameworks (see, e.g., [LC02; HD21;
DR17; DHGAR21; NBS18; CNS20; FKMN20; WXW20]). In Section 6.6, we show
that, in the minimax sense, the classical and conditional PAC-Bayes frameworks of
McAllester [McA99b] and Grunwald, Steinke, and Zakynthinou [GSZ21] provide a
vacuous characterization of the RHS of Eq. (6.11) for all values of σ.

6.4 Information-Theoretic Generalization Bounds

for the CLB setting

In SCO problems, generalization bounds for gradient methods can be obtained using the
uniform stability framework [HRS16; BFGT20; FV18; FV19]. This framework provides
an algorithm-dependent approach that has been used to obtain relatively strong
generalization bounds for several convex optimization algorithms in the distribution-
free setting. In this section, we extend the CMI and IOMI frameworks to the CLB
setting and provide algorithm- and distribution- dependent generalization bounds.

Theorem 6.4.1. Let n ∈ N, D ∈ M1(Z) be a data distribution, and S ∼ D⊗n.
Consider an SCO problem (f,W ,Z) ∈ CL,R. Then, for every learning algorithm An
such that An(S) ∈ W a.s.,

EGED(An) ≤ LR

√
2IOMID(An)

n
and EGED(An) ≤ LR

√
8CMID(An)

n
.

The proof, based on [RBTS21], is in Appendix D.1. To better contextualize our
generalization bounds in Theorem 6.4.1, we study their tightness. For the trivial case
where the output of a learning algorithm is independent of the training set, the bounds
in Theorem 6.4.1 are tight. The theorem below states that the bounds are tight even
when the learning algorithm depends on the training set.

Theorem 6.4.2. For every n ∈ N, L ∈ R+, R ∈ R+, there exists an SCO prob-
lem (f,W ,Z) ∈ CL,R, a data distribution D over Z, and a learning algorithm
A = (An)n≥1 ∈ W such that: (i) the expected generalization error of An sat-
isfies EGED(An) ≥ LR/

√
2n, and (ii) the upper bounds from Theorem 6.4.1 are
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EGED(An) ≤ LR
√

2/√n and EGED(An) ≤ LR
√

8/√n, respectively.

See Appendix D.2 for the proof, which is inspired by [Ora19, Sec. 5.1]. Theo-
rem 6.4.2 shows that there exists a learning algorithm in the CLB setting for which
the bounds Theorem 6.4.1 is tight. This implies that the bound in Theorem 6.4.1
cannot be uniformly improved for every learning algorithm in the CLB setting. Note,
however, that there may exist a tighter bound for some learning algorithms.

6.5 Failure of Information-Theoretic Bounds for GD

in the CLB Setting

An important feature of GD for SCO problems is that the sample complexity is
dimension-independent : For every SCO problem in CL,R, if L and R do not grow with
the parameters’ (ambient) dimension, one needs O(1/ε2) samples to reach ε expected
excess risk using GD, regardless of the dimension. In this section, we exploit this
property to show that the distribution-free learnability of SCO in the CLB setting
using GD cannot be explained using the IOMI or CMI frameworks.

Let GD(S, η, T ) denote the output of gradient descent, training on the training set
S with learning rate η for T iterations, starting from a zero initialization.

Theorem 6.5.1. Let n ∈ N, T(n) = 2n2, η(n) = 1
n
√

5n
, and d(n) = 3T2n/4. Then, there

exists a universal constant N? ∈ N such that for every n ≥ N?, there exist a sequence
of SCO problems {(f(n),W(n),Z(n)) ∈ C4,1}n∈N where W(n),Z(n) ∈ Rd(n), and a data
distribution D(n) over Z(n) such that the following holds: For S ∼ D⊗n(n), let WT =

GD(S, η(n), T(n)) and An(S) = ΠW(WT + ξ), where ξ ∼ N (0, σ2Id(n)). Then, there ex-
ists var?n > 0 such that if σ2 ≤ var?(n), then IOMID(n)

(An) ∈ Ω(n3) and CMID(n)
(An) ∈

Ω(n). Also, if σ2 > var?(n), then E[∆̂σ(WT )] + E[∆σ(WT )] ∈ Ω(1). As a result,

inf
σ≥0

{√
min{2IOMID(n)

(An), 8CMID(n)
(An)}

n
+ E[∆̂σ(WT )] + E[∆σ(WT )]

}
∈ Ω(1),

while the generalization error of GD satisfies E[|FD(n)
(WT )− F̂Sn(WT )|] ∈ O(1/

√
n).

Proof. Here, we provide an overview of the proof. The formal proof can be found in
Appendix D.3. Our construction is inspired from the construction in Amir, Koren,
and Livni [AKL21].
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• Construction and Dynamics of GD: Let d ∈ N and Z = {0, 1}d. Let the data
distribution on input be (Ber(1/2))⊗d, i.e., each coordinate is drawn independently
and uniformly at random from Ber(1/2). Thus, the training set S ∈ {0, 1}n×d is a
matrix whose elements are drawn i.i.d. from Ber(1/2). Let λ be a sufficiently small
constant, andW be a ball of radius one in Rd. We consider the following loss function
f :W×Z → R, f(w, z) =

∑d
i=1 z(i)w(i)2 +λ 〈w, z〉+ max{maxi∈[d]{w(i)}, 0}. We

show that this function is convex and 4-Lipschitz. As a result, the problem is in
the CLB subclass. Next, we demonstrate that when the dimension is d = 3T2n/4,
there are many columns in S such that all the entries are zero. Following Amir,
Koren, and Livni [AKL21], we refer to such columns as bad coordinates. Let
B ∈ {0, 1}d be a vector whose i−th coordinate is one if and only if i is a bad
coordinate. We show that, with high probability, the number of bad coordinates is
between T/2 and T . The result emerges from the observation that the dynamics
of GD along the bad coordinates are completely different compared to the good
coordinates, therefore “revealing” which coordinates are bad. To see this, consider
the empirical risk F̂Sn(w) =

∑d

i=1
µ̂(i)w(i)2 + λ 〈µ̂, w〉+ max{maxi∈[d]{w(i)}, 0},

where for i ∈ [d], µ̂(i) = 1
n

∑n
j=1 zj(i) ∈ [0, 1] is the empirical mean of the points

in the i-th column of S. By the definition of the bad coordinates we can write
F̂Sn(w) =

∑
i∈{i:B[i]=0} µ̂(i)w(i)2 + λ

∑
i∈{i:B[i]=0} µ̂(i)w(i) + max{maxi∈[d]{w(i)}, 0}.

Note that the third term is not differentiable. We consider a specific first-order
oracle proposed in [AKL21; BFGT20]. We show that to analyze the dynamics of
GD for good coordinates, we only need to consider the first two terms. For good
coordinates, the main observation here is that because of the norm-like penalty from
the first term, |WT (i)| is small. In contrast, for the bad coordinates the gradient
that comes from the third term pushes WT (i) away from zero; in particular, for the
bad coordinates we have |WT (i)| = η under the event T/2 ≤ ‖B‖0 ≤ T . The other
key property used in the proof is that ‖WT‖ ∈ Θ (1/

√
n) with high probability,

meaning that the final iterate of GD is close to the origin.

• Lower Bound on the Residual Term: First, we prove that if σ2 ∈ Ω(1/d), then
the residual term is large. Recall that ‖WT‖ ∈ Θ (1/

√
n), and W̃ = ΠW(WT + ξ).

Consider E
[
|FD(W̃ )− FD(WT )|

]
, where the population risk is given by FD(w) =

1/2‖w‖2 + λ/2

∑d

i=1
w(i) + max{maxi∈[d]{w(i)}, 0}. Using concentration inequalities

for Gaussian random variables, we show that ‖W̃‖2 ≈ min{σ2d + o (1) , 1}, while
‖WT‖2 ∈ o (1). Using this argument we show that unless σ2 ∈ O(1/d), the residual
term grows with n. Since d is exponentially large in n, we conclude that the variance
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of noise has to satisfy σ2 ∈ O(2−n).

• Lower Bound on CMID(An) and IOMID(An): Here we show that CMID(An) ∈
Ω(n), which implies that IOMID(An) ∈ Ω(n), since CMID(An) ≤ IOMID(An)

[HNKRD20, Thm. 2.1]. In Appendix D.3, we prove the stronger result IOMID(An) ∈
Ω(n3). Step one is to establish that CMID(An) ≥ n− (H(B|W̃, S̃)+H(U |W̃, S̃,B)) ≥
n− (H(B|W̃ ) + H(U |S̃,B)) using standard properties of mutual information. Next,
we seek to upper bound H(B|W̃ ) and H(U |S̃,B). We do so using Fano’s inequality
(Lemma D.6.4) but in a way that differs from its conventional use. The intuition
behind using Fano’s inequality is as follows: if there exists an estimator that can
be used to predict B using W̃ , then the conditional entropy H(B|W̃T ) is small.
The same also holds for predicting U using W̃, S̃,B. The core of the proof then
rests on designing two estimators: one for estimating B using W̃ , and another one
for estimating U using S̃ and B. We construct explicit estimators for each, and
demonstrate that their probability of error is small. Thus Fano’s inequality implies
that the entropy terms of interest are small. To construct the first estimator, we use
two important properties: (i) the variance of noise satisfies σ2 ∈ O(2−n), and (ii) for
the good coordinates |WT (i)| is very small, while for the bad coordinates we have
|WT (i)| ∈ Θ (n−1.5). The proposed estimator is based on comparing |W̃ (i)| with a
threshold. We show that σ2 is much smaller than |WT (i)| for the bad coordinates.
As a result, the Gaussian noise does not perturb the bad coordinates significantly.
Thus, the error probability of this estimator can be arbitrarily small as n diverges.
For constructing the second estimator, remember that: (i) by definition, in each
column of S̃ exactly one sample is chosen for the training set, and (ii) by the
definition of the bad coordinates, we know that if i ∈ [d] is a bad coordinate, then
for all Z ∈ S, we have Z(i) = 0. Therefore, in every column of the supersample,
either one or both of the samples have zeros in all of the bad coordinates. Our
proposed estimator is as follows: whenever there is only one sample, the estimator
can perfectly recover U for that column. In the case of two samples, the estimator
makes a random guess. We show that the probability that there are two samples
in a column such that both have zeros in all of the bad coordinates is Θ(2−n

2
).

Therefore, the estimator makes an error with small probability.

Remark 6.5.2. The sequence of SCO problems that witnesses that lower bound for
the IOMI and CMI frameworks is the same. Hence, a tight generalization bound



CHAPTER 6. LIMITATIONS OF INFORMATION-THEORETIC GENERALIZATION BOUNDS87

cannot be achieved for every SCO problem by considering the best framework for that
problem out of the IOMI and CMI frameworks. /

Remark 6.5.3. Equation (6.3) provides a general result for the excess risk guarantee of
GD for every number of iterations T and the step size η. GD obtains the excess risk and
the generalization error guarantees of O(LR√

n
) by setting T ∈ Θ (nα) and η ∈ Θ

(
R
√
n

Lnα

)
for every α ≥ 2. In Theorem 6.5.1, we state the results only for α = 2. However, the
same construction can be used to prove the lower bounds in Theorem 6.5.1 for every
α ≥ 2. This observation shows a stronger failure: for every parameter setting under
which GD attains the optimal excess risk, the upper bound in Eq. (6.9) does not even
converge to zero, i.e., Ω (1). /

Remark 6.5.4. A notable property of the construction in Theorem 6.5.1 is that the
Lipschitz constant of the loss function and the diameter of W do not grow with
dimension. By a simple scaling, our result in Theorem 6.5.1 implies the lower bound
stated in Eq. (6.10). /

6.6 Implications for PAC-Bayes Bounds

In this section, we show that our construction that witnesses the lower bounds in
Theorem 6.5.1 reveals a limitation of PAC-Bayes bounds for learning SCO problems
with GD. Using PAC-Bayes bounds to analyze the generalization of gradient methods
via the surrogate algorithm that perturbs the final weight with a Gaussian random vari-
able is a prevailing method in the literature [LC02; HD21; DR17; DR18b; DHGAR21;
NBS18; CNS20; FKMN20; WXW20]. This approach leads to non-vacuous estimates of
the generalization gap for non-convex problems such as training modern deep learning
models. However, we show that it fails for the CLB subclass of SCO problems.

We consider a classical PAC-Bayes bound [McA99a] and a recently-proposed
conditional PAC-Bayes bound [GSZ21]. The main difference between the two is
the measure of complexity that characterizes generalization. We can represent an
algorithm An with a posterior distribution Q : Zn → M1(W). A complexity mea-
sure appearing in classical PAC-Bayes bounds is Cclas(n) = KL(Q(S) ‖E[Q(S)]).
The conditional PAC-Bayes bound relies on some additional structure. Let S =

(Z1, . . . , Zn) ∼ D⊗n and S ′ = (Z ′1, . . . , Z
′
n) ∼ D⊗n such that S ⊥⊥ S ′. For every

u = (u1, . . . , un) ∈ {0, 1}n, define S̃u = ((1 − u1)Z1 + u1Z
′
1, . . . , (1 − un)Zn + unZ

′
n).

The complexity measure for the conditional-PAC Bayes bound [GSZ21] is Ccond(n) =

ES[KL(Q(S) ‖ 2−n
∑

u∈{0,1}n Q(S̃u))]. Next we present the known results that relate
these complexity measures to the generalization gap.
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Theorem 6.6.1 ([McA99a; GSZ21]). Let S ∼ D⊗n, δ ∈ (0, 1), L,R ∈ R+. Assume
that the range of the loss function f lies in [−LR,LR]. Then, with probability at least
(1− δ) (over the choice of S ∼ D⊗n) for any posterior distribution Q : Zn →M1(W)

with W ∼ Q(S),

ES
[
FD(W )− F̂Sn(W )

]
∈ O(LR

(
min{Ccond(n), Cclas(n)}+ log(n/δ)

n

) 1
2

).

Let complexity(n) denote either Cclas(n) or Ccond(n). Note that complexity(n) is
a S-measurable random variable. We next present our main result of this section
showing the failure of PAC-Bayes bounds for learning SCO with GD.

Theorem 6.6.2. Let n ∈ N, T(n) = 2n2, η(n) = 1
n
√

5n
, d(n) = 3T2n/4, and N? ∈ N

be a universal constant. Then, there exists ω ∈ (0, 1), a sequence of SCO problems
{(f(n),W(n),Z(n)) ∈ C4,1}n∈N where W(n),Z(n) ∈ Rd(n), and a data distribution D(n)

over Z(n) such that the following holds for all n ≥ N?: For S ∼ D⊗n(n), let WT =

GD(S, η(n), T(n)) and An(S) = ΠW(WT + ξ), where ξ ∼ N (0, σ2Id(n)). Then, for
every 0 < δ < 1− ω, with probability at least 1− δ − ω over S ∼ D⊗n(n),

inf
σ≥0

max

{√
complexity(n) + log(n/δ)

n
, ∆̂σ(WT ) + ∆σ(WT )

}
∈ Ω(1).

This result implies that a PAC-Bayes bound for the surrogate from Eq. (6.11)
yields a vacuous generalization bound with constant probability, i.e., independent of n.

Remark 6.6.3. The complexity term in PAC-Bayes bounds generally takes the form
KL(Q(S) ‖P ) for some element P ∈ M1(W). The choice here, P = E[Q(S)], mini-
mizes the complexity term in expectation. Whether other choices might yield tighter
high probability bounds is left open. /

6.7 Failure of Information-Theoretic Alternatives to

the IOMI and CMI Frameworks

In the previous sections, we showed how the IOMI and the CMI frameworks and
their high-probability counterparts fail to characterize the behavior of GD in the CLB
setting, even when they are strengthened with a surrogate analysis. In this section, we
consider other alternatives and reinforcements of these two frameworks and show that
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they also fail to characterize the behavior of SCO problems in the CLB setting, albeit
without considering any potential strengthening with a surrogate analysis. First, we
introduce these alternatives and their motivation, then we adapt them to the CLB
setting, and finally we show their failure.

6.7.1 Information-Theoretic Alternatives to the IOMI and

CMI Frameworks

The IOMI and CMI frameworks are attractive due to algorithm- and distribution-
dependence. Nevertheless, they come with some drawbacks.

1 The IOMI may be infinite and the CMI may be Ω(n) for a variety of learning
scenarios, e.g., deterministic algorithms.

2 IOMI and CMI may capture unnecessary information. Note that we can
write IOMID(An) =

∑n
i=1 I(A(S);Zi) + I(Zi−1, Zi|A(S)), where Zi−1 :=

(Z1, . . . , Zi−i). It is clear from this decomposition that IOMI not only cap-
tures the information that the output contains about individual samples, but
also captures the “artificial" dependencies among the samples, given the algo-
rithm’s output. The latter is not predictive of the generalization performance of
the algorithm [BZV20b]. An analogous problem arises in CMI, which includes
the dependence of the indices and the samples after observing the algorithm’s
output [RBTS20].

These problems can be avoided with an individual-sample bound proposed in
[BZV20b], replacing I(A(S);S) with the average of I(A(S);Zi) for all i ∈ [n]. This
bound takes into account the information the output of the algorithm captures about
each individual sample Zi, disregarding the generated dependency between the samples
after observing the said output. Similarly, the individual-sample bound from [RBTS20;
ZTL21] considers the information the output of the algorithm captures about each
individual index Ui, disregarding the dependency between the indices and the samples.
These bounds are adapted to the CLB setting in the following theorem. The proof is
in Appendix D.1.

Theorem 6.7.1. Let n ∈ N, D ∈ M1(Z) be a data distribution, and S ∼ D⊗n.
Consider an SCO problem (f,W ,Z) ∈ CL,R. Then, for every learning algorithm An
such that An(S) ∈ W a.s., we have EGED(An) ≤ LR/n

∑n
i=1

√
2I(A(S);Zi), and

EGED(An) ≤ 2LR/n
∑n

i=1

√
2I(A(S);Ui|Z̃0,i, Z̃1,i).
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Remark 6.7.2. As mentioned above, the individual-sample alternatives to the IOMI
and CMI are tighter than the IOMI and CMI. This may be seen by [BZV20b, Prop.
2] and [RBTS20, Lemma 3] or [ZTL21, Lemma 2], where we have that

1

n

n∑
i=1

√
2I(W ;Zi) ≤

√
2IOMID(An)

n
and

1

n

n∑
i=1

√
2I(W ;Ui|Z̃1,i, Z̃2,i) ≤

√
2CMID(An)

n
.

Therefore, Theorem 6.7.1 implies Theorem 6.4.1. Moreover, we have that
I(A(S);Ui|Z̃1,i, Z̃2,i) ≤ I(A(S), Zi) [RBTS21, App. D.2.3]. /

Another drawback of IOMI and CMI frameworks is the following:

3 Both the IOMI and CMI of an algorithm depend on the joint distribution of
the algorithm’s output and other variables. In contrast, generalization error
depends on the algorithm’s output only through the losses it incurs. Therefore,
it is possible to increase both the IOMI and the CMI by embedding information
about the training set in the output of a learning algorithm without affecting
the algorithm’s statistical properties [LM20; BMNSY18].

Steinke and Zakynthinou [SZ20a] propose an alternative framework, evaluated
CMI, that considers the information about the data captured by the incurred loss
rather than the output itself.

Definition 6.7.3 (Evaluated CMI, [SZ20a, Sec. 6.2.2]). Let n ∈ N. Let the supersam-
ple S̃ and indices U be as defined in Section 6.3. Let S = (ZUi,i)i∈[n], and F ∈ R2×n

be the array with entries Fv,i = f(An(S), Zv,i) for v ∈ {0, 1}, i ∈ [n]. The evaluated
conditional mutual information of A with respect to D, denoted by eCMID(f(An)), is
the conditional mutual information I(F ;U |S̃).

Haghifam, Dziugaite, Moran, and Roy [HDMR21] show that the eCMI can provide
a sharp characterization of generalization for the realizable setting and 0–1 losses.
Below, we state a bound for the CLB setting based on eCMI. The proof can be found
in Appendix D.1.

Theorem 6.7.4. Consider an SCO problem (f,W ,Z) ∈ CL,R. Then, for every learn-

ing algorithm An such that An(S) ∈ W a.s., we have EGED(An) ≤ LR
√

8eCMID(f(An))
n

.

Remark 6.7.5. Similarly to Remark 6.7.2, note that the evaluated version of the CMI
is tighter than the CMI itself, i.e., eCMID(f(An)) ≤ CMID(An) [SZ20a]. /
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Remark 6.7.6. Since these alternatives to the IOMI and CMI are tighter than the
IOMI and CMI themselves (cf. Remark 6.7.2 and Remark 6.7.5), the adaptation of
these bounds to the CLB setting (Theorems 6.7.1 and 6.7.4) are also tight in the sense
of Theorem 6.4.2. /

Data-dependent alternatives and functional CMI

Negrea, Haghifam, Dziugaite, Khisti, and Roy [NHDKR19] and Haghifam, Negrea,
Khisti, Roy, and Dziugaite [HNKRD20] introduced data-dependent alternatives to the
IOMI and CMI frameworks that resulted in numerically non-vacuous generalization
guarantees for stochastic gradient Langevin dynamics (SGLD) and its full-batch
counterpart for modern deep-learning datasets and architecture. These bounds can also
be adapted to the CLB setting by replicating Theorem 6.7.1 (i) considering [RBTS21,
Thm. 2] instead of [RBTS21, Thm. 1] and noting that E

[
KL(PS[W ] ‖PS\Zi [W ])

]
=

I(W ;Zi|S \ Zi); and (ii) considering [RBTS21, Thm. 4] instead of [RBTS21, Thm. 3]
and noting that E

[
KL(PS̃,U [W ] ‖PS̃,U\Ui [W ])

]
= I(W ;Ui|S̃, U \ Ui). This would yield

the data-dependent EGE bounds

EGED(An) ≤ LR

n

n∑
i=1

√
2I(A(S);Zi|S \ Zi) and (6.12)

EGED(An) ≤ 2LR

n

n∑
i=1

√
I(A(S), Ui|S̃, U \ Ui). (6.13)

Both Eq. (6.12) and Eq. (6.13) are looser than the bounds in Theorem 6.7.1, by similar
arguments to those in Remark 6.7.2 [RBTS20, App. J].

Harutyunyan, Raginsky, Ver Steeg, and Galstyan [HRVG21] introduced an alter-
native to the CMI for supervised learning problems that yield bounds that can be
experimentally computed and are non-vacuous. However, by the data processing
inequality we have that this notion is looser than the evaluated CMI.

6.7.2 Failure of the Alternatives

We demonstrate that the individual sample and evaluated versions of CMI still fail
in the CLB setting. Based on the relative tightness of these alternative frameworks
(see Remark 6.7.2 and Remark 6.7.5), showing their failure implies failure of all the
aforementioned alternatives to the IOMI and CMI frameworks. In fact, it also proves
the failure of (i) the data-dependent bounds from [NHDKR19] and [HNKRD20], and
(ii) functional-CMI of [HRVG21], adapted to the CLB setting (c.f. Section 6.7.1).
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The following theorem states that the distribution-free learnability of GD cannot
be directly proved using any of the alternatives to the IOMI and CMI framework
described above.

Theorem 6.7.7. Let n ∈ N, T(n) = n2, η(n) = 1
n
√
n
, and d(n) = 2n2. Then, for

every n ≥ 1, there exists a sequence of SCO problems {(f(n),W(n),Z(n)) ∈ C1,1}n∈N
where W(n),Z(n) ∈ Rd(n), and data distribution D(n) over Z(n) such that the fol-
lowing holds: Let WT = GD(S, η(n), T(n)). Then, eCMID(n)

(f(An)) ∈ Ω(n), and∑n
i=1

√
2I(A(S);Ui|Z̃0,i, Z̃1,i) ∈ Ω(n), while the generalization error of GD satisfies

E[|FD(n)
(WT )− F̂Sn(WT )|] ∈ O(1/

√
n).

Proof. Here, we provide an overview of the proof. The formal proof can be found
in Appendix D.5. Let d ∈ N and Z = {e(i) : i ∈ [d]}, where e(i) = (0, . . . , 0, 1, 0, . . . , 0)

with a 1 at the i-th coordinate and ‖e(i)‖2 = 1. Let the data distribution on the
input be the uniform distribution, that is D = Uniform(Z). Consider a problem
in the CLB class with a convex, 1-Lipschitz loss function f(w, z) = −〈w, z〉, and
W = {w ∈ Rd : ‖w‖2 ≤ 1}. With this loss, the weights WT returned by GD after T
iterations are a weighted sum of the instances Zi. As in the birthday paradox [MU05,
Sec. 5] problem, we can show that for large d, e.g. d = 2n2, the probability that any
two instances from the supersample S̃ share the same non-zero coordinate is smaller
than some constant probability c, which is independent of the number of samples. Let
E be an S̃-measurable random variable that is one if and only if no pair of instances
Z̃u,i and Z̃v,j (for all i, j ∈ [n] and all u, v ∈ {0, 1}) from the supersample S̃ share the
same coordinate.

• Lower bound on I(A(S);Ui|Z̃0,i, Z̃1,i): When E = 1 one can completely identify
which instance (the index Ui) was used for training by looking at the non-zero
coordinates of WT : if Z̃0,i = e(k) and WT (k) 6= 0, then Ui = 0, and otherwise Ui = 1.
Therefore, under E = 1, we have that I(A(S);Ui|Z̃0,i, Z̃1,i) = H(Ui) = 1.

• Lower bound on eCMID(f(An)): Similarly, when E = 1, one can completely
identify which instances (the indices U) were used for training by looking at the
non-zero entries of the loss vector F : if F0,i 6= 0, then Ui = 0, and otherwise Ui = 1.
Therefore, under E = 1, we have that eCMID(f(An)) = H(U) = n.

Finally, noting that this event has a constant probability, i.e. P(E = 1) ≥ c, completes
the proof.



Chapter 7

Discussion and Future Directions

This thesis explores the generalization error of learning algorithms from an information-
theoretic perspective. We establish that the information complexity of a learning
algorithm is a crucial factor for analyzing generalization in both distribution-dependent
and minimax settings.

In Chapters 2 and 3, we provide upper bounds on the generalization error of
models learned by SGLD algorithm using information complexity measures proposed
in [RZ15] and [SZ20a], respectively. Our main contribution is proposing a variant of
generalization bounds based on the IOMID(A) and CMID(A), which can be estimated
using training samples. Our approach is effective; the bounds we obtain for SGLD
are numerically non-vacuous and identify several candidates for the implicit bias of
SGLD, which may be of independent interest.

In Chapter 4, we study the expressiveness of the conditional mutual information
(CMI) framework of [SZ20a] and its potential for providing a unified framework for
proving generalization bounds in the realizable setting. CMI is a distribution- and
algorithm-dependent quantity, and it is not clear whether it is useful in distribution-
dependent settings. We address this question and provide several affirmative answers
in the context of binary classification. Our results show that CMI is a highly expressive
measure of dependence that can be used to reason about generalization in the minimax
settings.

In Chapter 5, we introduce a fundamental information complexity measure called
the leave-one-out CMI (LOOeCMI), a novel information-theoretic framework for
reasoning about generalization in machine learning. LOOeCMI provides upper and
lower bounds on risk for 0-1 loss and interpolating learning algorithms. For consistent
learners that are interpolating for any number of data, the LOOeCMI framework
captures the asymptotics of risk when it converges to a non-zero quantity or to
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zero polynomially. We apply the LOOeCMI framework to the one-inclusion graph
algorithm and demonstrate that it yields an optimal risk bound for learning VC classes
in the realizable setting. To our knowledge, no other existing information-theoretic
framework can achieve optimal bounds for this setting.

Finally, in Chapter 6, we revisit the information-theoretic generalization bounds for
gradient methods in the context of SCO, focusing on the GD optimization algorithm
[SSSS09]. SCO with GD is arguably the simplest non-trivial test-bed to explore the
limitations of the information-theoretic generalization bounds. We show that neither
the CMI nor IOMI frameworks can properly characterize the excess risk of GD in
SCO problems in the minmax setting. We also extend our negative results to the
alternative variations of IOMI and CMI, such as evaluated CMI [SZ20a] and individual
sample bounds [NHDKR19; HNKRD20; BZV20b; RBTS20; ZTL21].

7.1 Future Directions for Chapter 2 and Chapter 3

Our results in Chapter 2 and Chapter 3 show that the gradient incoherence affects
the genearlization performance of SGLD. However, we do not have a formal guarantee
on the impact of SGLD on the gradient incoherence. It raises the following question:
Does the SGLD implicitly penalize the gradient incoherence? A positive answer to
this question can provide a complete theory of generalization for SGLD.

7.2 Future Directions for Chapter 4

1. For proper learning of VC classes, Hanneke [Han16] showed the assumption
s <∞ is a necessary and sufficient condition for the existence of a distribution-
free bound on the expected risk of all ERMs converging at a rate O(1/n). In
Corollary 4.4.7 and Theorem 4.4.9 , we showed the same rate for the expected
risk of a broad class of ERMs can be obtained using the CMI framework. We
conjecture it is possible to extend our argument to show that for a class with
finite star number, every ERM has bounded eCMI.

2. An important open problem is to show that for every VC class with finite dual
Helly number [BHMZ20] there exists a proper learning algorithm such that
for every data distribution its expected empirical risk converges at a rate of
O(1/n) and it has bounded CMI. Combining the generalization guarantees that
one can retrieve from Eq. (4.2) the expected excess risk of the learner with
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these properties matches the optimal rate from Bousquet, Hanneke, Moran, and
Zhivotovskiy [BHMZ20].

3. For improper learning of VC classes, we showed a general result for the determin-
istic one-inclusion graph prediction rule which is suboptimal by a log n factor.
We conjecture that for every VC class with dimension d there exists a probability
assignment for the randomized one-inclusion graph for which eCMI is O(d). In
Theorem 4.5.6, we showed this claim holds for the class of point functions.

4. In Theorem 4.5.1 we proved that eCMI is universal in the realizable setting.
A fundamental question to ask is whether for every data distribution D and
consistent learner A, eCMID(`(A))/n vanishes as the number training samples
n diverges at the same rate with the excess risk, i.e., RD(A).

We also remark that if the answers to the above questions are affirmative, then it
can be argued that the CMI framework is expressive enough so that it can explain
generalization properties of VC classes. Otherwise, a negative answer to any of the
questions implies that there is gap between CMI framework and VC theory.

7.3 Future Directions for Chapter 5

1. Is Theorem 5.2.5 tight? In what settings (outside those of Theorem 5.3.3)
can one obtain tighter bounds? In particular, can one use the leave-one-out
CMI framework to obtain tight (up to universal constants) bounds on the
generalization error of arbitrary algorithms, similar to what we showed for
interpolating learning algorithms?

2. Is Theorem 5.3.3 tight for finite n? Under what conditions can we remove or
tighten the binary entropy term?

3. Can one obtain an optimal bound for the one-inclusion graph algorithm under
realizability via the standard CMI framework, or is there a lower bound? Is there
any optimal (improper) learner for VC classes under realizability for which CMI
yields optimal bounds? Lower bounds here would demonstrate that leave-one-out
CMI is fundamentally stronger.

4. Leave-one-out CMI can be interpreted as an information-theoretic notion of
stability. Are there connections to notions of algorithmic stability [E+03]?
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In general, it is an open challenge to determine the LOOeCMI of common learning
algorithms to better understand this framework.

7.4 Future Directions for Chapter 6

Our results prompt several directions for future research:

1. One of the common properties between our constructions in Theorem 6.5.1 and
Theorem 6.7.7 is that the dimension is much larger than the number of samples.
In particular, we exploit the fact that the generalization guarantees of GD for
SCO problems is dimension-independent in order to construct problem instances
with large information complexity. In particular, it is straightforward to see
that the lower bounds on IOMI and CMI that stem from our constructions in
Theorem 6.5.1 and Theorem 6.7.7 depend on the dimension. It is interesting
to find the minimum dimension such that there exists an SCO problem for
which the information-theoretic bounds fail to characterize learnability. For the
direct analysis of GD we show O(n2) is sufficient (Theorem 6.7.7), while for
the surrogate analysis exponential dependence, i.e., O(n22n) (Theorem 6.5.1), is
sufficient where n is the number of training samples.

2. In this work, we proved limitations of the surrogate algorithm based on the
Gaussian perturbation for the CLB subclass of SCO problems. In particular,
the loss function used in Theorem 6.5.1 is a non-smooth convex function. It
is an open question to show that such limitations exist for the subclasses of
SCO problems with smooth or strongly-convex loss functions. Notice that
our results in Theorem 6.7.7 suggests that a direct analysis still fails for the
subclass of SCO problems with smooth loss functions as the loss function used
for proving Theorem 6.7.7 is smooth.

3. The notable property of Gaussian perturbation is that it is instance-independent,
in the sense that its structure does not depend on the problem instance, and
we only need to tune the variance based on the problem instance. It is an open
question to prove or refute the existence of a instance-independent surrogate for
analyzing the generalization of gradient descent methods for SCO problems using
information-theoretic frameworks. An interesting starting point is investigating
the prospect of using the Gibbs algorithm [WLF16; ABTRW21] as a problem-
independent surrogate.
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4. We can also study the prospect of instance-dependent surrogates where the
surrogate algorithm can depend on the problem instance. For this family of
surrogates, the surrogate algorithm is chosen based on the data distribution,
loss function, and the original learning algorithm.



A

Appendix of Chapter 2

A.1 Common Definitions

In this appendix, we collect together a few standard definitions from information theory.
Let P,Q be probability measures on a common measurable space. Write Q � P

when Q is absolutely continuous with respect to P , i.e., for all measurable subsets
A, Q(A) = 0 if P (A) = 0. By the Radon–Nikodym theorem, when Q � P , there
exists a measurable function dQ

dP , called a Radon–Nikodym derivative or density, such
that Q(A) =

∫
A

dQ
dP dP for all measurable subsets A. The KL divergence (or relative

entropy) of Q with respect to P , written KL(Q ‖P ), is defined to be
∫

log dQ
dP dQ when

Q� P and is defined to be infinity otherwise.
Given random elements X and Y , the mutual information between X and Y ,

written I(X;Y ) is

I(X;Y ) = KL(P[(X, Y )] ‖P[X]⊗ P[Y ]),

where ⊗ forms the product measure. Given another random element Z, the condi-
tional mutual information between X and Y given Z is defined to be I(X;Y |Z) =

I(X; (Y, Z))− I(X;Z) = I((X,Z);Y )− I(Z;Y ).
Relative entropy and mutual information satisfy many well-known properties: For

example, relative entropy and mutual information are nonnegative; X ⊥⊥ Y ⇐⇒
I(X;Y ) = 0; and I(X;Y ) ≤ I(X; (Y, Z)). From this last inequality, one may deduce
that I(X;Y ) ≤ I(X;Y |Z) when X ⊥⊥ Z.
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A.2 Proofs of Results

A.2.1 Bounding Mutual Information by KL Divergence

The following is a well-known result that allows one to bound mutual information by
the expectation of the KL divergence of a “posterior” with respect to a“prior” (where
these terms are taken to have their more general interpretation from PAC-Bayesian
theory, as opposed to the classical Bayesian theory).

Proposition A.2.1 (Variational Representation of Mutual Information). Let X and
Y be random elements. Then, for all probability measures P on the same space as Y ,

I(X;Y ) ≤ E[KL(PX [Y ] ‖P )],

with equality for P = E[PX [Y ]] = P[Y ].

The result is implicit in [Kem74] and is considered folklore in the literature (e.g.,
it is referenced without proof in [Cat07]). For a simple derivation, see [POOAT19,
Eq. (1)]. Given another random element Z, it follows immediately by the disintegration
theorem [Kal06, Thm. 6.4] that, for all Z-measurable random probability measures P
on the same space as Y ,

IZ(X;Y ) ≤ EZ [KL(PX,Z [Y ] ‖P )] a.s.,

with a.s. equality for P = EZ [PX,Z [Y ]] = PZ [Y ].

A.2.2 Proofs of Main Results

Proof of Theorem 2.2.3. Let W̃ be a random element in W such that W d
= W̃ and

W̃ ⊥⊥ ScJ . Let G denote the class of all functions g such that E exp(g(W̃, ScJ)) < ∞.
Then

I(W ;ScJ) = KL(P(W,ScJ) ‖P(W̃, ScJ)) (A.1)

= sup
g∈G

Eg(W,ScJ)− logEeg(W̃,ScJ ) (A.2)

where the second equality follows from the Donsker–Varadhan variational formula
[BLM13, Prop. 4.15] (see also [DV75]). Let f(w, s) = RD(w) − R̂s(w) so that
Ef(W,ScJ) = ERD(W ) − ER̂ScJ

(W ) and Ef(W̃, ScJ) = 0. Let ψ be the cumulant
generating function of f(W̃, ScJ) and let D be the domain on which this cumulant
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generating function is defined. Then λf ∈ G exactly when λ ∈ D. Then, for every
λ ∈ D,

sup
g∈G

Eg(W,ScJ)− logEeg(W̃,ScJ ) ≥ λEf(W,ScJ)− logEeλf(W̃,ScJ ) (A.3)

= λE
[
RD(W )− R̂ScJ

(W )
]
− ψ(λ). (A.4)

By rearranging and optimizing over λ, we find that

E
[
RD(W )− R̂ScJ

(W )
]
≤ inf

λ∈D

ψ(λ) + I(W ;ScJ)

λ
.

Because the subset J is random and independent of (S,W ), we have ER̂ScJ
(W ) =

ER̂S(W ). Hence,

E
[
RD(W )− R̂S(W )

]
= E

[
RD(W )− R̂ScJ

(W )
]
≤ inf

λ∈D

[
ψ(λ) + I(W ;ScJ)

λ

]
.

At this point we have established a slightly more abstract result that permits
applications beyond the subgaussian case. By the subgaussian hypothesis, f(w, ScJ) is
itself σn−m-subgaussian for each w ∈ W , and so the bound above reduces to

E
[
RD(W )− R̂S(W )

]
≤
√

2σ2
n−mI(W ;ScJ)

using the same optimization argument as in [BZV20a], [XR17], etc. From the proof of
Theorem A.3.1, σn−m ≤ σ√

n−m , completing the proof.

Proof of Theorem 2.2.4. Let W̃ be a random element in W such that (W,SJ , U)
d
=

(W̃, SJ , U) and W̃ ⊥⊥ ScJ | {SJ , U}. Let Q and P satisfy Q(SJ , U) = PSJ ,U [W,ScJ ] and
P (SJ , U) = PSJ ,U [W̃, ScJ ] a.s. By the Donsker–Varadhan variational formula [BLM13,
Prop. 4.15] and the disintegration theorem [Kal06, Thm. 6.4], with probability one,
for all measurable functions g such that P (SJ , U)(exp g) <∞,

ISJ ,U(W ;ScJ) = KL(Q(SJ , U) ‖P (SJ , U))

≤ Q(SJ , U)(g)− logP (SJ , U)(exp g).

Let f(w, s) = RD(w)− R̂s(w). Note that, a.s., P (SJ , U)(f) = ESJ ,U [f(W̃, ScJ)] = 0

and

Q(SJ , U)(f) = ESJ ,U [f(W,ScJ)] = ESJ ,U [RD(W )− R̂ScJ
(W )].
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Let ψ be the cumulant generating function of P (SJ , U), i.e., ψ(λ;SJ , U) =

logP (SJ , U)(exp{λf}). Let D(SJ , U) = {λ ∈ R : ψ(λ;SJ , U) < ∞}. Then, with
probability one, for all λ ∈ D(SJ , U),

ISJ ,U(W ;ScJ) ≥ λESJ ,U
[
RD(W )− R̂ScJ

(W )
]
− ψ(λ;SJ , U).

Rearranging, with probability one,

ESJ ,U
[
RD(W )− R̂ScJ

(W )
]
≤ inf

λ∈D(SJ ,U)

ISJ ,U(W ;ScJ) + ψ(λ;SJ , U)

λ
.

Because W ⊥⊥ J and the subset J is random and uniformly distributed,

E
[
RD(W )− R̂S(W )

]
= E ESJ ,U

[
RD(W )− R̂ScJ

(W )
]

≤ E

[
inf

λ∈D(SJ ,U)

ISJ ,U(W ;ScJ) + ψ(λ;SJ , U)

λ

]
.

At this point we have established a slightly more abstract result that permits
applications beyond the subgaussian case. By the subgaussian hypothesis, f(w, ScJ) is
itself σn−m-subgaussian for each w ∈ W , and so the bound above reduces to

E
[
RD(W )− R̂S(W )

]
≤ E

√
2σ2

n−mI
SJ ,U(W ;ScJ)

using the same optimization argument as in [BZV20a], [XR17], etc. From the proof of
Theorem A.3.1, σn−m ≤ σ√

n−m , completing the proof.

Proof of Theorem 2.2.5. For any two random measures P (SJ , U), Q(S, U), the
Donsker–Varadhan variational formula [BLM13, Prop. 4.15] and the disintegration
theorem [Kal06, Thm. 6.4], give that with probability one

KL(Q(S, U) ‖P (SJ , U)) ≥ sup
g∈G

(Q(S, U)(g)− P (SJ , U)(g)− log [P (SJ , U) (exp(g − P (SJ , U)(g)))]) ,

where G(SJ , U) = {g : P (SJ , U)(exp g) <∞}.
Taking g(w) = λ

(
RD(w)− R̂ScJ

(w)
)
, and letting

RD(Q) = Q(S, U)(RD) RD(P ) = P (SJ , U)(RD)

R̂ScJ
(Q) = Q(S, U)(R̂ScJ

) R̂ScJ
(P ) = P (SJ , U)(R̂ScJ

)
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where, for brevity, we have used the short hand Q = Q(S, U) and P = P (SJ , U).
Then, with probability one

KL(Q(S, U) ‖P (SJ , U))

≥ λ
(
RD(Q)− R̂ScJ

(Q)−
(
RD(P )− R̂ScJ

(P )
))

− log
[
P (SJ , U)

(
exp

(
λ
(
RD − R̂ScJ

−
(
RD(P )− R̂ScJ

(P )
))))]

Let

ψ(λ;S, J, U) = log
[
P (SJ , U)

(
exp

(
λ
(
RD − R̂ScJ

−
(
RD(P )− R̂ScJ

(P )
))))]

,

and D(S, J, U) = {λ ∈ R : ψ(λ;S, J, U) <∞}. With probability one

(
RD(Q)− R̂ScJ

(Q)−
(
RD(P )− R̂ScJ

(P )
))
≤ inf

λ∈D(S,J,U)

KL(Q(S, U) ‖P (SJ , U)) + ψ(λ;S, J, U)

λ

Since P (SJ , U) is independent of ScJ then we have ESJ ,J,U
[
RD(P )− R̂ScJ

(P )
]

= 0.
Hence, by averaging over ScJ (equivalently, taking the conditional expectation condi-
tional on (SJ , J, U)) we have, with probability one

ESJ ,J,U
[
RD(Q)− R̂ScJ

(Q)
]

= ESJ ,J,U
[
RD(Q)− R̂ScJ

(Q)−
(
RD(P )− R̂ScJ

(P )
)]

≤ ESJ ,J,U
[

inf
λ∈D(S,J,U)

KL(Q(S, U) ‖P (SJ , U)) + ψ(λ;S, J, U)

λ

]

Finally, by taking the full expectation, since J ⊥⊥ Q(S, U) we get:

E
[
RD(Q(S, U))− R̂S(Q(S, U))

]
≤ E

[
inf
λ>0

KL(Q(S, U) ‖P (SJ , U)) + ψS,J,U(λ)

λ

]
where the final KL(Q(S, U) ‖P (SJ , U)) on the right hand side is between two random
measures, and hence is a random variable depending on (S, J, U); and the expectation
on the right hand side integrates over (S, J, U).

If, for (V | SJ , U) ∼ P (SJ , U) it is the case that
(
RD(V )− R̂ScJ

(V )
)

is σ-
subgaussian for any (S, J, U), then this can be optimized to get

E
[
RD(Q(S, U))− R̂S(Q(S, U))

]
≤ E

√
2σ2 KL(Q(S, U) ‖P (SJ , U))

When the loss is [a1, a2]-bounded then RD(V )− R̂ScJ
(V ) is a2−a1

2
subgaussian which
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completes the proof.

Remark A.2.2 (Why does Theorem 2.2.5 use a boundedness assumption instead of a
subgaussian assumption?). Note that we needed the boundedness assumption because
even if, for Z ∼ D, `(Z,w) was subgaussian (uniformly in w ∈ W) it may not be the
case that for (V | SJ , U) ∼ P (SJ , U),

(
RD(V )− R̂ScJ

(V )
)
is subgaussian. In contrast,

in the proofs of Theorem 2.2.3, Theorem 2.2.4, and Theorem A.3.1 the expectations
over ScJ included in the definition of the required cumulant generating functions let us
take advantage of the subgaussian property of `(Z,w). /

Proof of Proposition 2.2.6.

KL(QT ‖PT ) ≤ KL(QT ‖PT ) + EKL(Q|T ‖P|T ) = KL(Q ‖P ).

This tells us that the KL divergence between marginal distributions of the terminal
parameter is upper bounded by the KL between the distributions of the full trajectories.

Assuming Q0 = P0, we may decompose KL(Q ‖P ) across iterations, obtaining

KL(Q ‖P ) = E
W∼Q

[
log

dQ
dP

(W )

]
= E

W∼Q

[
T∑
t=1

log
dQt|

dPt|
(W )

]
=

T∑
t=1

EQ0:(t−1)
[KL(Qt| ‖Pt|)].

(A.5)

A.3 Mutual Information Bound for Subgaussian

Losses

Theorem A.3.1 (Xu and Raginsky’s Theorem 1). Suppose that `(w,Z) is σ-
subgaussian when Z ∼ µ, for all w ∈ W, Then

|E
[
RD(W )− R̂S(W )

]
| ≤

√
2σ2

n
I(S;W )

A proof of this result is found in [XR17]. However, one may use the arguments
therein to establish the further conclusion that `(W,Z) or RS(W ) is also subgaussian,
which is not generally true. In this section we briefly describe the flaw in that logic
and provide a clarification of their proof under the same assumptions. [RZ15] give
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a proof for discrete parameter spaces, which does not contain this flaw. While it is
straightforward to cast their proof into measure-theoretic language, we give the details
for completeness.

The discussion in [XR17] preceding the theorem asserts that if f : W × S is
such that f(w, S) is σ subgaussian for all w ∈ W and if W ⊥⊥ S then f(W,S) is σ-
subgaussian. A simple counter example is given by W = S = R, with f(w, s) = w+ s,
and (W,S) ∼ Cauchy×N(0, 1). In this case f(w, S) is clearly 1-subgaussian for each
w ∈ W , while f(W,S) does not even have bounded absolute first moment, let alone a
moment generating function defined in any open ball about 0.

The main issue in the argument establishing subgaussianity of f(W,S) is failing
to properly use a version of the conditional variance formula (modified to apply for
moment generating functions as opposed to variances). The intuition of the conditional
variance formula is useful in reconciling the final result with our counterexample, but
is not sufficient for a general proof as the subgaussian parameter is not generally a
standard deviation. The conditional variance formula asserts that

Var(f(W,S)) = E
[
VarWf(W,S)

]
+ Var

(
EWf(W,S)

)
.

The argument by which one would conclude that f(W,S) is subgaussian only acknowl-
edges the first term, thus assuming that the second term is 0 (which would only hold
when EWf(W,S) is a.s. constant in W ).

More precisely, since we are working with subgaussian parameters instead of true
standard deviations:

logE exp(t(f(W,S)− Ef(W,S)))

= logE
[
exp(t(EWf(W,S)− Ef(W,S)))EW exp(t(f(W,S)− EWf(W,S)))

]
≤ log exp(t2σ2/2)E[exp(t(EWf(W,S)− Ef(W,S)))]

= t2σ2/2 + logE[exp(t(EWf(W,S)− Ef(W,S)))]

The RHS is ≥ t2σ2/2 with equality if and only if (EWf(W,S)−Ef(W,S)) is constant
(by Jensen’ inequality). The first inequality is an equality when f(w, S) is normal
with variance σ2 for all w ∈ W .

Ergo, the assertion that f(W,S) is σ-subgaussian holds exactly when (ESf(W,S)−
Ef(W,S)) is constant. This situation is not generally of interest in learning theory; this
amounts to saying that all parameter vectors lead to the same expected generalization
error, and hence there is no purpose to learning from the data!
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The final result is, of course, still valid and may be proven directly via the Donsker–
Varadhan variational formula.

Proof. As in [XR17] we will leverage the fact that for each w ∈ W, f(w, S) =
1
n

∑n
i=1 `(w,Zi) is τ = σ/

√
n subgaussian, however these variable may have different

means for each value of w. Let f̌(w, s) = f(w, s)− Ef(w, S).
By Donsker–Varadhan and the fact that EW f̌(W̄, S̄) = 0 a.s.,

I(W ;S) ≥ Eλf̌(W,S)− logE exp(λf̌(W̄, S̄))

≥ Eλf̌(W,S)− logEEW exp(λf̌(W̄, S̄))

≥ λEf̌(W,S)− logE exp(λ2τ 2/2)

≥ λEf̌(W,S)− λ2τ 2/2.

Optimizing over λ now yields the desired result, because

|Ef̌(W,S)| = |E
[
f(W,S)− EWf(W, S̄)

]
| = |E

[
RD(W )− R̂S(W )

]
| .

A.4 Properties of the Hypergeometric Distribution

and of Finite Population Variances

In this section, we enumerate a number of well-known results, and also derive some
particular ones for our application.

A.4.1 Properties of the Hypergeometric Distribution

Let n,m, b ∈ N, m, b ≤ n. Write B ∼ HG(n,m, b) when

P(B = j) =

(
m
j

)(
n−m
b−j

)(
n
b

) , j ∈ {0 ∨ b+m− n, . . . , n ∧m}.

It follows that

E(B) = b
m

n
Var(B) = b

m

n

n−m
n

n− b
n− 1

≤ b
m(n−m)

n2
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A.4.2 Finite Population Statistics with Disjoint Samples

In this section we compute the covariance of the sample means for each population,
and provide a formula for the variance of a linear combination of the two estimators.

Lemma A.4.1 (Variance for disjoint finite population statistics). Suppose that there
is a finite population of size, N , S = (y1, ..., yN). Consider two disjoint subsets of
sizes n1 and n2 are chosen uniformly at random from S. Let Ȳi be the sample mean
on the ith sample. Let Σ be the population variance matrix. Then

Var

(
Ȳ1

Ȳ2

)
=

1

N − 1

[
(N − n1)/n1 −1

−1 (N − n2)/n2

]
⊗ Σ

Var(aȲ1 − bȲ2) =
1

(N − 1)

(
−(a− b)2 +N(a2/n1 + b2/n2)

)
Σ

Proof. Let ζi be an indicator for whether yi appears in the first sample, and let Wi be
an indicator for whether yi appears in the second sample.

Let µ = 1
N

∑N
i=1 yi and let Σ = 1

N

∑N
i=1(yi − µ)(yi − µ)′

Then for any i 6= j:

ζi ∼ Ber(n1/N) Wi ∼ Ber(n2/N)

Var(ζi) =
n1(N − n1)

N2
Var(Wi) =

n2(N − n2)

N2

Cov(ζi, ζj) = E[ζiζj]−
n2

1

N2
Cov(Wi,Wj) = E[WiWj]−

n2
2

N2

= P[ζi = ζj = 1]− n2
1

N2
= PP[Wi = Wj = 1]− n2

2

N2

=
n1(n1 − 1)

N(N − 1)
− n2

1

N2
=
n2(n2 − 1)

N(N − 1)
− n2

2

N2

= −n1

N

(
1− n1

N

) 1

N − 1
= −n2

N

(
1− n2

N

) 1

N − 1
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Cov(ζi,Wi) = E[ζiWi]−
n1n2

N2
Cov(ζi,Wj) = E[ζiWj]−

n1n2

N2

= P[ζi = Wj = 1]− n1n2

N2
= PP[ζi = Wj = 1]− n1n2

N2

= 0− n1n2

N2
=

n1n2

N(N − 1)
− n1n2

N2

= −n1n2

N2
=

n1n2

N2(N − 1)
.

(Ȳ1, Ȳ2) =
N∑
i=1

yi(ζi/n1,Wi/n2)

Var(Ȳ1) = Var

(
N∑
i=1

yi
n1

ζi

)

=
1

n2
1

(
N∑
i=1

yiy
′
i

n1(N − n1)

N2
−
∑
i 6=j

yiy
′
j

n1(N − n1)

N2(N − 1)

)

=
(N − n1)

n1N2

(
N∑
i=1

yiy
′
i −
∑
i 6=j

yiy
′
j

1

N − 1

)

=
(N − n1)

n1(N − 1)N

N∑
i=1

(yi − µ)(yi − µ)′

=
(N − n1)

n1(N − 1)
Σ

Similarly

Var(Ȳ2) =
(N − n2)

n2(N − 1)
Σ
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Now, for the less well known part:

Cov(Ȳ1, Ȳ2) = Cov

(
N∑
i=1

yi
n1

ζi,
N∑
i=1

yi
n2

Wi

)

=
N∑
i=1

yiy
′
i

n1n2

Cov(ζi,Wi) +
∑
i 6=j

yiy
′
j

n1n2

Cov(ζi,Wj)

= −
N∑
i=1

yiy
′
i

n1n2

n1n2

N2
+
∑
i 6=j

yiy
′
j

n1n2

n1n2

N2(N − 1)

= − 1

N2

(
N∑
i=1

yiy
′
i −
∑
i 6=j

yiy
′
j

1

N − 1

)

= − 1

N − 1
Σ

Hence

Var

(
Ȳ1

Ȳ2

)
=

1

N − 1

[
(N − n1)/n1 −1

−1 (N − n2)/n2

]
⊗ Σ

For our application we need Var(aȲ1 − bȲ2):

Var(aȲ1 − bȲ2) = a2 (N − n1)

n1(N − 1)
Σ + b2 (N − n2)

n2(N − 1)
Σ + 2ab

1

N − 1
Σ

=
1

(N − 1)

(
a2N − n1

n1

+ 2ab+ b2N − n2

n2

)
Σ

=
1

(N − 1)

(
−(a− b)2 +N(a2/n1 + b2/n2)

)
Σ

Lemma A.4.2 (Bounding EESJ ,J,U‖ξt‖2
2 for SGLD). In the setting of Section 2.3.1

EESJ ,J,U‖ξt‖2
2 =

n(n−m)

(n− 1)2bt

(
1 +

bt
n

n−m− 1

m

)
E[Σ̂t(S)]
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Proof. Applying the conditional variance formula gives:

EESJ ,J,U‖ξt‖2
2 = EVarS,Wt(Ebt,Wt,S[ξt]) + EES,Wt [Varbt,Wt,S(ξt)]

= 0 + EES,Wt

[
Varbt,Wt,S

(
bct
bt
∇R̃Sct

(Wt)−
bct
bt
∇R̃SJ (Wt)

)]
= EES,Wt

[
(bct)

2

b2
t

Varbt,Wt,S
(
∇R̃Sct

(Wt)−∇R̃SJ (Wt)
)]

Applying Lemma A.4.1 further yields

ES,Wt

[
(bct)

2

b2
t

Varbt,Wt

(
∇R̃Sct

(Wt)−∇R̃SJ (Wt)
)]

= ES,Wt

[
(bct)

2

b2
t

1

(n− 1)

(
n

bct
+
n

m

)
Σ̂t(S)

]
=

n

(n− 1)b2
t

ES,Wt

[
bct + (bct)

2 1

m

]
ES,Wt [Σ̂t(S)]

=
n

(n− 1)b2
t

(
bt
n−m
n

+

(
(n−m)2

n2
b2
t + bt

m

n

n−m
n

n− bt
n− 1

)
1

m

)
ES,Wt [Σ̂t(S)]

=
n

(n− 1)b2
t

(
bt
n−m
n− 1

+ b2
t

(n−m)(n−m− 1)

n(n− 1)m

)
ES,Wt [Σ̂t(S)]

=
n

(n− 1)b2
t

(
bt
n−m
n− 1

+ b2
t

(n−m)(n−m− 1)

n(n− 1)m

)
ES,Wt [Σ̂t(S)]

=
n(n−m)

(n− 1)2bt

(
1 +

bt
n

n−m− 1

m

)
ES,Wt [Σ̂t(S)]

A.5 Asymptotic Results

A.5.1 Langevin Dynamics

In this section we continue from the end of Section 2.3.2. Under the assumption that
˜̀ is L-Lispchitz (the same assumption as in [BZV20a]) we have the following results
which portray the asymptotic behavior of the expected generalization error of the
Langevin diffusion algorithm for ` being the 0-1 loss (which is 1/2-subgaussian):

E
WT∼QT

(RD(WT )−RS(WT )) ≤ L

2(n− 1)

√√√√ T∑
t=1

βtηt
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Geometrically Decaying Learning Rate

Under an assumption of L-Lipschitz loss and geometrically decaying learning rate and
a temperature that ramps up to a polynomial in n (ηt = η0ρ

t for 0 < ρ < 1 and that
βt = β0(n− 1)θ(1− νt) for some 0 < θ < 1) then we have the following bound:

sup
T≥0

[
E

WT∼QT
(RD(WT )−RS(WT ))

]
≤ L

2(n− 1)1−θ

√
β0η0

ρ(1− ν)

(1− ρ)(1− ρν)

Polynomial Decaying Learning Rate

Under an assumption of L-Lipschitz loss and polynomial decaying learning rate and
temperature that is polynomial in n (ηt = η0t

−α for α > 0 and that βt = β0(n− 1)p

for some 0 < p < 1) then we have the following bound:

[
E

WT∼QT
(RD(WT )−RS(WT ))

]
≤


L

2(n−1)1−p

√
1 + 1

α−1
T 1−α α < 1

L
2(n−1)1−p

√
1 + log(T ) α = 1

Lα
2(n−1)1−p(α−1)

α > 1

A.6 Comparing Theorems 2.2.3 to 2.2.5 when m =

n− 1

Let V ∼ P (SJ , U), W ∼ Q(S, U), and W̃ ∼ Q(S, U) independently of W . In the
case of [a1, a2]-bounded loss,

(
RD(V )− R̂S\S(V )

)
is (a2 − a1)/2-subgaussian, so that

Theorem 2.2.5 yields:

E
[
RD(W )− R̂S(W̃ )

]
≤ E

√
(a2 − a1)2 KL(Q(S, U) ‖P (SJ , U)) /2.

Using KL divergence based upper bounds for mutual information (Proposition A.2.1),
Theorem 2.2.4 gives us

E
[
RD(W )− R̂S(W )

]
≤ E

√
(a2 − a1)2ESJ ,U [KL(Q(S, U) ‖P (SJ , U))] /2,

while Theorem 2.2.3 yields:

E
[
RD(W )− R̂S(W )

]
≤
√

(a2 − a1)2E [KL(Q(S, U) ‖P (SJ , U))] /2
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for m = n− 1, the bounds are ranked as 2.2.3 ≥ 2.2.4 ≥ 2.2.5 (by Jensen’s inequality
for each conditional expectation being passed into

√·). When KL(Q(S) ‖P (SJ)) has
a large variance then the difference can be quite material.

A.7 An analytically tractable example

We present a simple analytic example, where our upper bound is a clear improvement
over existing work when similar simplifications are performed. Let S = {z1, . . . , zn} ∼
Dn be a sample from the distribution D on R. We wish to estimate the mean of D, µ.
We will use the loss function `(z, w) = ˜̀(z, w) = (z − w)2 where w ∈ W = R. The
distribution D, is assumed to satisfy the sub-Gaussianity assumption in Theorems 2.2.3
and 2.2.5 for this loss. Upon specializing the SGLD update rule (2.7) to this setting:

Wt+1 = Wt − ηt
d

dWt

R̃S(Wt) +

√
2ηt
β
εt =

(
1− 2ηt

n

)
Wt +

2ηt
n

n∑
i=1

zi +

√
2ηt
β
εt.

(A.6)

We will apply the data-dependent generalization bound in Theorem 2.2.5 with m =

|SJ | = n − 1 and set {i?} = J . Since we are working with LD, we set the random
variable U to a constant (trivial random variable). It follows that:

KL(Qt+1|(S) ‖Pt+1|(SJ)) =
(µt+1 − µ′t+1)2

4ηt/β
=

β

n2
z2
i?ηt. (A.7)

Thus the expected generalization error is upper bounded by:

E
√

2σ2KL(QT (S)||PT (SJ)) ≤ E

√√√√2σ2
β

n2
z2
i?

T−1∑
t=0

ηt = E[|zi|]


√√√√2σ2

β

n2

T−1∑
t=0

ηt

 .

(A.8)

When one applies the results in [XR17; PJL18], the upper bounded on the general-
ization error can be shown to be:

√
2σ2

n
I(WT ;S) ≤

√√√√2σ2

n

T−1∑
t=0

I(W̄t+1;S|W t
1) ≤

√√√√2σ2
β

n2
E[z2

i ]
T−1∑
t=0

ηt (A.9)

Comparing with (A.8) we see that this bound can be is larger since E[|zi|] ≤
√
E[z2

i ]

from Jensen’s inequality. The discrepancy can be made arbitrarily large based on the
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choice of D.

A.8 Experiment Details

The first architecture and dataset we consider is a three-layer multilayer perceptron
(MLP), with 600 hidden units per hidden layer and rectified linear unit (ReLU)
activation functions, trained on MNIST [LCB10]. In Fig. 2.1a, we compare the bound
for two amounts of held out data, n−m = |ScJ |. We see that the empirical performance
reflects our analytical results that the bound is tighter for large m. As can be inferred
from Eq. (2.4), the difference between ‖ξt‖2 and ‖∇R̃t‖2 increases with m.

The remainder of our experiments consider convolutional neural networks (CNNs).
For MNIST and Fashion-MNIST, we use a standard network configuration with two
convolutional layers (with 32 and 64 filters of size 5× 5, respectively, followed by 2× 2

max pooling after each convolutional layer), followed by two fully connected layers
(1024 nodes each) with ReLU activations.

Our final experiment uses the CIFAR-10 dataset. The CNN architecture has two
convolutional layers and three fully connected layers. Both convolutional layers use 64

filters of size 5× 5. After each convolutional layer there is a 2× 2 max pooling layer.
Then, we have three fully connected layers with the number of neurons 384, 192, and
10 respectively.

A.8.1 Evaluation of the generalization bound

We estimate our generalization error bound and that of [MWZZ18] using nested
Monte Carlo simulations. We use the results of Theorem 2.3.1, specifically Eq. (2.6).
In order to evaluate this bound we perform two Monte Carlo estimate: one for
ES,J,U‖ξt‖2

2, and then for the full expectation (outside of the
√·). For our bound,

for each hyperparameter combination, we have used 10 simulations for the outer
expectation, each using 10 simulations to estimate the inner expectation. For the
generalization bound in Mou, L. Wang, Zhai, and Zheng [MWZZ18] we have used
their 100 simulations to evaluate the bound given by their Theorem 10.
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A.8.2 Learning Rate and Inverse Temperatures for Figs. 2.1b

and 2.1c

In Fig. 2.1b, we use

β
(high)
t = 100×max{exp

(
t

100

)
, 55000} (A.10)

β
(low)
t = 100×max{exp

(
t

100

)
, 5000} (A.11)

where t denotes the iteration number.
All other parameters are the same and are outlined in Table A.2.
For the “high’ inverse temperature schedule, at Iteration 5 the training error is

3.21% and the generalization error is 0.9%, while for the “low’ inverse temperature
schedule, at epoch 5 the training error is 5.18% and the generalization error is 0.16%.

In Fig. 2.1c we consider η(small)
t = 8× 10−4 × 0.96( t

2000) and η(large)
t = 2× 10−3 ×

0.96( t
2000), and the rest of the parameters are the same and are outlined in Table A.2.

For the “small” learning rate, the training error and the test-set generalization error at
Epoch 6 for the small learning rate scenario are 7.62% and 1.1% , respectively,; while
for the “large” learning rate the training error and the test-set generalization error at
Epoch 6 are 6.3% and 1.0%, respectively.

A.8.3 Hyperparameters of our experiments

In Tables A.1 to A.4, we provide the hyperparameter and training details of the
experiments that were presented in Section 2.4.

Parameter Values
Dataset MNIST

Architecture MLP with 3 hidden layers
Batch size 100

Learning rate learning rate=8× 10−3,decay steps=600, decay rate=0.95
Beta schedule min{10× exp (iter/400) , 2000}

Number of epochs 15
Average Final training error 1.40%

Average Final test error 4.12%
# training examples 55000

Number of runs 50

Table A.1: Details of Experiments reported in Fig. 2.1a for MNIST with MLP
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Parameter Values
Dataset MNIST

Architecture CNN with 2 conv. layers
Batch size 100

Learning rate learning rate=4× 10−3,decay steps=2000, decay rate=0.96
Beta schedule min{10× exp (iter/100) , 55000}

Number of epochs 15
Average Final training error 1.81%

Average Final test error 2.03%
# training examples 55000

Number of runs 50

Table A.2: Details of Experiments reported in Figs. 2.1b to 2.1d for MNIST with CNN

Parameter Values
Dataset Fashion-MNIST

Architecture CNN with 2 conv. layers
Batch size 100

Learning rate learning rate=4× 10−3,decay steps=3500, decay rate=0.93
Beta schedule min{10× exp (iter/100) , 55000}

Number of epochs 25
Average Final training error 8.3%

Average Final test error 10.83%
# training examples 60000

Number of runs 20

Table A.3: Details of Experiments reported in Fig. 2.1e for Fashion-MNIST

A.9 High Probability PAC-Bayes Bounds

We can leverage the methods used to provide bounds on the expected generalization
error above to also derive high probability bounds for the generalization error. We will
give an example of this here for completeness, though more work can be done to select
a tighter bound from more recent literature and to tune the parameters available to
optimize the bound further. For example, in our setting we could optimally tune
the level of data dependence for the bound to be tightened. We will make use of
Shalev-Shwartz and Ben-David [SB14] (theorem 31.1 therein), which we state here
under the notation and definitions of our work, and in the context of Section 2.3.1.

Proposition A.9.1 ([SB14] Theorem 31.1). Suppose that the loss function is [0, 1]-
bounded. Let P be any prior distribution. With probability at least (1− δ) (over the
choice of S ∼ Dn) for any posterior distribution Q (even those depending on S) with
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Parameter Values
Dataset CIFAR-10

Architecture CNN with 2 conv. layers
Batch size 200

Learning rate learning rate=5× 10−3,decay steps=2000, decay rate=0.95
Beta schedule min{10× exp (iter/100) , 55000}

Number of epochs 50
Average Final training error 6.9%

Average Final test error 29.9%
|SJ | len(training_set)-1

# training examples 50000
Number of runs 30

Table A.4: Details of Experiments reported in Fig. 2.1f for CIFAR-10

W ∼ Q,

ES
[
RD(WT )− R̂S(WT )

]
≤
√

KL(Q ‖P ) + log(n/δ)

2(n− 1)

In our setting P will be allowed to depend on m data points chosen uniformly at
random, while Q will depend on the full dataset, so we can apply this result conditional
on the subset upon which P depends. Therefore, for any SJ ∈ Zm and any U ∈ U and
for any kernel P : Zn × U →M1(WT ) be any prior distribution which depends on
SJ , with probability at least (1− δ) (over the choice of ScJ ∼ Dn−m) for any posterior
distribution Q (even those depending on ScJ) with W ∼ Q,

ES
[
RD(WT )− R̂ScJ

(WT )
]
≤
√

KL(Q(S, U) ‖P (SJ , U)) + log((n−m)/δ)

2(n−m− 1)

≤
√∑T

t=1
βtηt

8
ES,J,U‖ξt‖2

2 + log((n−m)/δ)

2(n−m− 1)

In the case of Langevin dynamics when using worst case, Lipschitz constant base
upper bounds, this gives

ES
[
RD(WT )− R̂ScJ

(WT )
]
≤

√
L2

(n−1)(m−1)

∑T
t=1

βtηt
8

+ log((n−m)/δ)

2(n−m− 1)

which provides a less trivial tradeoff between m and n−m compared to the expected
generalization error bound. One could further take expectations over U and/or J to
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get high probability bounds for the generalization error based on the full empirical
loss.

We intend to investigate such bounds further in future work, and this section serves
merely to illustrate the possibility and nature of such high-probability bounds based
on data-dependent estimates of mutual information and data-dependent PAC-Bayes
priors. We acknowledge that these are not the tightest such bounds possible.



B

Appendix of Chapter 3

B.1 CMI, Membership Attack, and Fano’s Inequal-

ity

Let Z̃k, U (k),and S as in Definition 3.1.2. Consider the following hypothesis testing
problem. Assume a decision maker observes W and wishes to recover U (k) by having
access to the super-sample Z̃k. For any estimate Û = Ψ(W, Z̃k), we have the Markov
chain

U (k) → S → W → Û (k).

and so, combined with the fact that U (k) is uniformly distributed over a set of size kn,
we can invoke Fano’s inequality to bound the error probability of the decision maker.
In particular,

inf
Ψ

P
[
Ψ
(
W, Z̃k

)
6= U (k)

]
≥ 1− I(W ;U (k)|Z̃k) + log 2

n log k
.

Hence, I(W ;U (k)|Z̃k) provides a lower bound on the hardness of the hypothesis testing
problem, where one wants to identify the training sample given access to Z̃k and W .

Some interpretation of our result is helpful. Consider an adversary who has access
to the supersample Z̃k and wishes to identify the training set that was used for the
training after observing the output of a learning algorithm W . Our result here showed
that the CMI upperbounds the success probability of every adversary. Also, recall
that the CMI upper bounds the expected generalization error. In the literature of data
privacy in machine learning, this problem is known as Membership Attack [SSSS17],

117
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and it is empirically observed that a machine learning model leaks information about its
training set when the generalization error is large [SSSS17]. Our result in this section
provides a formal connection between generalization and this specific membership
attack problem.

B.2 Matching the leading coefficient of Theo-

rem 3.1.1 with CMID(A)
Theorem B.2.1. Let CMID(A) as defined in the introduction. Then, for k > 2

EGED(An) ≤ CMID(A)

λ?
+

exp(λ
?

n
)− λ?

n
− 1

λ?

n

k3 + 7k2 − 8k − 16

4(k3 − 2k2)
,

where

λ? = nW

(( 4(k3 − 2k2)CMID(A)

n(k3 + 7k2 − 8k − 16)
− 1
)

exp(−1)

)
+ n,

and W is the Lambert W function.

The proof is deferred to Appendix B.3. Here, we quantitatively compare Theo-
rem 3.1.1, Theorem 3.1.3, and Theorem B.2.1, we consider the case that the output of
A takes value in a finite set and k →∞ . In this case, Theorem B.2.1 can rephrased
as

EGED(An) ≤ lim
k→∞

CMID(A)

λ?
+

exp(λ
?

n
)− λ?

n
− 1

λ?

n

k3 + 7k2 − 8k − 16

4(k3 − 2k2)

=
IOMID(A)

λ?∞
+

exp(λ
?
∞
n

)− λ?∞
n
− 1

4λ
?
∞
n

(B.1)

where λ?∞ = nW
(
(4IOMID(A)

n
− 1) exp(−1)

)
+ n. In the next plot, we compare the

values of the bounds in Theorem 3.1.1, Theorem 3.1.3, and Theorem B.2.1 assuming
IOMID(A) = 1. As seen, the bound in Theorem B.2.1 provides much tighter constant
compared with Theorem 3.1.3, and it matches with Theorem 3.1.1.
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upper bound in Theorem 1.3
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Figure B.1: Comparison between constants of Theorem 3.1.1, Theorem 3.1.3, and
Theorem B.2.1 for the case k →∞.

B.3 Proofs of Section 3.2

Proof of Theorem 3.2.1. By the chain rule for the mutual information, we have

I(W ;U (k), Z̃k) = I(W ; Z̃(k)) + I(W ;U (k)|Z̃k). (B.2)

Since S is σ(Z̃k, U (k))-measurable, I(W ;U (k), Z̃k) = I(W ;S, U (k), Z̃k). But then W
is independent of Z̃k, U (k) given S, hence I(W ;S, U (k), Z̃k) = I(W ;S). The result
follows from the nonnegativity of mutual information.

Proof of Theorem 3.2.2. By Theorem 3.2.1, I(W ;U (k)|Z̃k) = I(W ;S) − I(W ; Z̃k).

Therefore, in order to prove the claim, we need to show limk→∞ I(W ; Z̃k) = 0 when
I(W ;S) is finite.

Recall that A is a probability kernel from the space of tuples in Z to W . Assume
W = {w1, . . . , wm}. For each l ∈ [m], let κl(S) = PS[W = wl] and fl : Zkn → [0, 1] be
a measurable function defined as

fl(Z̃k) =
1

kn

∑
u∈[k]n

κl(Z̃ku).

Letting z, z′ ∈ Zkn be two super-samples that only differ in one element, it is straight-
forward to see that

|fl(z)− fl(z′)| ≤
1

k
.
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Therefore, we can invoke McDiarmid’s inequality to obtain

P[|fl(Z̃k)− E[fl(Z̃k)]| ≥ ε] ≤ exp
(
−2kε2

n

)
. (B.3)

Also, we have E[fl(Z̃k)] = P[W = wl] as each element of Z̃k is IID. Hence, fl(Z̃k)→
P[W = wl] in probability as k diverges.

By the definition of mutual information and KL divergence,

I(W ; Z̃k) = E[KL(PZ̃k[W ] ‖P[W ])]

= E
[
KL(

1

kn

∑
u∈[k]n

PZ̃ku [W ] ‖P[W ])
]

= E
[ m∑
l=1

1

kn

∑
u∈[k]n

κl(Z̃ku) log
1
kn

∑
u∈[k]n κl(Z̃ku)

P[W = wl]

]
=

m∑
l=1

E
[
fl(Z̃k) log

fl(Z̃k)

P[W = wl]

]
. (B.4)

Defining φl : [0, 1]→ R as φl(x) = x log x
P[W=wl]

, we have established

I(W ; Z̃k) =
m∑
l=1

E
[
φl
(
fl(Z̃k)

)]
. (B.5)

Note that φl is a continuous and bounded function. By a standard result [Dur19,
Thm. 2.3.4], fl(Z̃k)→ P[W = wl] in probability implies that

E
[
φl
(
fl(Z̃k)

)]
→ E

[
φl
(
P[W = wl]

)]
= 0,

as k goes to infinity. Using this, we conclude that I(W ; Z̃k)→ 0 as k diverges, as was
to be shown.

Proof of Theorem B.2.1. For any k ∈ N define

ρ
(k)
i (m) =

−1 if m = i,

1
k−1

otherwise
.

where m and i ∈ [k]. Consider random variables Z̃k, U , and W as in the definition of
CMID(A). Also, let Û d

= U and Û ⊥⊥ (Z̃k,W,U). Let f : Zkn × [k]n ×W → [−1, 1]
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be given by

f(z̃(k), u, w) =
1

n

n∑
j=1

k∑
i=1

ρ
(k)
i (uj)`(w, zi,j).

Then, by the Donsker–Varadhan variational formula [BLM13, Prop. 4.15] of the KL
divergence we obtain

CMID(A) = E[KL(PZ̃k,W [U ] ‖P[U ])]

≥ λE[f(Z̃k, U,W )]− E logEZ̃k,W [exp(λf(Z̃k, Û,W ))] (B.6)

It is straightforward to see that the first term in the RHS of Eq. (B.6) is
E[f(Z̃k, U,W )] = EGED(An). In what follows we analyze the second term in the RHS
of Eq. (B.6). We begin with

E logEZ̃k,W [exp(λf(Z̃k, Û,W ))] = E logEZ̃k,W [
n∏
j=1

exp(
λ

n

k∑
i=1

ρ
(k)
i (Ûj)`(W,Zi,j)]

(B.7)

= E log
n∏
j=1

EZ̃k,W exp
(λ
n

k∑
i=1

ρ
(k)
i (Ûj)`(W,Zi,j)

)
≤ E

n∑
j=1

(
exp(

λ

n
)− λ

n
− 1
)
EZ̃k,W [

k∑
i=1

ρ
(k)
i (Ûj)`(W,Zi,j)]

2

(B.8)

The first step follows from the independence of the elements in Û . The last in-
equality is obtained by the Bennet’s inequality [BLM13, Thm. 2.9] on the mo-
ment generating function and the fact that the elements of Û are independent of
(Z̃k,W ). Also, we have used EZ̃k,W

∑k
i=1 ρ

(k)
i (Ûj)`(W,Zi,j) = 0 since Eρ(k)

i (Ûj) = 0
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and |∑k
i=1 ρ

(k)
i (Ûj)`(W,Zi,j)| ≤ 1 a.s.. For a fixed j, from Eq. (B.8) we obtain

E[
k∑
i=1

ρ
(k)
i (Ûj)`(W,Zi,j)]

2 =
1

k
E
∑
ĩ=[k]

[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)− `(W,Zĩ,j)
]2 (B.9)

=
1

k2
E
[ ∑
uj∈[k]

EZ̃k,Uj=uj
∑
ĩ=[k]

[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)− `(W,Zĩ,j)
]2] (B.10)

=
1

k2
E
[ ∑
uj∈[k]

EZ̃k,Uj=uj
[ ∑
ĩ=[k],̃i 6=uj

[ 1

k − 1
`(W,Zuj ,j) +

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)− `(W,Zĩ,j)
]2

+
[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)− `(W,Zuj ,j)
]2]] (B.11)

≤ 1

k2
E
[ ∑
uj∈[k]

EZ̃k,Uj=uj
[ ∑
ĩ=[k],̃i 6=uj

[( 1

k − 1
+

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)
)2

+ `(W,Zĩ,j)
2

− 2`(W,Zĩ,j)
1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)
]

+
[[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)
]2

+ 1
]]]

(B.12)

=
1

k2

∑
uj∈[k]

E
[ ∑
ĩ∈[k],uj 6=ĩ

EW
[( 1

k − 1
+

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)
)2

+ `(W,Zĩ,j)
2

− 2`(W,Zĩ,j)
1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)
]

+ EW
[[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)
]2

+ 1
]]
.

(B.13)

Here, Eq. (B.9) is obtained by taking the expectation over Ûj, the definition of
ρ

(k)
i (Ûj), and Û ⊥⊥ (Z̃k,W ). Then, Eq. (B.10) is by the law of iterated expectations.

Specifically, we condition on Uj , and recall that based on the Definition 3.1.2 the j-th
training sample is ZUj ,j. Step Eq. (B.11) is by some manipulations. Eq. (B.12) is
obtained by

[ 1

k − 1
`(W,Zuj ,j) +

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)− `(W,Zĩ,j)
]2 ≤ ( 1

k − 1
+

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)

)2

+ `(W,Zĩ,j)
2 − `(W,Zĩ,j)

2

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j),
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and

[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)− `(W,Zuj ,j)
]2 ≤ 1 +

(
1

k − 1

∑
i∈[k],i 6=ĩ=uj

`(W,Zi,j)

)2

.

Finally last step is obtained by changing the order of the expectation over W and Z̃k.
Then, we can simplify Eq. (B.13) by considering

EW
[( 1

k − 1
+

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)
)2

+ `(W,Zĩ,j)
2 − 2`(W,Zĩ,j)

1

k − 1

∑
i∈[k],i 6={̃i,uj}

`(W,Zi,j)
]

≤ RD(W )2−k2 + k + 2

(k − 1)2
+RD(W )

k2 + k − 5

(k − 1)2
+

1

(k − 1)2
, A1(k,RD(W )) (B.14)

EW
[[ 1

k − 1

∑
i∈[k],i 6=ĩ

`(W,Zi,j)
]2

+ 1
]
≤ RD(W )2k − 2

k − 1
+RD(W )

1

k − 1
+ 1 , A2(k,RD(W )).

(B.15)

Note that in Eq. (B.14) and Eq. (B.15), W and Zi,js are independent, therefore
EW [`(W,Zi,j)] = RD(W ). Also, we have VarW [`(W,Zi,j)] ≤ RD(W )(1 − RD(W ))

because Bernoulli random variable has the largest variance among the [0, 1]-bounded
random variables with the same mean. Plugging Eq. (B.14) and Eq. (B.15) into
Eq. (B.13) we obtain

E[
k∑
i=1

ρ
(k)
i (Uj)`(W,Zi,j)]

2 ≤ 1

k
E[(k − 1)A1(k,RD(W )) + A2(k,RD(W ))]. (B.16)

We can upper bound the LHS of Eq. (B.16) by maximizing it over RD(W ) to obtain

∂[(k − 1)A1(k,R) + A2(k,R)]

∂R
= 0⇒ R? =

k2 + k − 4

2k2 − 4k
.

We can plug the expression for R? into Eq. (B.16) to get

E[
k∑
i=1

ρ
(k)
i (Uj)`(W,Zi,j)]

2 ≤ 1

k
E[(k − 1)A1(k,R?) + A2(k,R?)]

=
k3 + 7k2 − 8k − 16

4(k3 − 2k2)
. (B.17)
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Then, plugging Eq. (B.17) into Eq. (B.6) yields

inf
λ≥0

CMID(A)

λ
+

exp(λ
n
)− λ

n
− 1

λ
n

k3 + 7k2 − 8k − 16

4(k3 − 2k2)
≥ EGED(An). (B.18)

Finally, the closed form solution of Eq. (B.18) is given by

∂[CMID(A)
λ

+
exp(λ

n
)−λ

n
−1

λ
n

k3+7k2−8k−16
4(k−2)k2

]

∂λ
= 0⇒

λ? = nW

(
(

4(k3 − 2k2)CMID(A)

n(k3 + 7k2 − 8k − 16)
− 1) exp(−1)

)
+ n,

which is the desired result.

B.4 Proofs of Section 6.4

Proof of Theorem 3.3.1. With k = 2, recall from the introduction

Z̃2 =

(
Z1,1 . . . Z1,n

Z2,1 . . . Z2,n

)
∼ D⊗2n,

and U = (U1, . . . , Un) ∈ {1, 2}n where Uis are IID, and the marginal distribution
follows Ui ∼ Bern

(
1
2

)
for i ∈ [n]. Furthermore, recall S = {ZU1,1, . . . , ZUn,n}. The

expected generalization error can be written as

E
[
RD(W )− R̂S(W )

]
= E

[ 1

n

n∑
i=1

(−1)Ui (` (Z1,i,W )− ` (Z2,i,W ))
]

(B.19)

= E
[ 1

m

m∑
i=1

(−1)UJi (` (Z1,Ji ,W )− ` (Z2,Ji ,W ))
]
, (B.20)

where the last equality follows because J is independent of UJ , Z̃2, and W .
Define W̃ , ŨJ , and J̃ such that (W,UJ , J, Z̃2)

d
= (W̃, ŨJ , J̃, Z̃2), and W̃ , ŨJ ,

and J̃ are independent given Z̃2. By the Donsker–Varadhan variational for-
mula [BLM13, Prop. 4.15] and the disintegration theorem [Kal06, Thm. 6.4],
for all measurable functions g in G, i.e., the class of all functions g such that
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(
PZ̃(2)

[W̃ ]⊗ PZ̃(2)
[ŨJ ]⊗ PZ̃2[J̃ ]

)
(exp g) <∞, with probability one we have

I Z̃
(2)

(W,J ;UJ) = KL(PZ̃2[W,J, UJ ] ‖PZ̃2[W̃ ]⊗ PZ̃2[ ˜̃J ]⊗ PZ̃(2)

[ŨJ ]) (B.21)

= sup
g∈G

PZ̃(2)

[W,J, UJ ](g)− log
[(

PZ̃2[W̃ ]⊗ PZ̃2[J̃ ]⊗ PZ̃2[ŨJ ]
)

(exp g)
]
.

(B.22)

Define f(w, j, uj) , λ
m

∑m
i=1(−1)uji (` (z1,ji , w)− ` (z2,ji , w)) where λ ≥ 0. By

Eq. (B.22), we can write

I Z̃
(2)

(W,J ;UJ) ≥ PZ̃(2)

[W,UJ , J ](f)− log
[ (

PZ̃(2)

[W̃ ]⊗ PZ̃(2)

[ŨJ ]⊗ PZ̃2[J̃ ]
)

(exp f)
]
.

(B.23)

Considering the second term of the RHS of Eq. (B.23), Hoeffding’s lemma implies that(
PZ̃2[W̃ ]⊗ PZ̃(2)

[ŨJ ]⊗ PZ̃2[J̃ ]
)

(exp f) (B.24)

= EZ̃2 exp
( λ
m

m∑
i=1

(−1)ŨJi
(
`
(
Z1,J̃i

, W̃
)
− `
(
Z2,J̃i

, W̃
)))

(B.25)

= EZ̃2EZ̃2,W̃,J̃

m∏
i=1

exp
( λ
m

(−1)ŨJi
(
`
(
Z1,J̃i

, W̃
)
− `
(
Z2,J̃i

, W̃
)))

(B.26)

≤ EZ̃2EZ̃2,W̃,J̃

m∏
i=1

exp
(λ2

(
`
(
Z1,J̃i

, W̃
)
− `
(
Z2,J̃i

, W̃
))2

2m2

)
(B.27)

≤ exp

(
λ2

2m

)
, (B.28)

where we use the fact that(
PZ̃(2)

[W̃ ]⊗ PZ̃(2)

[ŨJ ]⊗ PZ̃2[J̃ ]
)

(f) = 0.

Substituting the bound in Eq. (B.28) into Eq. (B.23), rearranging and taking expecta-
tions, we obtain

E
1

m

m∑
i=1

(−1)UJi (` (Z1,Ji ,W )− ` (Z2,Ji ,W )) ≤ E inf
λ≥0

I Z̃2(W,J ;UJ) + λ2

2m

λ
(B.29)

= E
√

2

m
I Z̃2(W,J ;UJ). (B.30)
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Moreover, we have a.s.

I Z̃2(J,W ;UJ)− I Z̃2(J ;UJ)︸ ︷︷ ︸
0

= I Z̃2(W ;UJ |J). (B.31)

Here, I Z̃2(J ;UJ) = 0 since J is independent of UJ given Z̃2. Plugging Eq. (B.31) into
Eq. (B.30), we obtain the desired result.

Proof of Theorem 3.3.2. Consider

I(W ;UJ(m1)|Z̃2, J (m1)) = H(UJ(m1)|J (m1), Z̃2)− H(UJ(m1)|J (m1), Z̃2,W ) (B.32)

=
1(
n
m1

) ∑
K1∈[n]m1

H(UK1|Z̃2)− H(UJ(m1)|J (m1), Z̃2,W ) (B.33)

=
1(
n
m1

) ∑
K1∈[n]m1

H(UK1|Z̃2)− 1(
n
m1

) ∑
K1∈[n]m1

H(UK1 |Z̃2,W ).

(B.34)

Eq. (B.33) follows because Z̃2 ⊥⊥ J (m1), while Eq. (B.34) follows because the event
{J (m1) = K1} is independent of (W,UK1 , Z̃2). Then

1

m1

I(W ;UJ(m1)|Z̃2, J (m1)) =
1

m1

(
n
m1

) ∑
K1∈[n]m1

[H(UK1)− H(UK1|W, Z̃2)] (B.35)

=
1

n
H(U)− 1

m1

(
n
m1

) ∑
K1∈[n]m1

H(UK1|W, Z̃2) (B.36)

=
1

m2

(
n
m2

) ∑
K2∈[n]m2

H(UK2)−
1

m1

(
n
m1

) ∑
K1∈[n]m1

H(UK1|W, Z̃2)

(B.37)

≤ 1

m2

(
n
m2

) ∑
K2∈[n]m2

[H(UK2)− H(UK2|W, Z̃2)] (B.38)

=
1

m2

I(W ;UJ(m2)|Z̃2, J (m2)). (B.39)

Eq. (B.35) follows from Eq. (B.34) and the fact that U ⊥⊥ Z̃2, while Eq. (B.36) follows
from each element of U being IID. Eq. (B.38) follows from Lemma B.6.1, which is a
modified version of the Han’s inequality [Te 78]. Finally, the last step follows from
using the same line of reasoning as in Eq. (B.32) to Eq. (B.34).
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Having established Eq. (3.4), the claim follows from

E
√

2

m
I Z̃(2)(W ;UJ |J) ≤

√
2

m
I(W ;UJ |Z̃2, J) (B.40)

≤
√

2

n
I(W ;U |Z̃2), (B.41)

where Eq. (B.40) is Jensen’s inequality, and Eq. (B.41) is the direct application of
Eq. (3.4) with m1 = m and m2 = n. This proves the desired result.

Proof of Theorem 3.3.4. By the Donsker–Varadhan variational formula [BLM13,
Prop. 4.15] and the disintegration theorem [Kal06, Thm. 6.4], with probability one,
for all measurable functions g such that

(
PZ̃(2)

[W̃ ]⊗ PZ̃(2)
[Ũi]
)
(exp g) <∞, we have

I Z̃2(Ui,W ) = KL(PZ̃2[Ui,W ] ‖PZ̃2[Ũi]⊗ PZ̃2[W̃ ]) (B.42)

≥ PZ̃2[Ui,W ][g(W, Z̃2, Ui)]− logPZ̃2[Ũi]⊗ PZ̃2[W̃ ][exp(g(W̃, Z̃2, Ũi))]

(B.43)

where
(
W,Ui, Z̃2

) d
=
(
W̃, Ũi, Z̃2

)
and W̃ ⊥⊥ Ũi | Z̃2. For i ∈ [n], let

gi
(
W, Z̃2, Ui

)
, λ (−1)Ui (` (Z1,i,W )− ` (Z2,i,W )) .

Hoeffding’s lemma implies that

PZ̃2[Ũi]⊗ PZ̃2[W̃ ][exp(gi(W̃, Z̃2, Ũi))] ≤ exp

(
λ2

2

)
, (B.44)

where in the last line we have used gi ∈ [−λ, λ] a.s. From (B.43), we obtain

EZ̃2 (−1)Ui (` (Z1,i,W )− ` (Z2,i,W )) ≤ inf
λ≥0

KL(PZ̃2[Ui,W ] ‖PZ̃2[Ui]⊗ PZ̃2[W ]) + λ2

2

λ

(B.45)

=

√
2I Z̃2(W ;Ui). (B.46)
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Then, averaging over i and taking expectations,

E
[
RD(W )− R̂S(W )

]
= E

1

n

n∑
i=1

EZ̃2 (−1)Ui (` (Z1,i,W )− ` (Z2,i,W )) (B.47)

≤ 1

n

n∑
i=1

E
√

2I Z̃2(W ;Ui). (B.48)

Proof of Theorem 3.3.7. For any two random measures P (Z̃2, UJc , J) and Q(Z̃2, U)

on W, the Donsker–Varadhan variational formula [BLM13, Prop. 4.15] and the
disintegration theorem [Kal06, Thm. 6.4], give that with probability one

KL(Q(Z̃2, U) ‖P (Z̃2, UJc , J)) = sup
g∈G

(
Q(Z̃2, U) [g]− logP (Z̃2, UJc , J) [exp g]

)
(B.49)

where G = {g : P (Z̃2, UJc , J)(exp g) <∞}.
Let g = λ

m

∑
j∈J (−1)Uj (` (Z1,j,W )− ` (Z2,j,W )). First, note that

EZ̃2,UJc ,J

[
λ

m

∑
j∈J

(−1)Uj (` (Z1,j,W )− ` (Z2,j,W ))

]
= 0.

This is because {Uj}j∈J are independent of Z̃2,UJc , and J . Moreover, g is [−λ, λ]-
bounded. Therefore, we can use the Hoeffding’s lemma to obtain

logP (Z̃2, UJc , J) (exp g) ≤ λ2

2
.

Hence, from Eq. (B.49), we conclude that

Q(Z̃2, U)

[
1

m

∑
j∈J

(−1)Uj (` (Z1,j,W )− ` (Z2,j,W ))

]

≤ inf
λ>0

KL(Q(Z̃2, U, J) ‖P (Z̃2, UJc , J))

λ
+
λ

2
=

√
2KL(Q(Z̃2, U) ‖P (Z̃2, UJc , J))
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almost surely. Finally, since J ⊥⊥
(
Z̃2, U

)
we get

Q(Z̃2, U)

[
1

m

∑
j∈J

(−1)Uj (` (Z1,j,W )− ` (Z2,j,W ))

]

= Q(Z̃2, U)

[
1

n

n∑
i=1

(−1)Uj (` (Z1,i,W )− ` (Z2,i,W ))

]
= E

[
RD(W )− R̂S(W )

]
The desired result follows.

B.5 Proofs of Section 3.4

Proof of Theorem 3.4.2. Considering the generalization bound in Theorem 3.3.7 and
Lemma 3.3.6, we can write

E
[
RD(W )− R̂S(W )

]
≤ E

√
2KL(QT (S) ‖PT

(
Z̃2, UJc , J

)
)

≤ E

√√√√ T∑
t=1

2EZ̃2,U,JKL(Qt| ‖Pt|). (B.50)

First, note that from Eq. (3.11) it follows that

Qt| = N (µQt| ,
2ηt
βt

Id),

where the mean is given by

µQt| =

Wt−1 − ηt−1
n− 1

n
∇R̃SJc (Wt−1)− ηt−1

n

(
1[UJ = 1]∇˜̀(Z1,J ,Wt−1) + 1[UJ = 2]∇˜̀(Z2,J ,Wt−1)

)
.

Next, we propose the following construction of Pt|. Note that Pt| is Ft-measurable
random probability measure where

Ft = σ(SJc , Z1,J , Z2,J , J,W0:t−1).

Hence we can exploit the information in the trajectory up to time t to construct Pt|.
In particular, we use the information in Ft to perform a binary hypothesis testing in
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which the two hypotheses are defined as

H1 : UJ = 1,

H2 : UJ = 2.

Equivalently, H1 and H2 can also be described as the hypotheses that Z1,J is a member
of the training set and Z2,J is a member of the training set, respectively. Denote
πt = (πt,1, πt,2) as a probability vector whose i−th element shows the belief of the
prior at time t that the true hypothesis is Hi for i ∈ {1, 2}. Then, we consider the
prior as

Pt| = N (µPt| ,
2ηt−1

βt−1

Id), (B.51)

where

µPt| = Wt−1 − ηt−1
n− 1

n
∇R̃SJc (Wt−1)− ηt−1

n

(
πt,1∇˜̀(Z1,J ,Wt−1) + πt,2∇˜̀(Z2,J ,Wt−1)

)
.

(B.52)

Here π1 = (1
2
, 1

2
). Then, we construct the the belief vector πt for t ≥ 2 using the

log-likelihood ratio as

πt =
(
θ
(

log
PFt [H1]

PFt [H2]

)
, 1− θ

(
log

PFt [H1]

PFt [H2]

))
, (B.53)

where θ : R → [0, 1]. Also, we might expect that the optimal θ satisfies θ(0) = 1
2
,

limx→∞ θ(x) = 1, and limx→−∞ θ(x) = 0.
Denote probability density function PZ̃2,UJc ,Hk,W0 [W1:t−1] as fk (W1:t−1) for k ∈

{1, 2}. Due to Markov structure of the update rule in Eq. (3.11), we have

fk (W1:t−1) =

t−1∏
i=1

(
βi−1

4πηi−1

) d
2

exp

(
−βi−1‖Wi −Wi−1 + ηi−1

n−1
n
∇R̃SJc (Wi−1) + ηi−1

n
∇˜̀(Zk,J ,Wi−1) ‖2

4ηi−1

)
.

(B.54)

Here, Eq. (B.54) is obtained by the Markov property of the update rule in Eq. (3.11).
Then, since the prior distribution on H1 and H2 is uniform, we have



B. APPENDIX OF CHAPTER 3 131

log
PFt [H1]

PFt [H2]
= log

f1(W1:t−1)

f2(W1:t−1)
(B.55)

= Yt,2 − Yt,1, (B.56)

where Yt,1 and Yt,2 are given by

Yt,1 ,
t−1∑
i=1

βi−1

4ηi−1

‖Wi −Wi−1 + ηi−1
n− 1

n
∇R̃SJc (Wi−1) +

ηi−1

n
∇˜̀(Z1,J ,Wi−1) ‖2,

Yt,2 ,
t−1∑
i=1

βi−1

4ηi−1

‖Wi −Wi−1 + ηi−1
n− 1

n
∇R̃SJc (Wi−1) +

ηi−1

n
∇˜̀(Z2,J ,Wi−1) ‖2.

(B.57)
Therefore, the belief vector is given by

πt =
(
θ
(
(Yt,2 − Yt,1)

)
, 1− θ

(
(Yt,2 − Yt,1)

))
, (B.58)

where Y0,1 = Y0,2 = 0 and for t ≥ 2, Yt,1 and Yt,2 are given by Eq. (B.57). To conclude
the proof, we obtain

KL(QT (S) ‖PT
(
Z̃2, UJc , J

)
) ≤

T∑
t=1

EZ̃2,U,JKL(Qt| ‖Pt|) (B.59)

=
T∑
t=1

EZ̃2,U,J βt−1ηt−1‖(1[UJ = 1]− πt,1)∇˜̀(Z1,J ,Wt−1) + (1[UJ = 2]− πt,2)∇˜̀(Z2,J ,Wt−1) ‖2

4n2

(B.60)

=
T∑
t=1

EZ̃2,U,J βt−1ηt−1(1[UJ = 1]− πt,1)2‖∇˜̀(Z1,J ,Wt−1)−∇˜̀(Z2,J ,Wt−1) ‖2

4n2

(B.61)

Finally, plugging Eq. (B.61) into Eq. (B.50), we get the desired result in Eq. (3.14).
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B.6 Conditional Han’s Inequality

Lemma B.6.1. Let (X1, . . . , Xn, Y ) be n + 1-dimensional random variable where
X1, . . . , XN are discrete random variables. Then,

1

k
(
n
k

) ∑
T∈[n]k

H(XT |Y )

is decreasing in k.

Proof. For notational convenience, let Hk(X[n]|Y ) = 1

(nk)

∑
T∈[n]k

H(XT |Y ). Note that
if we manage to show that

Hk(X[n]|Y )−Hk−1(X[n]|Y ) ≤ Hk+1(X[n]|Y )−Hk(X[n]|Y ), (B.62)

then the result in Lemma B.6.1 follows. To show Eq. (B.62), we can write

H(X1, . . . , Xk+1|Y ) + H(X1, . . . , Xk−1|Y )

=H(X1, . . . , Xk|Y ) + H(Xk+1|X1, . . . , Xk, Y ) + H(X1, . . . , Xk−1|Y ) (B.63)

≤H(X1, . . . , Xk|Y ) + H(Xk+1|X1, . . . , Xk−1, Y ) + H(X1, . . . , Xk−1|Y ) (B.64)

=H(X1, . . . , Xk|Y ) + H(X1, . . . , Xk−1, Xk+1|Y ). (B.65)

Here in Eq. (B.64), we drop Xk from the condition in the second term. Therefore, we
have

H(X1, . . . , Xk+1|Y ) + H(X1, . . . , Xk−1|Y ) ≤ H(X1, . . . , Xk|Y ) + H(X1, . . . , Xk−1, Xk+1|Y ).

(B.66)

Then, by averaging Eq. (B.66) over all n! permutation of {1, . . . , n} , we get the
desired result in Eq. (B.62).

B.7 Details of Experiments

In this section, we discuss the details behind the experiments as well as the details of
minimizing the generalization bound in Theorem 3.4.2.
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B.7.1 Network architectures and learning curve

Tables B.1 to B.4 summarize the hyper-parameters we used for the experiments. Also,
in Fig. B.2 we plot the learning curves for the experiments reported in Section 3.4.2.

Dataset MNIST
Architecture MLP(784-500-500-10)

ηt 0.06× (0.95)d
t
50
e

2ηt
βt

10−8 + (3× 10−6 − 10−8)× exp(−0.5d t50e)
Number of iterations 900

Final training error 4.33± 0.01%

Generalization error 0.88± 0.01%

Number of training examples 20000

Number of runs 100

Table B.1: Details of Experiments reported for MNIST with MLP

Dataset MNIST

Architecture
CL(5× 5(32))-MaxPool(2× 2)-CL(5× 5(64))

MaxPool(2× 2)-FC(128)-FC(10)
ηt 0.05× (0.90)d

t
40
e

2ηt
βt

10−8 + (10−5 − 10−8)× exp(−0.5d t40e)
Number of iterations 700

Final training error 2.59± 0.01%

Generalization error 0.55± 0.01%

Number of training examples 20000

Number of runs 100

Table B.2: Details of Experiments reported for MNIST with CNN

Dataset Fashion-FMNIST

Architecture
CL(5× 5(32))-MaxPool(2× 2)-CL(5× 5(64))

MaxPool(2× 2)-FC(200)-FC(10)
ηt 0.07× (0.95)d

t
50
e

2ηt
βt

5× 10−8 + (7× 10−6 − 5× 10−8)× exp(−0.3d t50e)
Number of iterations 1300

Final training error 7.96± 0.03%

Generalization error 3.71± 0.03%

Number of training examples 20000

Number of runs 100

Table B.3: Details of Experiments reported for Fashion-MNIST with CNN
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(b) MNIST with CNN

0 130 260 390 520 650 780 910 1040 1170 1300

10−1

100

E
rr

o
r

Training error

Test error

0 130 260 390 520 650 780 910 1040 1170 1300

Training Iteration

1

2

3

T
ra

in
in

g
lo

ss

(c) Fashion-MNIST
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(d) CIFAR10

Figure B.2: Learning curves. These plots show the training error, error on the test set,
and the training loss. The loss functions is cross-entropy. Note y-axes for the error
plots are log-scale.
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Dataset CIFAR10

Architecture
CL(3× 3(32))-MaxPool(2× 2)-CL(3× 3(64))
CL(3× 3(32))-MaxPool(2× 2)-FC(128)-FC(10)

ηt 0.15× (0.98)d
t
50
e

2ηt
βt

10−9 + (3× 10−5 − 10−9)× exp(−0.3d t50e)
Number of iterations 2300

Final training error 9.39± 0.46%

Generalization error 32.89± 0.44%

Number of training examples 15000

Number of runs 100

Table B.4: Details of Experiments reported for CIFAR10 with CNN

B.7.2 Optimizing the bound over the choice of θ function

Our generalization bound in Theorem 3.4.2 consists of an infimum over the functions
in Θ. To study the impact of infimum, we consider the family of functions Θ given by

Θ = {θa(x)|∃a > 0 such that θa(x) =
1

2
(1 + erf(

x

a
)) or θa(x) =

1

2
(1 + tanh(

x

a
))}.

Then, we divide the samples of the optimization trajectory into two sets of equal
size: training set and the test set. Then, we optimize over a to find the θa?(x) that
achieves the minimum expected generalization over the training set. The numbers
reported in Table 3.1 are based on the evaluation of θa?(x) over the test set. Thus,
the number reported in Table 3.1 are unbiased estimate of the generalization bound
in Theorem 3.4.2.



C

Appendix of Chapter 4

C.1 Known Bounds for Learning VC Classes

In this part, we provide a landscape of the known results for the learning VC classes.
One key distinction is proper learning versus improper learning. In particular, for
every VC class with dimension d, there exists a consistent and improper learning
algorithm that achieves O(d/n) risk under realizability, and this bound is optimal
[hanneke2016optimal; HLW94]. The situation for proper learning is much more
complicated. In general, the achievable rate for the proper learning of VC classes is
off by a log factor, i.e., O(d log(n)/n). Bousquet, Hanneke, Moran, and Zhivotovskiy
[BHMZ20] show that when the dual Helly and hollow star number, which are combi-
natorial complexity measures of the class, agree, then they characterize the existence
of an optimal proper learner. Also, a subclass of VC for which the log factor provably
cannot be removed using proper learners is characterized in [BHMZ20, Thm. 11].
Moreover, for general ERMs, Hanneke [Han16] shows the finiteness of star number is
a necessary and sufficient condition under which we can remove the log factor using
any arbitrary ERMs.

It is interesting to note that the results of moran2016sample reveal a connection
between the general sample compression schemes and VC classes. However, it is not
known whether, in general, the optimal rates for VC classes are always witnessed by
compression schemes.

136
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C.2 Proof of Theorem 4.2.3

Fix n ∈ N. We have eCMID(`(An)) = E[IZ(L;U)] by definition, and IZ(L;U) ≤ HZ(L)

a.s., by the nonnegativity of (conditional) entropy. It then suffices to bound the
cardinality, C, of the support of the conditional distribution of L, given Z, because
HZ(L) ≤ logC a.s. For all i ∈ {0, 1} and j ∈ [n], write Zi,j = (Xi,j, Yi,j), and consider
the set of possible predictions on Z,

P = {p ∈ {0, 1}{0,1}×[n] : ∃h ∈ Hn,∀i ∈ {0, 1}, j ∈ [n], pi,j = h(Xi,j)}. (C.1)

The set P is precisely the set of possible labellings of the 2n inputs (Xi,j), which is
bounded by the growth function of Hn evaluated at 2n points. By the Sauer–Shelah
lemma, the cardinality of P is thus bounded above by 6ndn . Note that the support of
the conditional distribution of L given Z is

{c ∈ {0, 1}{0,1}×[n] : ∃p ∈ P, ∀i ∈ {0, 1},∀j ∈ [n], if and only if ci,j = 1[pi,j 6= Yi,j]}.
(C.2)

Therefore, the cardinality of the support is no greater than that of P , hence C ≤ 6ndn .

C.3 Proof of Theorem 4.4.4

We prove the claim by contradiction. Pick f and c ≥ 0. Let H be a concept class with
finite VC dimension d as shown to exist by Theorem 4.4.3.

Let A be a proper learning algorithm for H, let n ≥ d, and assume, for the
eventual purpose of obtaining a contradiction, that CMID(An) ≤ f(d) for all D and,
for all s ∈ Zn, ER̂s(An(s)) ≤ c d/n if there exists h ∈ H such that R̂s(h) = 0.
Pick a realizable distribution D. It follows from the above assumption and Eq. (4.1)
that E[RD(An(Sn))] ≤ 2c d/n+ 3f(d)/n = (3f(d) + 2c d)/n By Markov’s inequality,
P(RD(An(Sn)) ≥ ε) ≤ 1

nε
(3f(d) + 2c d). It follows that the sample complexity of

proper learning H satisfies

MH
prop(ε, δ) ≤ 1

εδ
(3f(d) + 2c d). (C.3)

Now, fix δ ∈ (0, 1/100) and fix a convergent sequence of εi ↓0. There exists J such
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that, for all i ≥ J ,

1

c̃δ
(3f(d) + 2c d) < dLog

1

εi
+ Log

1

δ
, (C.4)

for c̃ as in Theorem 4.4.3. Combining Eq. (C.4) with Eq. (C.3), MH
prop(εi, δ) <

c̃
εi

(dLog 1
εi

+ Log 1
δ
) for i ≥ J . Simultaneously, from Theorem 4.4.3, it follows that

MH
prop(εi, δ) ≥ c̃

εi
(dLog 1

εi
+ Log 1

δ
), a contradiction.

C.4 Proof of Theorem 4.4.6

Let n ≥ s. First we begin with two definitions: letting Sn be the random element in
(X × Y)n representing our training sample, the empirical teaching dimension [Han07;
EW10], denoted ETDn, is size of the smallest subset of S that produces the same
version space, i.e.,

ETDn = min{|S ′| : S ′ ⊆ Sn,VH[S ′] = VH[Sn]}. (C.5)

An important fact about the empirical teaching dimension is that ETDn is bounded
by star number almost surely [Han16]. An empirical teaching set is any subset of
Sn that achieves the minimum in the definition of the empirical teaching dimension.
Consider a realizable training set Sn ∈ (X × Y)n. Let S ′ denote an empirical
teaching set of Sn. Let Ŝ ⊆ Sn \ S ′. By the definition of the version space we have
VH[Sn] ⊆ VH[Sn \ Ŝ] ⊆ VH[S ′]. Also, by the definition of S ′, we have VH[Sn] = VH[S ′];
therefore, VH[Sn] = VH[Sn \ Ŝ]. This argument shows that the version space is stable,
in the sense that removing any point that is not in S ′ does not alter the version space.
Let ETS(Sn) denote the empirical teaching set Sn.

We also need the definition of the region of disagreement denoted by DIS(VH[Sn]) =

{x ∈ X |∃h, h′ ∈ VH[Sn] such that h(x) 6= h(x′)}.
Following the same line of reasoning as in Eq. (4.4) we obtain I(VH[ZU ];U |Z) ≤

n log 2 −∑n
i=1 H(Ui|U−i,VH[ZU ], Z). Since the order of the training set does not

change the version space we get
∑n

i=1 H(Ui|U−i,VH[ZU ], Z) = nH(U1|U−1,VH[ZU ], Z).
Fix i ∈ [n], and define Ui→b , (U1, . . . , Ui−1, b, Ui+1, . . . , Un) for b ∈ {0, 1}. Using this
notation we can define training sets Si→b = ZUi→b for b ∈ {0, 1} and i ∈ [n]. Let
F1 = σ(U−1,VH[ZU ], Z). Then, we have

H(U1|U−1,VH[ZU ], Z) ≥ E
[
HF1(U1)1[VH[S1→0] = VH[S1→1]]

]
. (C.6)
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Using the same techniques as in the proof Theorem 4.3.4, we can show that on the
event 1[VH[S1→0] = VH[S1→1]], HF1(U1) = log(2). Thus, H(U1|U−1,VH[ZU ], Z) ≥
P(VH[S1→0] = VH[S1→1]) log 2.

For i ∈ [n], define the training set S−i , {ZU1 , . . . , ZUi−1
, ZUi+1

, . . . , ZUn}. Recall
that Zi,j = (Xi,j, Yi,j). We claim that

VH[S1→0] 6= VH[S1→1]⇒ (X0,1 ∈ DIS(VH[S−1])) ∨ (X1,1 ∈ DIS(VH[S−1])). (C.7)

We prove this claim by contraposition. Given that (X0,1 /∈ DIS(VH[S−1])) ∧ (X1,1 /∈
DIS(VH[S−1])), we have that the concepts in DIS(VH[S−1]) agree for prediction of
X0,1 and X1,1. As D is a realizable distribution, we conclude VH[S1→0] = VH[S−1] =

VH[S1→1].
In the next step, we provide an upper bound on P((X0,1 ∈ DIS(VH[S−1]))∨ (X1,1 ∈

DIS(VH[S−1]))) as follows

P((X0,1 ∈ DIS(VH[S−1])) ∨ (X1,1 ∈ DIS(VH[S−1])))

≤ P((X0,1 ∈ DIS(VH[S−1]))) + P((X1,1 ∈ DIS(VH[S−1])))

= 2P(X0,1 ∈ DIS(VH[S−1])). (C.8)

Here, we have used the union bound and the points in Z are i.i.d.. Then, we can write

P(X0,1 ∈ DIS(VH[S−1])) = E[1[X0,1 ∈ DIS(VH[S−1])]]

= E[1[X1 ∈ DIS(VH[{Z2, . . . , Zn}])]]. (C.9)

The last step follows from U and Z are independent, and the points in Z are i.i.d..
Therefore, in the last step we consider the expectation over (Z1, . . . , Zn) ∼ D⊗n.
Note that Zi = (Xi, Yi). By the exchangeability of the points in (Z1, . . . , Zn) we have

E[1[X1 ∈ DIS(VH[{Z2, . . . , Zn}])]] =
1

n

n∑
i=1

E[1[Xi ∈ DIS(VH[{Z1, . . . , Zn} \ {Zi}])]].

(C.10)

Then, we claim that given Xi ∈ DIS(VH[{Z1, . . . , Zn} \ {Zi}]) then Xi ∈ S ′ where S ′
is any teaching set of {Z1, . . . , Zn}. We can easily prove this claim by contradiction
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and the stability of the version space shown in the beginning of this section. Therefore,

1

n

n∑
i=1

E[1[Xi ∈ DIS(VH[{Z1, . . . , Zn} \ {Zi}])]] ≤
1

n

n∑
i=1

E[1[Xi ∈ S ′]]

=
1

n
E

[
n∑
i=1

1[Xi ∈ S ′]
]

≤ s

n
. (C.11)

Here, we have used the linearity of the expectation, and the last step follows from the
fact that the cardinality of S ′ is at most s almost surely. By Eq. (C.8)-Eq. (C.11), we
have P((X0,1 ∈ DIS(VH[S−1])) ∨ (X1,1 ∈ DIS(VH[S−1]))) ≤ 2s/n. Then, by Eq. (C.7)
we have

H(U1|U−1,VH[ZU ], Z) ≥ P(VH[S1→0] = VH[S1→1]) log 2

≥ [1− P((X0,1 ∈ DIS(VH[S−1])) ∨ (X1,1 ∈ DIS(VH[S−1])))] log 2

≥ (1− 2s

n
) log 2. (C.12)

Finally, combining this results and I(VH[ZU ];U |Z) ≤ n log 2−nH(U1|U−1,VH[ZU ], Z),
we obtain I(VH[ZU ];U |Z) ≤ 2s log 2 which was to be shown.

C.5 Proof of Theorem 4.4.8

We begin the proof by a lemma, which can be seen as the generalization of the
well-known coupon collector’s problem [BHMZ20, Lem. 19].

Lemma C.5.1. Let M,m ∈ N and 1 ≤ m ≤ M . Assume we take k sam-
ples X1, . . . , Xk uniformly at random with replacement from [M ]. Then P(|[M ] \
{X1, . . . , Xk}| ≥ m) ≥ 1/2 if k ≤ (M/2) log M

m
.

Note that |[M ] \ {X1, . . . , Xk}| is the number of unseen elements from [M ] after
observing samples X1, . . . , Xk.

Consider a concept class H over the input space X whose star number is s. Let
M = min{n, s}. By the definition of star number, there exists (x1, . . . , xM) ∈ XM ,
such that ((x1, y1), . . . , (xM , yM )) is realizable by h?0 ∈ H, and every neighbour of this
sequence is also realizable by a classifier in H. Let hxi ∈ H be any classifier such that
{j ∈ [M ]|hxi(xj) 6= yj} = {i}.
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For the case M = 1, our lower bound is simply min{n, s} − 1 = M − 1 = 0 which
is trivial since the mutual information is non-negative. Therefore, in the rest of the
proof we assume M ≥ 2.

For the case M ≥ 2, consider the following distribution on the input space

DX(x1) = 1− M − 1

n
and DX(xi) =

1

n
, for i ∈ {2, . . . ,M}.

Also let the target function (labelling function) be h?0. Let Z, U , and S be defined
as usual, based on a sample from DX labeled by h?0. Since DX has zero measure
on X \ {x1, . . . , xM}, we can, without any loss of generality, assume that H =

{h?0, hx1 , . . . , hxM}, as every other classifier is equivalent to one of these DX-almost
everywhere. When we release the version space, we can agree in advance that elements
stand for their equivalence classes, which does not affect the information content.

Let X = (Xi,j)i∈{0,1},j∈[n] denote the inputs observed in the supersample Z. Define
XU as the sequence of the inputs observed in ZU . Similarly, let XŪ denote the sequence
of inputs observed in the “ghost sample” ZŪ , where Ū denotes the sequence U but
with every entry flipped. In the following, we write x ∈ XU to mean that there exists
i ∈ [n] such that XUi,i = x.

We claim that VH[ZU ] = {hxi|i ∈ [M ], xi /∈ XU} ∪ {h?0}.1 To see this, note that, if
xi /∈ XU , then hxi = h?0 on S and so both are ERMs. In the other direction, if xi ∈ XU ,
then hxi makes at least one mistake, and so is not an ERM. Thus, if VH[ZU ] has a
non-empty intersection with {hX0,i

, hX1,i
}, we can perfectly recover Ui from VH[ZU ],

since in each column of the supersample Z, only one point is selected for the training
set. We use this observation to lower bound the conditional entropy of U given Z and
the version space.

To that end, let J = {j ∈ [n]|VH[ZU ]∩ {hX0,j
, hX1,j

} 6= ∅} be the set that contains
the index of every column j for which we can perfectly recover Uj from the version
space. Note that we can represent J in an equivalent form as follows. For two
sequences v, w ∈ {x1, . . . , xM}n, define K(v, w) = {j ∈ [n]|wj 6= vi for all i ∈ [n]}. By
the definition of the version space, xi /∈ XU is equivalent to hxi ∈ VH[ZU ]. Let j ∈ [n],
then

j ∈ J ⇔ VH[ZU ] ∩ {hX1−Uj,j
} = {hX1−Uj,j

} ⇔ X1−Uj ,j /∈ XU ⇔ j ∈ K(XU , XŪ).

Therefore, J = K(XU , XŪ).
1Formally, this statement holds almost surely. We will skip such declarations for the remainder of

the proof.
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By the definition of the mutual information, and the fact that U and Z are
independent, we have

I(VH[ZU ];U |Z) = n log(2)− H(U |Z,VH[ZU ]). (C.13)

Then

H(U |Z,VH[ZU ]) = H(U |Z,VH[ZU ], J) (C.14)

= H(UJ , UJc |Z,VH[ZU ], J) (C.15)

= H(UJc |Z,VH[ZU ], J) (C.16)

≤ E[n− |J |] log(2), (C.17)

where Eq. (C.14) follows from J being known from Z and VH[ZU ]; Eq. (C.16) follows
from UJ being known from J , Z, VH[ZU ]; and Eq. (C.17) follows from the cardinality
of the support of the distribution of UJc being no more than 2(n−|J |). Therefore, by
Eq. (C.13) and Eq. (C.17), we have

I(VH[ZU ];U |Z) ≥ E[J ] log 2. (C.18)

In the next step of the proof, we lower bound E[|J |]. Because U and Z are
independent and Z is an i.i.d. array, XU and XŪ are independent and identically
distributed sequences of i.i.d. elements with common distribution DX . Thus, E[|J |] =

E
[
|K(X, X̄)|

]
, where X and X̄ are i.i.d. copies of XU (equivalently, XŪ).

Let M̂ be the number of elements of {x2, . . . , xM} not appearing in X, i.e.,
M̂ = |{i ∈ {2, . . . ,M}|xi 6= Xj for all j ∈ [n]}|. Conditional on X, if x1 ∈ X,
then |K(X, X̄)| is a Binomial random variable with n trials, each succeeding with
probability M̂

n
. If x1 /∈ X, then |K(X, X̄)| is a Binomial random variable with n trials,

each succeeding with probability M̂
n

+ 1− M−1
n
≥ M̂

n
. Therefore,

E[|J |] = E
[
|K(X, X̄)|

]
(C.19)

= E
[
EX [|K(X, X̄)|]

]
(C.20)

≥ E[M̂ ]. (C.21)

Here, Eq. (C.20) follows from the tower rule and Eq. (C.21) follows from the fact that
the mean of the binomial distribution with n trials, each succeeding with probability
p, is np.

Fix β = exp(−3) and m = β(M − 1). Let N̂ denote the number of samples in X
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falling in {x2, . . . , xM}. Then, using the tower rule and Markov’s inequality we have

E[M̂ ] = E
[
EN̂ [M̂ ]

]
(C.22)

≥ E
[
mPN̂ [M̂ ≥ m]

]
(C.23)

≥ E
[
mPN̂ [M̂ ≥ m]1[N̂ ≤ ((M − 1)/2) log β−1]

]
(C.24)

Note that, conditional on N̂ , the N̂ samples falling in {x2, . . . , xM} are conditionally
independent, with conditional distribution uniform on this set. Using this fact, from
Lemma C.5.1 we obtain

E
[
mPN̂ [M̂ ≥ m]1[N̂ ≤ ((M − 1)/2) log β−1]

]
≥ 1

2
mP(N̂ ≤ ((M − 1)/2) log β−1).

(C.25)

We have E[N̂ ] = M − 1 and, by Markov’s inequality, P(N̂ ≤ M−1
2

log β−1) ≥ 1 −
2/log(β−1) = 1/3. By combining Eq. (C.18), Eq. (C.21), Eq. (C.25), and P(N̂ ≤
M−1

2
log β−1) ≥ 1/3 we get

I(VH[ZU ];U |Z) ≥ β log 2

6
(M − 1)

= Ω(min{n, s} − 1),

which was to be shown.

C.6 Proof of Theorem 4.4.9

By the well-ordering theorem [Zer08], there exists a binary relation � on H that
is transitive, total, antisymmetric, and well-ordered. In particular, the well-ordered
property implies that every nonempty subset H has the least element. The proposed
learning algorithm is given by

An(Sn) = LE(VH[Sn]),

where LE of a nonempty set denotes its least element with respect to �.2 Note that
An is deterministic, consistent, and permutation-invariant, i.e., the order of the points
in Sn does not impact the output.

2In some cases this classifier may not be measurable. We will assume it is. To avoid measure-
theoretic issues, one may assume X is countably infinite or finite, or design a well-ordering by hand
to guarantee measurability if possible.
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Let W = An(ZU). By the definition of the mutual information and Lemma 4.2.1, we
obtain

CMID(An) = H(U |Z)−H(U |W,Z)

≤ n log(2)−
n∑
i=1

H(Ui|U−i, Z,W ). (C.26)

The last step follows since U is independent of Z and the independence of in-
dices of U and Lemma 4.2.1. By the permutation-invariance of the algorithm,
we have

∑n
i=1H(Ui|U−i, Z,W ) = nH(U1|U−1, Z,W ). Fix i ∈ [n], and define

Ui→j , (U1, . . . , Ui−1, j, Ui+1, . . . , Un) for j ∈ {0, 1}. Using this notation we can define
training set Si→j = ZUi→j for j ∈ {0, 1} and U−i ∈ {0, 1}n−1. Let F1 = σ(W,U−1, Z).
Define the F1-measurable event E = {An(S1→0) = An(S1→1)}. Then, we can write
H(U1|U−1, Z,W ) = E[HF1(U1)(1[E ] + 1[Ec])]. We claim the following facts:

1. On the event Ec, HF1(U1) = 0 a.s..

2. On the event E , HF1(U1) = log 2 a.s..

The reason is that since the algorithm is deterministic, on the event Ec we can perfectly
recover U1 since W is either An(S1→0) or An(S1→1) which shows that HF1(U1) = 0.
Then, on the event E , using the Bayes rule we can show that HF1(U1) = log 2.
Therefore, we have H(U1|U−1, Z,W ) = E[1[E ]] log(2). We can further lower bound

H(U1|U−1, Z,W ) ≥ E
[
1[E ]1[`(An(S1→0), Z1,1) = 0 ∧ `(An(S1→1), Z0,1) = 0]

]
log(2).

(C.27)

Next, we claim that on the event {`(An(S1→0), Z1,1) = 0} ∧ {`(An(S1→1), Z0,1) = 0},
we have An(S1→0) = An(S1→1) a.s.. This claim can be proved by contradiction.
Assume An(S1→0) 6= An(S1→1). Consider the version space VH[S1→0 ∪ S1→1]. By the
assumptions `(An(S1→0), Z1,1) = 0 and `(An(S1→1), Z0,1) = 0, we have An(S1→0) ∈
VH[S1→0 ∪ S1→1] and An(S1→1) ∈ VH[S1→0 ∪ S1→1]. Also, it is immediate to see that
VH[S1→0 ∪ S1→1] ⊆ VH[S1→0] and VH[S1→0 ∪ S1→1] ⊆ VH[S1→1]. Therefore, we have
An(S1→0) ∈ VH[S1→1] and An(S1→1) ∈ VH[S1→0]. By the definition of the algorithm,
we choose the least hypothesis from the version space. Thus, An(S1→0)� An(S1→1)

sinceAn(S1→1) ∈ VH[S1→0]. Similarly, we can showAn(S1→1)� An(S1→0). Therefore,
considering An(S1→1)� An(S1→0) and An(S1→0)� An(S1→1), we conclude that the
assumption An(S1→0) 6= An(S1→1) is false, a contradiction.
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Having proved that An(S1→0) = An(S1→1) on the event {`(An(S1→0), Z1,1) =

0} ∧ {`(An(S1→1), Z0,1) = 0}, we can further simplify Eq. (C.27) as

H(U1|U−1, Z,W ) ≥ E [1[`(An(S1→1), Z0,1) = 0]1[`(An(S1→0), Z1,1) = 0]] log 2

≥ (1− E[1[`(An(S1→1), Z0,1) = 1]]− E[1[`(An(S1→1), Z0,1) = 1]]) log 2

= (1− 2E[RD(An(Sn))] log 2.

The last step follows since the elements of S1→0 and S1→1 are i.i.d.. By plugging this
lower bound into Eq. (C.26), we obtain

CMID(An) ≤ 2n log(2) E[RD(An(Sn))]. (C.28)

Then, we use the the result from Corollary 12 of [Han16] which states the following
bound holds uniformly for the expected risk of all consistent and proper learners for
learning a concept class with VC dimension d and star number s:

E[RD(An(Sn))] = O(
d

n
log(

min{s, n}
d

)).

Finally, the stated result follows by combining this bound with Eq. (C.28).

C.7 Proof of Theorem 4.5.1

Let L = (L1, . . . , Ln) where Li ∈ {0, 1}2 denotes the vector at Column i of the loss
array L. By the definition of mutual information, we have I(L;U |Z) ≤ H(L|Z). Since
conditioning decreases the entropy, we have H(L|Z) ≤ H(L). Finally, by the chain
rule, H(L) ≤∑n

i=1 H(Li).
Note that Li takes values in {[1, 0]ᵀ, [0, 0]ᵀ, [0, 1]ᵀ}, as it is assumed that An is

consistent and, by construction, at each column, one of the points is selected for the
training set. If Ui = 0, then Z0,i is in the training set and so, because the algorithm is
consistent, L0,i = 0 a.s. Therefore,

P[Li = [1, 0]ᵀ] = E
[
PU [Li = [1, 0]ᵀ]

]
= E

[
1[Ui = 0]PU [Li = [1, 0]ᵀ]

]
+ E

[
1[Ui = 1]PU [Li = [1, 0]ᵀ]

]
= E

[
1[Ui = 1]PU [Li = [1, 0]ᵀ]

]
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Conditioning on event Ui = 1, we have Li = [1, 0]ᵀ = `(An(ZU ), Z0,i) = 1 and therefore

PU [Li = [1, 0]ᵀ] = PU [`(An(ZU), Z0,i) = 1] = RD(An),

where the final equality follows from the definition of the expected risk and the fact that
Z0,i is not in ZU . Therefore, P[Li = [1, 0]ᵀ] = E[1[Ui = 1]]RD(An) = (1/2)RD(An).
The same idea establishes that P[Li = [0, 1]ᵀ] = (1/2)RD(An).

Therefore, by the definition of the entropy

H(Li) = −(1−RD(An)) log(1−RD(An))−RD(An) log(
RD(An)

2
)

= Hb(RD(An)) +RD(An) log(2).

The stated results follows from eCMID(`(An)) ≤∑n
i=1 H(Li).

C.8 Proof of Theorem 4.5.6

We begin by presenting a theorem that will be used later to prove Theorem 4.5.6. This
theorem, which might be of independent interest, shows the average leave-one-error
over supersample Z can be used to upper bound eCMID(`(An)).

Lets begin by introducing some notations. For n ∈ N, let [2n]n+1 denote the set of
all size-n+ 1 subsets of [2n] and let Hb(·) denote the binary entropy function.

Theorem C.8.1. Let A denote a consistent and symmetric algorithm. Let Pe :

Zn × Z → [0, 1]. For s = ((x1, y1), . . . , (xn, yn)) ∈ Zn and (x, y) ∈ Z, Pe(s; (x, y))

denotes the probability of error An for predicting the label x where the randomness is
over the internal randomness in A. Then, for every distribution D, we have

eCMID(`(An)) ≤ nE
[
Hb(κ(Z̃))+κ(Z̃) log 2−EJ ∼ Unif([2n]n+1)

1

n+ 1

∑
j∈J

Hb(Pe(Z̃J−{j}; Z̃j))
]

(C.29)
where Z̃ = (Z1, . . . , Z2n) ∼ D⊗(2n) and κ(Z̃) =

EJ ∼ Unif([2n]n+1)
1

n+1

∑
j∈J Pe(Z̃J−{j}; Z̃j) which takes values in [0, 1] almost surely.

Note, in Eq. (C.29), the outer expectation is over Z̃.

The proof of Theorem C.8.1 is deferred to Appendix C.8.2.
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Figure C.1: One-inclusion graph of point functions for a set of distinct points.

C.8.1 Proof of Theorem 4.5.6

First of all, note that given distinct points (x1, . . . , xn+1) ∈ Rn+1, the vertex set of the
one-inclusion graph is given by

{(h(x1), . . . , h(xn+1))|h ∈ H} = {(a1, . . . , an+1)|ai ∈ {0, 1} for all i ∈ [n+ 1],
∑

i∈[n+1]

ai ≤ 1}.

As an example Fig. C.1 illustrates the structure of the one-inclusion graph for a
sequence of distinct points. The prediction rule is as follows. Given a training set
((x1, y1), . . . , (xn, yn)) and test example x, we have two cases. If yi = 0 for all i ∈ [n],
then the label of x is predicted to be 0 with probability n

n+1
, and it is predicted to

be one with probability 1
n+1

. The second case is that there exists a point with label
1. Denote its index by i? ∈ [n]. In this case, the target function is known to be
1[x = xi? ].

To upper bound eCMI for this prediction rule, we consider the upper bound
provided in Theorem C.8.1. For a fixed supersample Z̃ = ((x1, y1), . . . , (x2n, y2n)), we
will consider two cases:
Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0.Case I: For all i ∈ [2n] we have yi = 0. Let J ∈ [2n]n+1 and let deg(Z̃J) denote the
degree of the vertex (0, 0, . . . , 0, 0) in the one-inclusion graph Z̃J . Note that if there is
no repetition in Z̃J then, the degree is n+ 1. If repetition exists, it is less than n+ 1.
Then, according to the prediction rule we have

κ(Z̃) = EJ ∼ Unif([2n]n+1)
1

n+ 1

∑
j∈J

Pe(Z̃J−{j}, Z̃j)

=
1

n+ 1
EJ ∼ Unif([2n]n+1)

deg(Z̃J)

n+ 1
.

(C.30)
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Also,

EJ ∼ Unif([2n]n+1)
1

n+ 1

∑
j∈J

Hb(Pe(Z̃J−{j}, Z̃j)) = Hb(
1

n+ 1
)EJ ∼ Unif([2n]n+1)

deg(Z̃J)

n+ 1
.

(C.31)
let α = EJ ∼ Unif([2n]n+1)

deg(Z̃J )
n+1

. If α = 0, then eCMID(`(An)) = 0 = O(1). Therefore,
assume α > 0, then we can use Eq. (C.29), Eq. (C.30), and Eq. (C.31) to obtain

eCMID(`(An)) ≤ nE
[
Hb(

α

n+ 1
) +

α log 2

n+ 1
− αHb(

1

n+ 1
)
]

(C.32)

≤ nE
[
− α

n+ 1
log

α

n+ 1
− (1− α

n+ 1
) log(1− α

n+ 1
) +

α log 2

n+ 1
+

α

n+ 1
log(

1

n+ 1
) + α(1− 1

n+ 1
) log(1− 1

n+ 1
)
]

(C.33)

≤ nE
[
− α

n+ 1
log(α) +

2α log 2

n+ 1

]
(C.34)

≤ n
[2 log 2

n+ 1
+

exp(−1)

n+ 1

]
(C.35)

= O(1). (C.36)

Eq. (C.34) is obtained by removing the negative terms and the inequality −(1 −
x) log(1 − x) ≤ x log 2 for x ∈ [0, 1]. Eq. (C.35) follows from maxx∈[0,1]−x log(x) =

exp(−1) and α ≤ 1.
Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1.Case II: There exists i ∈ [2n] such that yi = 1. Let m = |{i ∈ [2n]|yi = 1}|, β =
(2n−m
n+1 )

( 2n
n+1)

, and α = EJ [deg(ZJ )
n+1

|no point with label 1 in Z̃J ]. Then, we have

κ(Z̃) = EJ ∼ Unif([2n]n+1)
1

n+ 1

∑
j∈J

Pe(Z̃J−{j}, Z̃j)

= βEJ [
1

n+ 1

∑
j∈J

Pe(Z̃J−{j}, Z̃j)|no point with label 1 in Z̃J ]

+ (1− β)EJ [
1

n+ 1

∑
j∈J

Pe(Z̃J−{j}, Z̃j)|there exists points with label 1 in Z̃J ]

≤ αβ
1

n+ 1
+ (1− β)

1

(n+ 1)2
, (C.37)

where in the last step we have used the fact that when in Z̃J there is a point with label 1,
then the leave-one-out error is at most 1

(n+1)2
and β = P(no point with label 1 in Z̃J) =

(2n−m
n+1 )

( 2n
n+1)

.

The binary entropy function is concave and increasing in the interval [0, 1/2]. The
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concavity of the binary entropy function implies that Hb(v2) ≤ Hb(v1)′(v2−v1)+Hb(v1)

for all v1 and v2 in (0, 1). Then,

Hb(κ(Z̃)) ≤ Hb(αβ
1

n+ 1
+ (1− β)

1

(n+ 1)2
)

≤ Hb(
αβ

n+ 1
) +

1− β
(n+ 1)2

log(
n+ 1− αβ

αβ
). (C.38)

Then, by considering the summation only over Z̃J without any point with label 1, we
obtain

EJ ∼ Unif([2n]n+1)
1

n+ 1

∑
j∈J

Hb(Pe(Z̃J−{j}, Z̃j)) ≥ αβHb(
1

n+ 1
). (C.39)

Then, we can substitute Eq. (C.38) and Eq. (C.39) into Eq. (C.29) to obtain
eCMID(`(An)) = O(1) following the same line of reasoning as in Eq. (C.32)–Eq. (C.36).

C.8.2 Proof of Theorem C.8.1

We begin with introducing some notations. Let Γ2n be the set of all bijective mappings
from [2n] to {0, 1} × [n]. Let σ ∈ Γ2n and x = (x1, . . . , x2n) ∈ X 2n be a vector of
length 2n. Then, xσ denotes a matrix of size 2× n where xσi,j = xσ−1(i,j) for i ∈ {0, 1}
and j ∈ [n]. Also, for every m, k ∈ N and 1 ≤ k ≤ m, let [m]k denote the set of all
subsets of size k of [m].

For every n ∈ N let π ∼ Unif(Γ2n), Z̃ = (Z1, . . . , Z2n) ∼ D⊗(2n), and U =

(U1, . . . , Un) ∼ (Ber({0, 1})⊗n where π, Z̃ and U are mutually independent. Let
Sn = (Z̃π

Uj ,j
)nj=1 and An(Sn) be a learning algorithm. Let L ∈ {0, 1}2×n be a matrix

with entries Li,j = `(An(Sn), Z̃π
i,j) for i ∈ {0, 1} and j ∈ [n]. Then, using these random

variables, we can define I(L;U |Z̃, π).

Lemma C.8.2. eCMID(`(An)) = I(L;U |Z̃, π)

Proof. Z̃π is a σ(Z̃, π)-measurable random variable therefore we have I(L;U |Z̃, π) =

I(L;U |Z̃π, Z̃, π). Then, conditioned on Z̃π, L and U are independent from Z̃ and
π. Finally, note that the samples in Z̃ are i.i.d., therefore we have I(L;U |Z̃π) =

eCMID(`(An)).

Lemma C.8.3. Let π, U , and Z̃ be as defined in the beginning of this section. Let
n ∈ N and f : Zn×Z → R be a real-valued function where f is permutation-invariant
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with respect to its first input. Then

EZ̃
[
f((Z̃π

U1,1
, . . . , Z̃π

Un,n); Z̃π
Ū1,1

)
]

= EJ ∼ Unif([2n]n+1)
1

n+ 1

∑
j∈J

f(Z̃J−{j}; Z̃j), (C.40)

where Z̃J = (Z̃J1 , . . . , Z̃Jn+1) and Ūi = 1− Ui.

Proof. write

EZ̃
[
f({Z̃πU1,1, . . . , Z̃

π
Un,n}; Z̃πŪ1,1

)
]

=∑
(i1,...,in+1)∈[2n]n+1

f((Z̃i1 , . . . , Z̃in); Z̃in+1)PZ̃ [({Z̃πU1,1, . . . , Z̃
π
Un,n}, Z̃πŪ1,1

) = ({Z̃i1 , . . . , Z̃in}, Z̃in+1)].

Then,

PZ̃ [({Z̃π
U1,1

, . . . , Z̃π
Un,n}, Z̃π

Ū1,1
) = ({Z̃i1 , . . . , Z̃in}, Z̃in+1)] =

n!(n− 1)!

(2n)!

=
1(

2n
n+1

)
(n+ 1)

where the last line follows since U and π are independent. It is easy to verify that is
exactly equal to the RHS of Eq. (C.40).

Let L = (L1, . . . , Ln) where Li ∈ {0, 1}2 denotes the vector at Column i of the loss
vector L. By the definition and the chain rule for mutual information we have

I(L;U |Z̃, π) =
n∑
i=1

I(Li;U |L1, . . . , Li−1, Z̃, π) (C.41)

=
n∑
i=1

H(Li|L1, . . . , Li−1, Z̃, π)− H(Li|L1, . . . , Li−1, Z̃, π, U) (C.42)

≤
n∑
i=1

H(Li|Z̃, π)− H(Li|Z̃, π, U) (C.43)

= n(H(L1|Z̃, π)− H(L1|Z̃, π, U)). (C.44)

Here, Eq. (C.43) due to the Markov chain Li− (U, Z̃, π)−L−i and removing conditions
increases the entropy. Then, the last step follows since the algorithm is permutation-
invariant. Note that if A is a deterministic algorithm the second term on the RHS of
Eq. (C.44) is zero.

Next we provide an upper bound for H(L1|Z̃, π). Note that L1 can take values
in {[1, 0]ᵀ, [0, 0]ᵀ, [0, 1]ᵀ} as it is assumed that An is consistent and, by construction,



C. APPENDIX OF CHAPTER 4 151

at each column of Z̃π one of the points is selected for the training set. Due to the
symmetry imposed by π and U we have with probability one

PZ̃ [L1 = [1, 0]ᵀ] = PZ̃ [L1 = [0, 1]ᵀ]. (C.45)

Then, note that there exists a function κ, depending only on An, such that

κ(Z̃) = PZ̃ [LŪ1,1 = 1]. (C.46)

We claim that the common value in Eq. (C.45) is given by κ(Z̃)
2

. This claim can
be easily proved by taking the expectation with respect to U1 in Eq. (C.45) and
Eq. (C.46).

Then, we will show that using Lemma C.8.3, κ(Z̃) is given by the average leave-
one-out error of A over Z̃. Given a training set S = ((x1, y1), . . . , (xn, yn)) ∈ Zn and a
test point z = (x, y) ∈ Z, let Pe(S; z) denote the probability that An makes a mistake
in predicting the label x. Using this notation, we have

κ(Z̃) = EZ̃
[
Pe((Z̃

π
U1,1

, . . . , Z̃π
Un,n); Z̃π

Ū1,1
)
]

(C.47)

= EJ ∼ Unif([2n]n+1)
1

n+ 1

∑
j∈J

Pe(Z̃J−{j}; Z̃j), (C.48)

where in the last step we have used Lemma C.8.3. Then, by the fact that conditioning
reduces the entropy we have H(L1|π, Z̃) ≤ H(L1|Z̃). As shown above,

PZ̃ [L1 = [1, 0]ᵀ] = PZ̃ [L1 = [0, 1]ᵀ]

=
1

2
κ(Z̃)

=
1

2
EJ ∼ Unif([2n]n+1)

1

n+ 1

∑
j∈J

Pe(Z̃J−{j}; Z̃j).

(C.49)

Then, by the fact that the L1 can take values in {[1, 0]ᵀ, [0, 0]ᵀ, [0, 1]ᵀ} and Eq. (C.49)
we obtain

H(L1|Z̃) = E[−(1− κ(Z̃)) log(1− κ(Z̃))− κ(Z̃)/2 log(κ(Z̃)/2)− κ(Z̃)/2 log(κ(Z̃)/2)]

= E[Hb(κ(Z̃)) + κ(Z̃) log(2)], (C.50)

where Hb(·) denotes the binary entropy function.
Finally, we find a closed form expression for H(L1|Z̃, π, U). Since it is assumed that
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An is consistent we have LUi,i = 0 a.s.. Therefore H(L1|Z̃, π, U) = H(LŪ1,1|Z̃, π, U).
Then, we can write

H(LŪ1,1|Z̃, π, U) = E[HZ̃,π,U(LŪ1,1)]

= E
[
EZ̃ [HZ̃,π,U(LŪ1,1)]

]
= E

[
EZ̃Hb([Pe((Z̃

π
U1,1

, . . . , Z̃π
Un,n); Z̃π

Ū1,1
))]
]

= E
[
EJ ∼ Unif([2n]n+1)

1

n+ 1

∑
j∈J

Hb(Pe(Z̃J−{j}; Z̃j))
]
, (C.51)

where in the last line we have used Lemma C.8.3. Finally by combining Eq. (C.50),
Eq. (C.51), and Eq. (C.44) we obtain the stated result in Eq. (C.29).

C.9 Description of the One-Inclusion Graph Predic-

tion Algorithm

In this part we provide a short description of the one-inclusion transductive learn-
ing algorithm of Haussler, Littlestone, and M. K. Warmuth [HLW94]. Let X̄ =

(x1, . . . , xn) ∈ X n and let H be a concept class with VC dimension d. Let H|X̄ be
the equivalence class induced by H on the instances given in X̄. Similarly for a
classifier h ∈ H, we can define h|X̄ as the restriction of h to the instances in X̄. For
every h ∈ H|X̄ , let vh = (h(x1), . . . , h(xn)) ∈ {0, 1}n. Haussler, Littlestone, and M. K.
Warmuth [HLW94] defined the one-inclusion graph of X̄ denoted by GH(X̄) = (V,E)

as follows. GH(X̄) has the vertex set V = {vh : h ∈ H|X̄}, and (vh, vh′) ∈ E if and
only if the hamming distance of vh and vh′ is one. For an example of GH(X̄) for the
concept class of intervals in one dimension, see Fig. 1 of [HLW94]. Consider probability
assignment mapping fGH(X̄) : E × V → [0, 1] such that for each edge e incident to vh
and vh′ the following two conditions holds.

1. for all h′′ ∈ H|X̄ with h′′ 6= h and h′′ 6= h′, we have fGH(X̄)(e, vh′′) = 0.

2. fGH(X̄)(e, vh) ≥ 0, f(e, vh′) ≥ 0, and fGH(X̄)(e, vh) + fGH(X̄)(e, vh′) = 1.

For every i ∈ [n] and h ∈ H|X̄ , let ci,h ⊂ H|X̄ be the set of all the hypotheses
in H|X̄ whose restriction to X̄ \ {xi} equals to h|X̄\{xi}. Let h? ∈ H, consider a
realizable S = ((x1, y1), . . . , (xn, yn)) where yi = h?(xi) for i ∈ [n]. Assume Sn−1 =

((x1, y1), . . . , (xn−1, yn−1)) is given to a learner and the learner aims to predict the
label of xn. It is immediate to see that the set of hypotheses consistent with Sn−1 is
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cn,h? . Clearly, |cn,h?| ∈ {1, 2} and if |cn,h?| = 1, we know that the target hypothesis is
h?. But, what should the learner do when |cn,h?| = 2?

Using GH(X̄) we can think of the case |cn,h?| = 2 as there is a vertex vh′ adjacent
to vh? , and vh′ and vh? differ in n-th position. Assume |cn,h?| = 2 and en,h? = {h?, h′}.
Using the probability assignment mapping fGH(X̄) of GH(X̄), the strategy proposed by
Haussler, Littlestone, and M. K. Warmuth [HLW94] predicts the label xn to be h′(xn)

with probability fGH(X̄)(e, vh?), and to be h?(xn) with probability fGH(X̄)(e, vh′). By
identifying a deep combinatorial property of GH(X̄), Thm. 2.3 in [HLW94] shows that
there exists a probability assignment mapping fGH(X̄) with the mentioned properties
such that

∑
e∈E fGH(X̄)(e, vh) ≤ d for all h ∈ GH(X̄), and finding such a mapping is

computationally easy. Moreover, Haussler, Littlestone, and M. K. Warmuth [HLW94]
show there exists deterministic probability assignment for every one-inclusion graph
such that fGH(X̄)(e, vh) ∈ {0, 1} for all e ∈ E and vh ∈ V , and

∑
e∈E fGH(X̄)(e, vh) ≤ d

for all h ∈ GH(X̄).
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Appendix of Chapter 6

D.1 Proof of the information-theoretic bounds of

EGED(An) in the CLB setting

Before starting the proofs, note that the proof of Theorem 6.7.1 implies Theorem 6.4.1
(c.f. Remark 6.7.2 and Remark 6.7.5).

D.1.1 Proof of Theorem 6.7.1: Individual-sample IOMI

Consider [RBTS21, Thm. 1], which controls EGED(An) by means of the Wasserstein
distance

EGED(An) ≤ L

n

n∑
i=1

E
[
W(PZi [W ],P(W ))

]
.

Then, consider the fact that the Wasserstein distance is dominated by the total
variation, that is, that W(µ, ν) ≤ 2RTV(µ, ν) when the space where the distributions
µ and ν are defined has diameter R with respect to the specified metric [Vil09,
Thm. 6.15]1. Applying Pinsker’s [PW19, Thm. 6.5] inequality to the total variation
and Jensen’s inequality afterwards, one recovers the desired bound in Theorem 6.7.1.

1In the particular case of this work, the metric considered for the Lipschitness of the function and
the diameter of the space is the `2 norm difference, but these theorems are not restricted to that.

154
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D.1.2 Proof of Theorem 6.7.1: Individual-sample CMI

Consider now [RBTS21, Thm. 3], which again controls EGED(An) by means of the
Wasserstein distance

EGED(An) ≤ L

n

n∑
i=1

E
[
W(PUi,Z̃0,i,Z̃1,i [W ],PZ̃0,i,Z̃1,i [W ])

]
.

As in the proof above, considering the domination of the Wasserstein distance by
the total variation together with Pinsker’s and Jensen’s inequality recovers the desired
bound in Theorem 6.7.1.

D.1.3 Proof of Theorem 6.7.4

By the Donsker-Varadhan lemma [BLM13, Prop. 4.15] we have that

I(F, S̃;U) ≥ E[g(F, S̃, U)]− logE
[
eg(F

′,S̃′,U)

]
for all measurable functions g such that g(F, S̃, U) and eg(F ′,S̃′,U) have finite expecta-
tions [BLM13, Prop. 4.15], where (F ′, S̃ ′) is an independent copy of (F, S̃) and where
I(F, S̃;U) = I(F,U |S̃) = eCMID(f(An)). For the rest of the proof, let ~f ∈ R2×n be a
realization of F . Consider now

g(~f, s̃, u) =
λ

n

n∑
i=1

(2ui − 1)
(
~f0,i − f(0, z̃0,i)−

(
~f1,i − f(0, z̃1,i)

))
for some λ > 0, and note that E[g(F, S̃, U)] = λEGED(An). Applying Donsker-
Varadhan lemma [BLM13, Prop. 4.15] with this choice of g yields

eCMID(f(An)) ≥ λEGED(An)− logE
[
e
λ
n

∑n
i=1(2Ui−1)

(
F ′0,i−f(0,Z̃′0,i)−

(
F ′1,i−f(0,Z̃′1,i)

))]
.

Studying random variables (2Ui − 1)
(
F ′0,i − f(0, Z̃ ′0,i)−

(
F ′1,i − f(0, Z̃ ′1,i)

))
reveals

that they are 0 mean and bounded in [−2LR, 2LR]. We can thus apply Hoeffding’s
lemma [Wai19, Example 2.4] to bound the cumulant generating function. Optimizing
for λ > 0 and rearranging completes the proof.
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D.2 Proof of Theorem 6.4.2

Let d ∈ N be arbitrary. Let W be a ball of radius R in Rd. Consider an arbitrary
z0 ∈ W such that ‖z0‖ = R. The input space is Z = {z0/R,−z0/R}. Also, let the
data distribution D be D(z0/R) = D(−z0/R) = 1/2, the loss function f :W×Z → R
be f(w, z) = −L 〈w, z〉. It is straightforward to see that the loss function is convex
and L-Lipschitz 2.

Denote the training set S = (Z1, . . . , Zn) ∼ D⊗n. Define a Rademacher random
variable εi = 1 if Zi = z0/R and εi = −1 if Zi = −z0/R. We can represent the
training set as S = ( z0

R
ε1, . . . ,

z0
R
εn). The empirical risk for w ∈ W is given by

F̂Sn(w) =
−L
nR

〈
w, z0

∑
i∈[n]

εi
〉
. It is straightforward to see that the ERM for this

problem is

arg min
w∈W

F̂Sn(w) = An(S) =

z0 if sign(
∑n

i=1 εi) = 1

−z0 if sign(
∑n

i=1 εi) = −1
,

where for x ∈ R, sign(x) = 1 if x ≥ 0 and sign(x) = −1 if x < 0.
First, we provide a lower bound on the expected generalization error. The expected

empirical risk of An is given by

E
[

min
w∈W

F̂Sn(w)
]

= E
[

min
w∈W
− L

Rn

〈
w, z0

n∑
i=1

εi

〉]
= − L

Rn
E
[

max
w∈{z0,−z0}

〈
w, z0

n∑
i=1

εi

〉]
= − L

Rn
E
[∣∣∣〈z0, z0

n∑
i=1

εi

〉∣∣∣]
= −LR

n
E
[∣∣∣ n∑

i=1

εi

∣∣∣],
where we have used ∀a, b ∈ R, max(a, b) = a+b

2
+ |a−b|

2
. Observe that FD(w) = 0 for

2The construction for this section is inspired by the lower bounds for online convex optimization
in [Ora19, Sec.5.1].
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all w ∈ W . Therefore, the expected generalization error is lower bounded by

EGED(An) = −E
[

min
w∈W

F̂Sn(w)

]
=
LR

n
E
[∣∣∣ n∑

i=1

εi

∣∣∣]
≥ LR√

2n
,

where the last line follows from Khintchine–Kahane inequality [MRT18, Thm. D.9].
Next, we analyze the upper bounds based on Theorem 6.4.1. Observe that the

following Markov chain holds:

S − sign
( n∑
i=1

εi

)
−An(S).

By the data processing inequality we have

IOMID(An) = I(An(S);S) ≤ I(An(S); sign
( n∑
i=1

εi

)
).

We can upper bound the mutual information as

I(An(S); sign
( n∑
i=1

εi

)
) ≤ H(sign

( n∑
i=1

εi

)
) ≤ 1,

since sign
(∑n

i=1 εi

)
can take only two values. Therefore, we obtain IOMID(An) ≤ 1.

As CMID(An) ≤ IOMID(An) for any learning problem [HNKRD20, Thm. 2.1], we
have CMID(An) ≤ 1. Finally, the result follows by plugging the bounds on IOMI and
CMI into Theorem 6.4.1.

D.3 Proof of Theorem 6.5.1

The outline of the proof is as follows. First, in Appendix D.3.1, we describe our
construction. Then, we analyze the dynamics of GD on the problem in Appendix D.3.2.
Using the properties of the final iterate of GD, proved in Appendix D.3.2, we proceed
by showing in Appendix D.3.3 that if the noise variance is greater than a threshold,
then the residual term does not converge to zero as the number of samples grows. For
the case that the noise variance is smaller than the threshold, we prove the failure of
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IOMI and CMI in Appendix D.3.4 and Appendix D.3.5, respectively.

D.3.1 Construction

We begin the proof by describing a learning scenario that witnesses the lower bound
(we drop the n argument from the parameters to reduce notational clutter). Let
d ∈ N and Z = {0, 1}d. Let the data distribution on input be (Ber(1/2))⊗d, i.e., each
coordinate is drawn independently and uniformly at random from Ber(1/2). In this
section, we treat the training set S ∈ {0, 1}n×d as a matrix. Note that each element
of S is drawn i.i.d. from Ber(1/2). For i ∈ [d], we say the i−th coordinate is a bad
coordinate iff for all j ∈ [n], Zj(i) = 0. In words, if i−th coordinate is a bad coordinate
then all the entries in the i−th column of S is zero. Also, the convex domain space W
is the Euclidean ball of radius one in Rd. Note for x ∈ Rd, ΠW(x) = x/max{‖x‖, 1}.

We consider the convex function proposed in Amir, Koren, and Livni [AKL21].
Let 0 < λ ≤ O(1/(n

√
d)) be a positive constant which is determined later. Then we

consider the following loss function f :W ×Z → R

f(w, z) =
d∑
i=1

z(i)w(i)2 + λ 〈w, z〉+ max
{

max
i∈[d]

{w(i)}, 0
}
. (D.1)

It is straightforward to show that the first two terms in Eq. (D.1) is convex. Also,
max{maxi∈[d]{w(i)}, 0} is a convex function because it is maximum of convex (linear)
functions [BV04, Sec.3.2.3]. Therefore, f is convex as it is sum of convex func-
tions. Then, we show that each term in Eq. (D.1) is Lipschitz. The first term,∑d

i=1 z(i)w(i)2 ≤ ‖w‖2 is 2−Lipschitz by the boundedness of W . The second term is
λ
√
d−Lipschitz because ‖∇(λ 〈w, z〉)‖ = λ‖z‖ ≤ λ

√
d. We use Lemma D.6.5 to show

that the last term in Eq. (D.1) is 1-Lipschitz. Therefore, f(w, z) is (3+λ
√
d)−Lipschitz.

Note that λ ∈ O(1/(n
√
d)), so the function in Eq. (D.1) is 4−Lipschitz for sufficiently

large n.

D.3.2 Dynamics of GD

First of all, we want to note that the statements in this proof about random variables
hold almost surely. We will skip such declarations for the remainder of the proof to
aid readability. In this part, we aim to find the properties of the final iterates of the
GD algorithm. Let d = 0.75T2n. Let B ∈ {0, 1}d denote a vector such that B(i) = 1

if and only if i is a bad coordinate. Let ‖B‖0 denote the number of bad coordinates.
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Next, we provide a probabilistic estimate on ‖B‖0. ‖B‖0 =
∑d

i=1 B(i) follows the
binomial distribution with the number of trial d and the success probability of 2−n.
The reason is the probability that all the points in a column is zero is given by 2−n.
By the standard multiplicative Chernoff bound [MU05, Cor.4.6] we have

P(T/2 ≤ ‖B‖0 ≤ T ) ≥ 1− 2 exp(−T/36). (D.2)

Therefore, with probability at least 1− 2 exp(−T/36), the number of bad coordinates
is between T/2 and T .

Next step concerns understanding the dynamics of GD. The empirical risk for any
w ∈ W is given by

F̂Sn(w) =
d∑
i=1

µ̂(i)w(i)2 + λ 〈µ̂, w〉+ max
{

max
i∈[d]

{w(i)}, 0
}

(D.3)

where for i ∈ [d], µ̂(i) = 1
n

∑n
j=1 zj(i) ∈ [0, 1] is the empirical mean of the points in

i−th column of S.

Lemma D.3.1. Under the event {T/2 ≤ ‖B‖0 ≤ T}, let B = {i1, . . . , i‖B‖0} ⊆ [d]

contain the ordered set of bad coordinates. Consider the GD process Wt+1 = Wt −
ΠW(Wt − η∂(F̂Sn(Wt))) starting at W0 = 0 where η is the step size. For every i ∈ [d]

and t ∈ [T ]

Wt(i) =


λ
2
(−1 + (1− 2ηµ̂(i))t) i ∈ [d] \ B
−η i ∈ {i1, . . . , imin{‖B‖0,t−1}}
0 i ∈ {imin{‖B‖0,t−1}+1, . . . , i‖B‖0}

.

In particular,

WT (i) =

λ
2
(−1 + (1− 2ηµ̂(i))T ) i ∈ [d] \ B
−η i ∈ B

,

and for all i ∈ [d] \ B, −ηλT ≤ WT (i) < 0.

Proof. First, we describe the first-order oracle proposed in Amir, Koren, and Livni
[AKL21] and Bassily, Feldman, Guzmán, and Talwar [BFGT20]. Note that the
first two terms in Eq. (D.1) are differentiable. For the third term, i.e., f3(w) =

max{maxi∈[d]{w(i)}, 0}, which is not differentiable we consider the following first-
order oracle. Let I(w) = {j ∈ [d]|j ∈ {arg maxi∈[d] w(i)} ∩ {i|w(i) ≥ 0}}. Then, we
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claim that

∂f3(w) =

0 w = 0 or I = ∅
e(min{I(w)}) w 6= 0 and I 6= ∅.

(D.4)

where for i ∈ [d], e(i) = (0, . . . , 0︸ ︷︷ ︸
i− 1 times

, 1, 0, . . . , 0︸ ︷︷ ︸
d− i times

) (i-th coordinate vector).

To prove that Eq. (D.4) is a member of subgradient at w, we need to prove for all
w, v ∈ Rd, we have f3(v) ≥ f3(w) + 〈∂f3(w), v − w〉.

Consider the case w = 0, then, since ∂f3(w) = 0, trivially we have f3(v) ≥ f3(w) =

0. Next, consider the case that w 6= 0 but I(w) = ∅. This case holds if and only
if for all i ∈ [d], w(i) < 0. Therefore, ∂f3(w) = 0 and the first-order convexity
condition trivially holds. Finally, consider the case that w 6= 0 and I(w) 6= ∅. Let
î = min{I(w)}, then

f3(w) +
〈
e(̂i), v − w

〉
= w(̂i) +

〈
e(̂i), v − w

〉
= w(̂i) + v(̂i)− w(̂i)

= v(̂i)

≤ max
{

max
i∈[d]

{v(i)}, 0
}
,

as was to be shown.
Then, we provide analysis of the dynamics of GD using the first-order oracle

described above. We only describe the dynamics under the event {T/2 ≤ ‖B‖0 ≤ T}.
Let the (ordered) set of bad coordinates denoted by B = {i1, . . . , i‖B‖0}. The main
observation here is that we can re-write the Eq. (D.3) as follows

F̂Sn(w) =
∑
i∈[d]\B

w(i)2µ̂(i) + λ
∑
i∈[d]\B

w(i)µ̂(i) + max
{

max
i∈[d]

{w(i)}, 0
}
. (D.5)

This equation shows that the gradient comes from the first two terms does not change
the bad coordinates of w. As we will show that f3 does not provide gradient for
bad coordinates, the dynamic of each good coordinate of w is independent of other
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coordinates. Formally, we prove by induction that W1 = −ηλµ̂, and for t ≥ 2,

Wt(i) =


λ
2
(−1 + (1− 2ηµ̂(i))t) i ∈ [d] \ B
−η i ∈ {i1, . . . , imin{‖B‖0,t−1}}
0 i ∈ {imin{‖B‖0,t−1}+1, . . . , i‖B‖0}

.

For the base case, by the GD algorithm’s update rule we have W1 = ΠW
(
W0− ηg0

)
=

ΠW
(
− ηg0

)
. Note that g0 = λµ̂. Since λ ∈ O(1/(n

√
d)), −ηg0 ∈ W .

For the inductive step, assume that for some k ∈ [T − 1], the claim holds. We
have Wk+1 = ΠW

(
Wk − ηgk

)
. First, for i ∈ [d] \ B, gk(i) = 2Wk(i)µ̂(i) + λµ̂(i). Note

that the gradient from the third term is zero for good coordinates as Wk(i) < 0 for
i ∈ [d] \ B. By a simple calculation, one can show that

Wk − ηgk =
λ

2

(
− 1 + (1− 2ηµ̂(i))k+1

)
.

Also, as λ ∈ O(1/(n
√
d)), Wk− ηgk ∈ W . Then, for the bad coordinates, consider two

cases min{‖B‖0 k − 1} = k − 1 and min{‖B‖0, k − 1} = ‖B‖0. Consider the first case,
i.e., min{‖B‖0, k − 1} = k − 1. Consider ik ∈ B. From Eq. (D.5), the first two terms
do not provide gradient for bad coordinates. Then, we claim that ∂f3(Wk) = e(ik).
The reason is that for all i ∈ {i1, . . . , ik−1} ∪ [d] \ B, Wk(i) < 0 and i ∈ {ik, . . . , ‖B‖0},
Wk(i) = 0. Therefore, the claim follows from Eq. (D.4). Therefore, for the first case,
for all i ∈ {i1, . . . , ik}, Wk+1(i) = −η, and for all i ∈ {ik+1, . . . , ‖B‖0}, Wk+1(i) = 0.

Consider the second case, min{‖B‖0 k − 1} = ‖B‖0. In this case, all coordinates of
Wk are less than zero. Therefore, the gradient from f3 is zero, and the bad coordinates
remain unchanged.

Next, we provide a result regarding ‖WT‖.

Lemma D.3.2. Under the event {T/2 ≤ ‖B‖0 ≤ T}, we have 1
2
√
n
≤ ‖WT‖ ≤ 1√

n
.

Proof. Under the event {T/2 ≤ ‖B‖0 ≤ T}, Lemma D.3.1 shows that

‖WT‖ =
(
‖B‖0η

2 +
∑
i∈[d]\B

WT (i)2
) 1

2
.

Since for good coordinates, |WT (i)| ≤ ληT , we have the following upper bound
‖WT‖ ≤

√
Tη2 + d(ληT )2. For a lower bound consider ‖WT‖ ≥

√
Tη2/2. Setting the

parameters, we obtain ‖WT‖ ≤ 1√
n
and ‖WT‖ ≥ 1

2
√
n
.
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D.3.3 Noise with Large Variance Fails

Consider the case that the variance of ξ along each dimension is σ2 and σ ≥ β?√
d
where

β? = 0.1. In particular, β?√
d
is the threshold for the variance. First of all note that for

all w ∈ W

FD(w) =
1

2
‖w‖2 +

λ

2

d∑
i=1

w(i) + max
{

max
i∈[d]

{w(i)}, 0
}
.

Therefore,

|FD(W̃T )− FD(WT )| =
∣∣∣1
2

(‖W̃T‖2 − ‖W‖2) +
λ

2

d∑
i=1

(W̃T (i)−WT (i)) + ΞT

∣∣∣, (D.6)

where ΞT = max{maxi∈[d]{W̃T (i)}, 0} − max{maxi∈[d]{WT (i)}, 0}. Under the event
{T/2 ≤ ‖B‖0 ≤ T}, Lemma D.3.1 shows that max{maxi∈[d]{WT (i)}, 0} = 0 since
WT (i) < 0 for all i ∈ [d]. Therefore, ΞT = max{maxi∈[d]{W̃T (i)}, 0} ≥ 0.

Because the Gaussian distribution is invariant under the rotation, we can assume
that WT = (‖WT‖, 0, . . . , 0︸ ︷︷ ︸

d− 1 times

) without loss of generality. Therefore, Eq. (D.6) is given

by

|FD(W̃T )− FD(WT )| =
∣∣∣1
2

(‖W̃T‖2 − ‖WT‖2) +
λ

2
(W̃T (1)− ‖WT‖+

d∑
i=2

W̃T (i)) + ΞT

∣∣∣.
(D.7)

Let VT = WT + ξ. Let us represent ξ = rθ where r = ‖ξ‖ and θ = ξ/‖ξ‖. By a simple
calculation, one can obtain that

‖VT‖2 = ‖WT‖2 + r2 + 2‖WT‖rθ(1). (D.8)

Define rmax = 1 − ‖WT‖. Note 0 ≤ rmax ≤ 1 since WT ∈ W. By the tower rule for
the expectation,

E
[
|FD(W̃T )− FD(WT )|

]
≥ E

[
|FD(W̃T )− FD(WT )|1[T/2 ≤ ‖B‖0 ≤ T ]1[r ≤ rmax]

]
+ E

[
|FD(W̃T )− FD(WT )|1[T/2 ≤ ‖B‖0 ≤ T ]1[r > rmax]1[‖VT‖ ≤ 1]

]
+ E

[
|FD(W̃T )− FD(WT )|1[T/2 ≤ ‖B‖0 ≤ T ]1[r > rmax]1[‖VT‖ > 1]

]
(D.9)
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Under the event {T/2 ≤ ‖B‖0 ≤ T}, we divide the sample space into three
regions: Region 1: {r ≤ rmax}, Region 2: {r > rmax} ∩ {‖VT‖ < 1}, and Region 3:
{r > rmax} ∩ {‖VT‖ ≥ 1}. In what follows, we lower bound Eq. (D.9) for each region
separately.

[R1] Region 1 {r ≤ rmax}:
By the tower rule for the expectation,

E
[
|FD(W̃T )− FD(WT )|1[T/2 ≤ ‖B‖0 ≤ T ]1[r ≤ rmax]

]
= E

[
EWT ,r

[
|FD(W̃T )− FD(WT )|

]
1[T/2 ≤ ‖B‖0 ≤ T ]1[r ≤ rmax]

]
Under the event {r ≤ rmax}, it is straightforward to see that ‖VT‖ ≤ 1. Therefore,
W̃T = ΠW(VT ) = VT , and Eq. (D.7) is given by

|FD(W̃T )− FD(WT )| =
∣∣∣1
2
r2 + ‖WT‖rθ(1) +

λr

2

d∑
i=1

θ(i) + ΞT

∣∣∣.
By the construction of the surrogate algorithm and Lemma D.6.1, we know that θ
is independent of r and WT . Then, we invoke the reverse triangle inequality, i.e.,
|a− b| ≥ |a| − |b| for a, b ∈ R. Using θ d

= −θ, we have

Er,WT

[∣∣∣1
2
r2 + r‖WT‖θ(1) +

λr

2

d∑
i=1

θ(i) + ΞT

∣∣∣]

≥ EWT ,r

[∣∣∣1
2
r2 + ‖WT‖rθ(1) + ΞT

∣∣∣]︸ ︷︷ ︸
1○

−EWT ,r

[∣∣∣λr
2

d∑
i=1

θ(i)
∣∣∣]︸ ︷︷ ︸

2○

. (D.10)

We will analyze 1○ and 2○ separately. Note that θ(1) ∼ Unif([−1, 1]). Thus, with
probability 1/2, θ(1) ∈ [0, 1]. Therefore,

1○ ≥ EWT ,r

[∣∣∣1
2
r2 + ‖WT‖rθ(1) + ΞT

∣∣∣1[θ(1) ∈ [0, 1]]

]
≥
∣∣∣r2

4
+

ΞT

2

∣∣∣ ≥ r2

4
, (D.11)

where the last inequality follows from ΞT ≥ 0. By the Cauchy-Schwartz, we have
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‖θ‖1 ≤
√
d since ‖θ‖2 = 1. Therefore,

2○ ≤ λr

2
‖θ‖1

≤ λr

2

√
d

≤ λrmax

2

√
d

≤ λ

2

√
d, (D.12)

where the third inequality follows since r ≤ rmax and the the last step follows from
rmax being less than one. By Eq. (D.10), Eq. (D.11), and Eq. (D.12), we finish lower
bounding the inner expectation,

EWT ,r
[
|FD(W̃T )− FD(WT )

]
≥ r2

4
− λ
√
d

2
≥ r2

4
− 1

2n
. (D.13)

Here, the last inequality follows from setting λ ≤ 1
n
√
d
.

[R2] Region 2: {r > rmax} and {‖VT‖ < 1}:
Since ‖VT‖ < 1 and W̃T = ΠW(VT ), we have W̃T = VT . Using Eq. (D.8), we can

write

|FD(W̃T )− FD(WT )| ≥ |1
2

(r2 + 2‖WT‖rθ(1)) +
λr

2

∑
i∈[d]

θ(i) + ΞT |.

Then, using the reverse triangle inequality, i.e., |a− b| ≥ |a| − |b| for a, b ∈ R, and the
facts that |θ(1)| ≤ 1 and ΞT ≥ 0, we have

|FD(W̃T )− FD(WT )| ≥
∣∣∣1
2
r2 + ΞT

∣∣∣− ∣∣∣r‖WT‖θ(1) +
λr

2

∑
i∈[d]

θ(i)
∣∣∣

≥
∣∣∣1
2
r2 + ΞT

∣∣∣− r‖WT‖|θ(1)| − λr

2

∣∣∣∑
i∈[d]

θ(i)
∣∣∣

≥ 1

2
r2 + ΞT − r‖WT‖ −

λr

2

∣∣∣∑
i∈[d]

θ(i)
∣∣∣

≥ 1

2
r2 − r‖WT‖ −

λr

2

∣∣∣∑
i∈[d]

θ(i)
∣∣∣.
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By the Cauchy-Schwartz, we have ‖θ‖1 ≤
√
d since ‖θ‖2 = 1. Therefore,

|FD(W̃T )− FD(WT )| ≥ 1

2
r2 − r‖WT‖ −

λr

2

√
d

≥ 1

2
r2 − r‖WT‖ −

r

2n
. (D.14)

Here, the last line follows from λ ≤ 1
n
√
d
.

Define g : R → R where g(x) = x2/2 − x(‖WT‖ + 1/(2n)). Then, we have
arg minx∈R g(x) = ‖WT‖+ 1/(2n). From Lemma D.3.2, we know that ‖WT‖ ≤ 1/

√
n.

Notice that for n ≥ 5, we have ‖WT‖ ≤ 1/
√
n ≤ 0.5(1 − 1/(2n)) which gives us

‖WT‖+ 1/(2n) ≤ 1− ‖WT‖ = rmax. Therefore, we conclude that g is increasing for
x ≥ rmax. Note that the lower bound in Eq. (D.14) is g(r) and using this observation
we have g(r) > g(rmax) since in this region r > rmax. Therefore, we can further lower
bound Eq. (D.14) as

|FD(W̃T )− FD(WT )| ≥ 3

2
‖WT‖2 −

(
2− 1

2n

)
‖WT‖+

1

2

(
1− 1

n

)
≥ 1

2
− 2√

n
. (D.15)

To prove the last step define h : R→ R where h(x) = 3
2
x2 −

(
2− 1

2n

)
x+ 1

2

(
1− 1

n

)
.

It is straightforward to see that h(x) is decreasing for x ≤ 1/√n when n ≥
√

5. Using
this argument and some manipulations we can show the last step.

[R3] Region 3: {r > rmax} and {‖VT‖ ≥ 1}.
Since ‖VT‖ ≥ 1 and W̃T = ΠW(VT ), we have ‖W̃T‖ = 1. Using this observation

and reverse triangle inequality, i.e., |a − b| ≥ |a| − |b| for a, b ∈ R, we can simplify
Eq. (D.7) as

|FD(W̃T )− FD(WT )| ≥ 1

2
|1− ‖WT‖2 + 2ΞT | −

λ

2

∣∣∣∑
i∈[d]

W̃T (i)− ‖WT‖
∣∣∣

≥ 1

2
|1− ‖WT‖2 + 2ΞT | −

λ

2
(‖W̃T‖1 + ‖WT‖).

The last line follows from using the triangle inequality twice. By Lemma D.3.2, we
have ‖WT‖ ≤ 1/

√
n. Then, since ΞT ≥ 0, we obtain

|FD(W̃T )− FD(WT )| ≥ 1

2
(1 + 2ΞT −

1

n
)− λ

2
(‖W̃T‖1 +

1√
n

).
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Also, by the Cauchy-Schwartz, we have ‖W̃T‖1 ≤
√
d since ‖W̃T‖2 = 1. Therefore,

setting λ ≤ 1
n
√
d

|FD(W̃T )− FD(WT )| ≥ 1

2
(1− 1

n
) + ΞT −

1

2n
− 1

2n1.5
√
d

≥ 1

2
− 1

n

≥ 1

2
− 2√

n
. (D.16)

Here the last line follows from ΞT ≥ 0 and some simple manipulations.

Equipped with the lower bounds for each region we can conclude this part of the proof.
Combining Eq. (D.9) with Eq. (D.13), Eq. (D.15), and Eq. (D.16), we obtain

E
[
|FD(W̃T )− FD(WT )|

]
≥ E

[(r2

4
− 1

2n

)
1[T/2 ≤ ‖B‖0 ≤ T ]1[r ≤ rmax]

]
+
(1

2
− 2√

n

)
E
[
PS[r > rmax]1[T/2 ≤ ‖B‖0 ≤ T ]

]
. (D.17)

Assume we choose n sufficiently large so that (β?)2

16
− 1

2n
≥ 0 (Notice that such n always

exists). We can further lower bound Eq. (D.17) as

E
[
|FD(W̃T )− FD(WT )|

]
≥ E

[(r2

4
− 1

2n

)
1[
T

2
≤ ‖B‖0 ≤ T ]1[

β?

2
≤ r ≤ rmax]

]
+ E

[(r2

4
− 1

2n

)
1[
T

2
≤ ‖B‖0 ≤ T ]1[r <

β?

2
]

]
+
(1

2
− 2√

n

)
E
[
PS[r > rmax]1[

T

2
≤ ‖B‖0 ≤ T ]

]
≥
((β?)2

16
− 1

2n

)
E
[
PS[

β?

2
≤ r ≤ rmax]1[

T

2
≤ ‖B‖0 ≤ T ]

]
− 1

2n
E
[
1[
T

2
≤ ‖B‖0 ≤ T ]1[r <

β?

2
]

]
+
(1

2
− 2√

n

)
E
[
PS[r > rmax]1[

T

2
≤ ‖B‖0 ≤ T ]

]
≥
((β?)2

16
− 1

2n

)
E
[
PS[

β?

2
≤ r]1[

T

2
≤ ‖B‖0 ≤ T ]

]
− 1

2n
E
[
1[
T

2
≤ ‖B‖0 ≤ T ]1[r <

β?

2
]

]
≥
((β?)2

16
− 1

2n

)
E
[
PS[

β?

2
≤ r]1[

T

2
≤ ‖B‖0 ≤ T ]

]
− 1

2n
P(r <

β?

2
). (D.18)

Here, we have used 1
2
− 2√

n
≥ (β?)2

16
− 1

2n
for n ≥ 14 where β? = 0.1, and r2

4
− 1

2n
≥ − 1

2n

for r ≥ 0.
Note that S ⊥⊥ r by the construction of the surrogate algorithm. By assumption
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we have σ ≥ β?√
d
. Using the concentration bound from Corollary D.6.3 we obtain

P
(
r ≤ β?

2

)
≤ P

(
r ≤ σ

√
d

2

)
≤ 2 exp

(
− 9d

64

)
.

Since r and S are independent, by Eq. (D.2) we have

E
[
PS[

β?

2
≤ r]1[

T

2
≤ ‖B‖0 ≤ T ]

]
= P

(β?
2
≤ r
)
P
(T

2
≤ ‖B‖0 ≤ T

)
≥ (1− 2 exp(−9d/64))P

(T
2
≤ ‖B‖0 ≤ T

)
≥ (1− 2 exp(−9d/64))(1− 2 exp(−T/36)).

(D.19)

Therefore, we conclude this part by combining Eq. (D.18) and Eq. (D.19) to obtain
the following lower bound:

E
[
|FD(W̃T )− FD(WT )|

]
≥
((β?)2

16
− 1

2n

)(
1− 2 exp(−9d/16)− 2 exp(−T/36)

)
− 1

n
exp(−9d

64
).

By setting the parameters, i.e., T and d, we prove that for sufficiently large n

E
[
|FD(W̃T )− FD(WT )|

]
∈ Ω(1),

which was to be shown.

D.3.4 Noise With Small Variance Fails: IOMI

In Appendix D.3.3 we showed that if the variance of ξ is greater than
(
β?√
d

)2, the
distance between the population risk of the surrogate algorithm and the GD algorithm
does not go to zero. In this part, we will show that if the variance of ξ is smaller than
β?√
d
then, the mutual information term does not vanish as n→∞.
By the definition of the mutual information we can write I(W̃T ;S) = H(S) −

H(S|W̃T ). Note that B is a S-measurable random variable. Therefore, we have

H(S|W̃T ) = H(S,B|W̃T ).

Then, by the chain rule for the discrete entropy H(S,B|W̃T ) = H(B|W̃T ) + H(S|W̃T ,B).
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We claim that

H(S|W̃T ,B) ≤ nE[(d− ‖B‖0)].

The reason is by conditioning on B, we know the exact values for the bad coordinates
in S. Therefore, the cardinally of the possible values for each data-point, conditioned
on B, cannot be more that 2d−‖B‖0 . Thus,

I(W̃T ;S) ≥ H(S)− H(B|W̃T )− n(d− E[‖B‖0])

= nE[‖B‖0]− H(B|W̃T ),

where the last line follows from H(S) = nd because each element in S is drawn
i.i.d. Also, note that E[‖B‖0] = E[

∑d
i=1 B(i)] = dE[B(1)] = d2−n where in the last

line we used the fact that each element of S is i.i.d., and each column is a bad
coordinate with probability 2−n. Also, with the similar reasoning we obtain H(B) =

H(B(1), . . . ,B(d)) = dHb(2
−n), where for x ∈ [0, 1] Hb(x) = −x log(x)−(1−x) log(1−x)

is the binary entropy function.
Then, we invoke a version of Fano’s inequality, provided in Lemma D.6.4, to obtain

H(B|W̃T ) ≤ 1 + PeH(B)

where Pe = infM :W→{0,1}d P(M(W̃T ) 6= B). Using the well-known inequality Hb(x) ≤
−x log(x) + x, we obtain

H(B) ≤ d(n2−n + 2−n) = d(n+ 1)2−n.

Therefore,

I(W̃T ;S) ≥ nd2−n − (n+ 1)d2−nPe − 1

= nd2−n
(

1− n+ 1

n
Pe

)
− 1

≥ 1.5n3(1− 2Pe)− 1, (D.20)

where the last line follows from setting d = 0.75T2n, T = 2n2, and (n+ 1)/n ≤ 2.
Next, we design an estimator Ψ to decode B from W̃T and analyze its probability
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of error. Let h = (η + ηλT )/2. Then, the proposed estimator is given by

Ψ(w)(i) =

1 if |w(i)| ≥ h

0 if |w(i)| < h
(D.21)

for i ∈ [d]. In words, it compares each coordinate of w with a given threshold, and if
it is larger than h, then that coordinate declares as a bad coordinate.

Let VT = WT + ξ. Then,

Pe ≤ P(∃i ∈ [d] s.t. Ψ(W̃T )(i) 6= B(i))

≤ P({∃i ∈ [d] s.t. Ψ(W̃T )(i) 6= B(i)} ∩ {‖VT‖ ≤ 1}) + P(‖VT‖ ≥ 1) (D.22)

First we show that P(‖VT‖ ≥ 1) is sufficiently small. From Eq. (D.8), we have
‖VT‖ ≥ 1 = ‖WT‖2 + r2 + 2‖WT‖rθ(1). Then, as shown in Appendix D.3.3 given that
{r ≤ rmax = 1− ‖WT‖}, then ‖VT‖ ≤ 1. Using this we obtain

P(‖VT‖ ≥ 1) = P(‖WT‖2 + r2 + 2‖WT‖rθ(1) ≥ 1)

≤ P(r ≥ 1− ‖WT‖).

Here ξ = rθ where r = ‖ξ‖ and θ = ξ/‖ξ‖. Recall from Lemma D.3.2 that under the
event {T/2 ≤ ‖B‖0 ≤ T}, 1/(2

√
n) ≤ ‖WT‖ ≤ 1/

√
n. Therefore,

P(r ≥ 1− ‖WT‖) ≤ E
[
PS[r ≥ 1− ‖WT‖]1[T/2 ≤ ‖B‖0 ≤ T ]

]
+ 1− P(T/2 ≤ ‖B‖0 ≤ T )

≤ E
[
PS[r ≥ 1− 1/(2

√
n)]1[T/2 ≤ ‖B‖0 ≤ T ]

]
+ 1− P(T/2 ≤ ‖B‖0 ≤ T )

≤ E
[
PS[r ≥ 1− 1/(2

√
n)]1[T/2 ≤ ‖B‖0 ≤ T ]

]
+ 2 exp(−T/36),

where the last line follows from Eq. (D.2). Observe that

{r ≥ 1− 1/(2
√
n)} ⊆ {r ≥ 2β?},

due to β? = 0.1. Also as σ ≤ β?/
√
d, we have

P(r ≥ 2β?) ≤ P(r ≥
√

4d(σ?)2) ≤ 2 exp
(
− 9d

16

)
,

where the last inequality comes from the concentration bounds for r in Corollary D.6.3.
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Since r ⊥⊥ S, we have

PS[r ≥ 1− 1/(2
√
n)] ≤ 2 exp

(
− 9d

16

)
.

Therefore,

P(‖VT‖ ≥ 1) ≤ 2 exp
(
− 9d

16

)
+ 2 exp(−T/36). (D.23)

Since under the event ‖VT‖ ≤ 1, W̃T = ΠW(VT ) = WT + ξ,

P({∃i ∈ [d] s.t. Ψ(W̃T )(i) 6= B(i)} ∩ {‖VT‖ ≤ 1})
= P({∃i ∈ [d] s.t. Ψ(WT + ξ)(i) 6= B(i)} ∩ {‖VT‖ ≤ 1})
≤ P(∃i ∈ [d] s.t. Ψ(WT + ξ)(i) 6= B(i)}). (D.24)

By the definition of the error probability

P(∀i ∈ [d] Ψ(WT + ξ)(i) = B(i)) ≥ E[PS[∀i ∈ [d] Ψ(WT + ξ)(i) = B(i)]1[T/2 ≤ ‖B‖0 ≤ T ]].

(D.25)

Note that WT and B are S-measurable. Therefore, the inner probability is only over ξ.
Also, let B = {i1, . . . , i‖B‖0} denote the set of bad coordinates. Using the closed-form
expression in Lemma D.3.1 for WT under the event {T/2 ≤ ‖B‖ ≤ T}, we have

PS[∀i ∈ [d] Ψ(WT + ξ)(i) = B(i)] =
(
Πi∈BPS[η + ξ(i) ≥ h]

)
Πi∈[d]\B

(
PS[−WT (i) + ξ(i) ≤ h]

)
.

(D.26)

This identity follows from ξ ⊥⊥ S and each coordinate of ξ are i.i.d. As shown in
Lemma D.3.1, under the event {T/2 ≤ ‖B‖ ≤ T}, 0 ≤ −WT (i) ≤ ληT ; therefore,
−WT (i) < h for i ∈ [d] \ B. We can simplify Eq. (D.26) as

(
Πi∈BPS[η + ξ(i) ≥ h]

)
Πi∈[d]\B

(
PS[−WT (i) + ξ(i) ≤ h]

)
=
(

1−Q
(η − ηλT

2σ?

))‖B‖0
Πi∈[d]\B

(
1−Q

(h+WT (i)

σ?

))
where for x ∈ R, Q(x) = 1√

2π

∫
t≥x exp(− t2

2
)dt is the tail distribution function of

the Gaussian distribution with mean zero and variance one. Since Q
(
h+WT (i)

σ?

)
≤
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Q
(
h−ηλT
σ?

)
= Q

(
η−ηλT

2σ?

)
for all i ∈ [d] \ B, we can further lower bound as

PS[∀i ∈ [d] Ψ(WT + ξ)(i) = B(i)] ≥
(
Πi∈BPS[η + ξ(i) ≥ h]

)
Πi∈[d]\B

(
PS[ηλT + ξ(i) ≤ h]

)
≥
(

1−Q
(η − ηλT

2σ?

))‖B‖0(
1−Q

(η − ηλT
2σ?

))d−‖B‖0
,

(D.27)

More precisely, since ηλT < h < η, we have PS[η+ ξ(i) ≥ h] = PS[ξ(i) ≥ h− η] = 1−
PS[ξ(i) ≥ η−h] and PS[ηλT+ξ(i) ≤ h] = PS[ξ(i) ≤ h−ηλT ] = 1−PS[ξ(i) ≥ h−ηλT ].

Therefore, we can use Eq. (D.25), Eq. (D.26), and Eq. (D.27) to obtain

P(∀i ∈ [d] Ψ(WT + ξ)(i) = B(i)) ≥
(

1−Q
(η − ηλT

2σ?

))d
P(T/2 ≤ ‖B‖0 ≤ T )

≥
(

1−Q
(η − ηλT

2σ?

))d (
1− 2 exp

(
− T

36

))
,

where in the last line we have used Eq. (D.2). Note that η − ηλT ≥ 0 since λ ∈
O(1/(n

√
d)). We can use the well-known inequality (1 − x)n ≥ 1 − nx for x ≤ 1 ,

n ∈ N to obtain

1− P(∀i ∈ [d] Ψ(WT + ξ)(i) = B(i))

≤ dQ
(η − ηλT

2σ?

)
+ 2 exp

(
− T

36

)
− 2dQ

(η − ηλT
2σ?

)
exp

(
− T

36

)
≤ dQ

(η − ηλT
2σ?

)
+ 2 exp

(
− T

36

)
,

Then, we invoke the inequality Q(x) ≤ 1
2

exp(−x2

2
) for x ≥ 0 [Wai19, Ex.2.2], to

further upper bound the last equation as follows:

1− P(∀i ∈ [d] Ψ(WT + ξ)(i) = B(i)) ≤ d

2
exp

(
− d(η − ηλT )2

2(β?)2

)
+ 2 exp

(
− T

36

)
.

(D.28)

Finally, by combining Eq. (D.22), Eq. (D.23), Eq. (D.24), and Eq. (D.28), we
obtain

Pe ≤
d

2
exp

(
− d(η − ηλT )2

2(β?)2

)
+ 4 exp

(
− T

36

)
+ 2 exp

(
− 9d

16

)
.
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By setting the parameters and some simple manipulations, we obtain

Pe ≤ n22n exp(−2n/n) + 6 exp(−n2/18). (D.29)

In Fig. D.1, we plot the upper bound in Eq. (D.29). As can be seen the upper bound
is decreasing and smaller than 0.1 for n ≥ 10.
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Figure D.1: The upper bound in Eq. (D.29)

Finally, combining Eq. (D.29) with Eq. (D.20), we conclude that for n ≥ 10 if
σ ≤ β?/

√
d, we have

I(W̃T ;S) ≥ 1.2n3 − 1,

which was to be shown.

D.3.5 Noise with Small Variance Fails: CMI

In this part of the proof we aim to show that if the variance of the noise is smaller
than (β?)2

d
, then CMID(An) grows linearly with n. We begin this part of the proof

with a key lemma.
We recall the definition of bad coordinates. For i ∈ [d], we say the i−th coordinate

is a bad coordinate iff for all j ∈ [n], Zj(i) = 0. In words, if i−th coordinate is a bad
coordinate then all the entries in the i−th column of S is zero. Let B ∈ {0, 1}d denote
a vector such that B(i) = 1 if and only if i is a bad coordinate. Also ‖B‖0 denotes the
number of bad coordinates.

Next, we provide a result which shows that U can be identified with high accuracy
by having access to the supersample and bad coordinates. The intuition behind the
result is as follows. Consider a decision making problem where by having access to B
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and matrix of S̃, we want to find which subset of the supersample contained in the
training set, i.e., find U . First, note that, by definition, in each column of S̃ exactly
one sample is chosen for the training set. Also, by the definition of the bad coordinates,
we know that if i ∈ [d] is a bad coordinate, then for all Z ∈ S, we have Z(i) = 0. In
the next theorem we show that the uncertainty about U is small conditioned on B, S̃.
The idea of the proof is to show that by only considering the bad coordinates we can
distinguish between the points in each column of the supersample.

Lemma D.3.3. H(U |B, S̃) ≤ nE[2−‖B‖0 ].

Proof. Let B = {i1, . . . , i‖B‖0} ⊆ [d] contains the ordered set of bad coordinates. For
every k ∈ [n], define the following indicator random variable

Jk = 1[∃i ∈ B s.t. Z̃0,k(i) 6= Z̃1,k(i)]

Let J = (J1, . . . , Jn) ∈ {0, 1}n. Note that J is (S̃,B)-measurable.
The main observation here is that provided that Jk = 1, then we can perfectly

recover Uk. The reason is as follows: in each column of S̃, exactly one sample is a
member of the training set. Also, since we know B, the values of the bad coordinates
are known for the points in the training set by the definition of bad coordinates.
Therefore, Jk = 1 iff one of the point in the k-th column of S̃ does not have zero on
the indices in B, which reveals the sample that is not in the training set. Therefore,
as J is (S̃,B)-measurable, we can write

H(U |B, S̃) = H(U |B, S̃, J)

= H((U){i|Ji=0}, (U){i|Ji=1}|B, S̃, J)

= H((U){i|Ji=0}|B, S̃, J),

where the last line follows from (U){i|Ji=1} being known from J . Since the cardinality
of the support of (U){i|Ji=0} is no more than 2n−‖J‖0 , we obtain

H(U |B, S̃) ≤ n− E[‖J‖0].

Then, we claim that

P(Jk = 1) = E[1− 2−‖B‖0 ].

This claim conclude the proof since E[‖J‖0] =
∑n

k=1 E[Jk] =
∑n

k=1 P(Jk = 1).
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To prove the claim: Jk = 0 iff, conditioned on the U and B, for all j such that
Bj = 1, Z1−Uk,k(j) = 0. By the definition of the supersample, the points in the
supersample are i.i.d. , independent of U , and drawn from Ber(1/2). Hence,

P(Jk = 0) = E[PU,S[Jk = 0]] = E[2−‖B‖0 ].

By the definition of mutual information, we have

CMID(An) = H(U |S̃)− H(U |W̃T , S̃)

= H(U)− H(U |W̃T , S̃)

= n− H(U |W̃T , S̃), (D.30)

where the second and third steps follow from U ⊥⊥ S̃ and H(U) = n, respectively. To
analyze the second term in Eq. (D.30), consider the following equality which comes
from the chain rule:

H(U,B|W̃T , S̃) = H(U |W̃T , S̃) + H(B|U, W̃T , S̃)

= H(B|W̃T , S̃) + H(U |W̃T , S̃,B).

Notice that H(B|U, W̃T , S̃) = 0 as B is (U, S̃)-measurable. Therefore,

H(U |W̃T , S̃) = H(B|W̃T , S̃) + H(U |W̃T , S̃,B). (D.31)

To analyze the first term, note that conditioning cannot increase the entropy. There-
fore, we have H(B|W̃T , S̃) ≤ H(B|W̃T ). Then, we invoke the Fano’s inequality from
Lemma D.6.4 to obtain

H(B|W̃T ) ≤ 1 + PeH(B).

Here, Pe = infM :W→{0,1}d P(M(W̃T ) 6= B). Consider the estimator Ψ proposed in
Eq. (D.21). We analyzed its probability of error in Appendix D.3.4 and obtained in
Eq. (D.29) that

Pe ≤ n22n exp(−2n/n) + 6 exp(−n2/18).
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Note that H(B) ≤ d(n+1)2−n ≤ 2n3 for n ≥ 3 as shown in Appendix D.3.4. Therefore,

H(B|W̃T , S̃) ≤ H(B|W̃T ) ≤ 2n3(n22n exp(−2n/n) + 6 exp(−n2/18)) + 1. (D.32)

Next, we analyze the second term in Eq. (D.31). Using Lemma D.3.3 we have

H(U |W̃T , S̃,B) ≤ H(U |S̃,B) ≤ nE[2−‖B‖0 ]. (D.33)

The, consider

E[2−‖B‖0 ] = E[2−‖B‖01[T/2 ≤ ‖B‖0 ≤ T ]] + E[2−‖B‖0(1[‖B‖0 < T/2] + 1[‖B‖0 > T ])].

The second term can be upper bounded by P({‖B‖0 < T/2} ∪ {‖B‖0 > T}), and
this probability is less than 2 exp(−T/36) as shown in Eq. (D.2). By simply upper
bounding the first term by the worst-case realization, we can write

E[2−‖B‖0 ] ≤ E[2−T/21[T/2 ≤ ‖B‖0 ≤ T ]] + P({‖B‖0 < T/2} ∪ {‖B‖0 > T})
≤ 2−T/2 + 2 exp(−T/36). (D.34)

Finally, by Eq. (D.33) and Eq. (D.34), we obtain

H(U |W̃T , S̃,B) ≤ n(2−T/2 + 2 exp(−T/36)). (D.35)

The last step is combining Eq. (D.31), Eq. (D.32), and Eq. (D.35) to lower bound
CMID(An) as

CMID(An) = n− H(U |W̃T , S̃)

≥ n−
[
n2−n

2

+ n exp(−n2/18) + 2n52n exp(−2n/n) + 12n3 exp(−n2/18) + 1
]

(D.36)

Fig. D.2 shows the upper bound on n − CMID(An) in Eq. (D.36) as a function of
n. As seen for n ≥ 16, CMID(An) ≥ n− 1.1, and the lower bound on CMID(An) is
increasing.



D. APPENDIX OF CHAPTER 6 176

10 12 14 16 18 20

n (Number of Training Points)

1.0

1.1

1.2

1.3

1.4

1.5

U
pp

er
B

ou
nd

on
n
−

C
M

I D
(A

n
)

Figure D.2: Upper bound on n− CMID(An) in Eq. (D.36).

Hence, we obtain

CMID(An) ≥ Ω(n),

which was to be shown.

D.4 Proof of Theorem 6.6.2

The construction for proving this theorem is exactly the same as in Theorem 6.5.1.

D.4.1 Lower Bound on the Residual

For the case that σ2 ≤ var?(n), we showed in Theorem 6.5.1 that for sufficently large n,
E[∆σ(WT ) + ∆̂σ(WT )] = Mres ∈ Ω(1). Since the loss function is 4-Lipschitz and the
space has radius of 1, we have

∆σ(WT ) + ∆̂σ(WT ) ≤ 2L‖WT − W̃‖ ≤ 4LR = 16 a.s.

Then, we invoke Lemma D.6.7 with m = m̃ = 16 and a = Mres/2 to obtain

P(∆σ(WT ) + ∆̂σ(WT ) > Mres/2) ≥ Mres

32
. (D.37)

D.4.2 Lower Bound on the Conditional-PAC Bayes Bound

First of all, Lemma D.6.9 implies that ES[KL(Q(S) ‖ 1
2n

∑
u∈{0,1}n Q(S̃u))] is bounded

by n a.s. In Theorem 6.5.1 we showed that given σ2 ≥ var?(n) for sufficiently large n,
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we have
E[ES[KL(Q(S) ‖ 1

2n

∑
u∈{0,1}n

Q(S̃u))]] = CMID(An) ≥ 0.2n.

Then, we use Lemma D.6.7, with the following parameters: m̃ = m = n and a = 0.1n

to obtain

P
(
ES[KL(Q(S) ‖ 1

2n

∑
u∈{0,1}n

Q(S̃u))] > 0.1n
)
≥ CMID(An)− 0.1n

n− 0.1n
≥ 1

9
. (D.38)

D.4.3 Lower Bound on the Classical PAC-Bayes Bound

For every s ∈ {0, 1}n×d, let Q(s) denote the posterior, and P = E[Q(S̃)] denote the
prior. By construction, the training set S takes all the values in {0, 1}n×d uniformly
at random. Therefore, by Lemma D.6.9, we have

KL(Q(S) ‖P ) = KL(Q(S) ‖ 1

2nd

∑
s∈{0,1}n×d

Q(s)) ≤ nd a.s.

Consider the estimator Ψ : W → {0, 1}d in Eq. (D.21). For every s ∈ {0, 1}d, let
Q̂ : {0, 1}n×d →M1({0, 1}d) be the pushforward of Q(s) through Ψ. Similarly, we
can define P̂ ∈M1({0, 1}d) as the pushforward of P using Ψ.

By the data-processing inequality for the KL divergence [PW19], we have

KL(Q(S) ‖P ) ≥ KL(Q̂(S) ‖ P̂ ) a.s. (D.39)

We claim that P̂ = E[Q̂(S)]. By a slight abuse of notation, for every b ∈ {0, 1}d, let
P̂ (b) denote the probability assigned to b by P̂ . Also, for every s ∈ {0, 1}n×d and
a (measurable) set A ⊆ W let Q(s)(A) be the measure assigned to set A by Q(s).
Similarly, we can define P (A). Equipped with these notations, we can write

P̂ (b) =

∫
w∈W

P (dw)1[Ψ(w) = b]

=

∫
w∈W

1

2nd

∑
s∈{0,1}n×d

Q(s)(dw)1[Ψ(w) = b]

=
1

2nd

∑
s∈{0,1}n×d

∫
w∈W

Q(s)(dw)1[Ψ(w) = b].

Here, the second step is by the definition of the prior, and the last step follows from
Fubini’s theorem. Notice that the expression in the last step is E[Q̂(S)] as was to be
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shown.
Recall the definition of the bad coordinates. Define the bad coordinate profile of

s ∈ {0, 1}n×d as a binary vector of length d such that its i−coordinate is one if and
only if i is a bad coordinate, and it is zero otherwise. For every b ∈ {0, 1}d, define set

Sb = {s ∈ {0, 1}n×d|bad coordinate profile of s is b }.

By construction, each coordinate is a bad coordinate independently with probability
2−n. Therefore

P(S ∈ Sb) = 2−n‖b‖0(1− 2−n)d−‖b‖0 . (D.40)

In what follows, for every b ∈ {0, 1}d that satisfies T/2 ≤ ‖b‖0 ≤ T , we provide an
upper bound on KL(Q̂(s) ‖ P̂ ) given s ∈ Sb. We can write

KL(Q̂(s) ‖ P̂ ) = KL(Q̂(s) ‖E[Q̂(S)])

≤ KL(Q̂(s) ‖P(S ∈ Sb)ES∈Sb [Q̂(S)] + P(S 6∈ Sb)ES 6∈Sb [Q̂(S)]).

The last line follows from the law of total expectation. Then, we invoke Lemma D.6.8,
to obtain

KL(Q̂(s) ‖P(S ∈ Sb)ES∈Sb [Q̂(S)] + P(S 6∈ Sb)ES 6∈Sb [Q̂(S)])

≤ − log(P(S ∈ Sb)) + KL(Q̂(s) ‖ES∈Sb [Q̂(S)]).

First, we analyze log(P(S ∈ Sb)). By Eq. (D.40), we have

− log(P(S ∈ Sb)) = n‖b‖0 + (d− ‖b‖0) log
( 1

1− 2−n

)
.

Since T/2 ≤ ‖b‖0 ≤ T , we have n‖b‖0 ≤ nT . Then, using the inequality − log(1−x) ≤
x

1−x for x ≤ 1, we obtain − log(1− 2−n) ≤ 2−n/1−2−n. Therefore,

(d− ‖b‖0) log
( 1

1− 2−n

)
≤ d log

( 1

1− 2−n

)
≤ d2−n

1− 2−n

≤ 2d2−n.
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Finally setting d = 0.75T2n, we obtain the following upper bound

− log(P(S ∈ Sb)) ≤
5

2
nT. (D.41)

Next, we provide an upper bound on KL(Q̂(s) ‖ES̃∈Sb [Q̂(S̃)]). In Eq. (D.26), we
analyzed the error probability of the estimator Ψ conditioned on the training set. In
particular, we proved that for every training set whose number of bad coordinates is
between T/2 and T , we have almost surely

PS[∃i ∈ [d] Ψ(WT + ξ)(i) 6= b(i)] ≤ n22n exp(−2n/n)

, perror.

It implies that for all s ∈ Sb with T/2 ≤ ‖b‖0 ≤ T , Q̂(s)(b) ≥ 1 − perror and∑
b′ 6=b Q̂(s)(b′) ≤ perror. For notational convenience let ES∈Sb [Q̂(S)] , Qb. By the

definition of the KL divergence, we can write

KL(Q̂(s) ‖ Q̂b) =
∑

b′∈{0,1}d
Q̂(s)(b′) log

(Q̂(s)(b′)

Q̂b(b′)

)
= Q̂(s)(b) log

(Q̂(s)(b)

Q̂b(b)

)
+

∑
b′∈{0,1}d,b′ 6=b

Q̂(s)(b′) log
(Q̂(s)(b′)

Q̂b(b′)

)
.

(D.42)

Since for all s ∈ Sb, Q̂(s)(b) ≥ 1 − perror, we have Q̂b(b) ≥ 1 − perror. Therefore, we
have

Q̂(s)(b) log
(Q̂(s)(b)

Q̂b(b)

)
≤ Q̂(s)(b) log

( Q̂(s)(b)

1− perror

)
≤ − log(1− perror). (D.43)

The last step follows from 0 ≤ Q̂(s)(b) ≤ 1. Conditioned on S ∈ Sb, the distribution of
the training set is uniform over the set Sb. Using this observation, for every b′ ∈ {0, 1}d,
we can write

log
(Q̂(s)(b′)

Q̂b(b′)

)
= log

( Q̂(s)(b′)
1
|Sb|
∑

b′∈Sb Q̂(s)(b′)

)
≤ log(|Sb|)
≤ log(2nd).
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Therefore, we have

∑
b′∈{0,1}d,b′ 6=b

Q̂(s)(b′) log
(Q̂(s)(b′)

Q̂b(b′)

)
≤ nd

∑
b′∈{0,1}d,b′ 6=b

Q̂(s)(b′)

≤ ndperror. (D.44)

By Eq. (D.41), Eq. (D.42), Eq. (D.43), and Eq. (D.44), we obtain

− log(P(S ∈ Sb)) + KL(Q̂(s) ‖ES̃∈Sb [Q̂(S̃)]) ≤ 5

2
nT − log(1− perror) + ndperror

≤ 5

2
nT +

perror(nd+ 1)

1− perror
.

Setting the parameters, we can see that perror(nd+1)
1−perror ≤ 1 for n ≥ 8.

Thus, we obtain that for every s ∈ Sb such that T/2 ≤ ‖b‖0 ≤ T , we have

KL(Q̂(s) ‖ P̂ ) ≤ 5

2
nT + 1, (D.45)

for n ≥ 8.
Note that the upper bound in Eq. (D.45) provides a uniform upper bound for

every s ∈ Sb such that T/2 ≤ ‖b‖0 ≤ T . Therefore, by a simple contraposition we
have

{s ∈ {0, 1}n×d|the number of bad coordinates of s ∈ {T/2, . . . , T} }

⊆ {s ∈ {0, 1}n×d|KL(Q̂(s) ‖ P̂ ) ≤ 5

2
nT + 1}.

By considering the complement of the above statement we obtain

{s ∈ {0, 1}n×d|KL(Q̂(s) ‖ P̂ ) >
5

2
nT + 1}

⊆ {s ∈ {0, 1}n×d|the number of bad coordinates of s /∈ {T/2, . . . , T} }.

Therefore, we have

P(KL(Q̂(S) ‖ P̂ ) >
5

2
nT + 1) ≤ 1− P(T/2 ≤ ‖B‖0 ≤ T )

≤ 2 exp(−T/36).

Here, the line follows from Eq. (D.2).
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Next, we provide a lower bound on E[KL(Q̂(S) ‖ P̂ )]. Let random variable B

denote the bad coordinate profile of S. Notice that E[KL(Q̂(S) ‖ P̂ )] = I(S; B̂) where
B̂ is the estimate of B using the estimator Ψ. We have I(B̂;S) = H(S)− H(S|B). By
construction, H(S) = nd. Since B is a function of S, we have H(S,B|B̂) = H(S|B̂).
Then, by the chain rule for the entropy we can write H(S,B|B̂) = H(B|B̂) + H(S|B, B̂).
By conditioning on B, we know the exact values for the bad coordinates in S. Therefore,
the cardinally of the possible values for each data-point, conditioned on B, cannot
be more that 2d−‖B‖0 . Therefore, we have H(S|B, B̂) ≤ n(d− E[‖B‖0]) which gives us
H(B|B̂) + H(S|B, B̂) ≤ H(B|B̂) +n(d−E[‖B‖0]). By Fano’s inequality in Lemma D.6.4,
we have H(B|B̂) ≤ 1 + P(B̂ 6= B)H(B). Therefore, we obtain

E[KL(Q̂(S) ‖ P̂ )] = I(S; B̂)

≥ nE[‖B‖0]− 1− P(B̂ 6= B)H(B)

≥ nd2−n − (n+ 1)d2−nP(B̂ 6= B)− 1

≥ 1.5n3(1− 2P(B̂ 6= B))− 1.

Here, we used the following facts. E[‖B‖0] = E[
∑d

i=1 B(i)] = dE[B(1)] = d2−n since
each element of S is i.i.d.and each column is a bad coordinate with probability 2−n.
Also, with the similar reasoning we obtain H(B) = H(B(1), . . . ,B(d)) = dHb(2

−n),
where for x ∈ [0, 1] Hb(x) = −x log(x) − (1 − x) log(1 − x) is the binary entropy
function. Also, we have used the the well-known inequality Hb(x) ≤ −x log(x) + x.
Then, our analysis of the error probability of the estimator Ψ in Appendix D.3.4
implies that for n ≥ 10, the following lower bound holds:

E[KL(Q̂(S) ‖ P̂ )] ≥ 1.2n3 − 1.

In the next step, we invoke Lemma D.6.7 with the following parameters m̂ = nd,
m = 5

2
nT + 1 = 5n3 + 1, and a = 0.6n3 − 0.5 to write

P(KL(Q̂(S) ‖ P̂ ) ≥ 0.6n3 − 0.5)

≥ E[KL(Q̂(S) ‖ P̂ )]− a− (nd− (5
2
nT + 1))P(X ≥ 5

2
nT + 1)

5n3 + 1− a
≥ 0.6n3 − 0.5− 3n32n exp(−n2/18)

4.4n3 + 1.5
.

By numerical evaluations, we can see that the lower bound is greater than 0.1 for
n ≥ 16.
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From Eq. (D.39), we have

P(KL(Q(S) ‖P ) > 0.6n3 − 0.5) ≥ P(KL(Q̂(S) ‖ P̂ ) ≥ 0.6n3 − 0.5)

≥ 0.1, (D.46)

for n ≥ 16 as was to be shown.

Concluding the Proof

In summary, in Eq. (D.37), Eq. (D.38), and Eq. (D.46), we have shown there exist
constants α1 ∈ R+, α2 ∈ R+, α3 ∈ R+, β1 ∈ (0, 1), and β2 ∈ (0, 1) such that for
sufficiently large n,

1. P
(

∆σ(WT ) + ∆̂σ(WT ) > α1 or
ES [KL(Q(S) ‖ 1

2n
∑
u∈{0,1}n Q(S̃u))]

n
> α2

)
≥ 1− β1.

2. P
(

∆σ(WT ) + ∆̂σ(WT ) > α1 or KL(Q(S) ‖E[Q(S)])
n

> α3

)
≥ 1− β2.

For notational convenience, let Bad Event1 and Bad Event2 denote the first and second
event above.

Next, we show how this result implies the failure of PAC-Bayes bounds. Consider
the decomposition of the generalization error of GD with respect to the surrogate

ES
[
FD(WT )− F̂Sn(WT )

]
≤ ES

[
FD(W̃ )− F̂Sn(W̃ )

]
+ ∆̂σ(WT ) + ∆σ(WT ),

Let complexity(n) denote both Cclas(n) , KL(Q(S) ‖E[Q(S)]) and Ccond(n) ,

ES[KL(Q(S) ‖ 1
2n

∑
u∈{0,1}n Q(S̃u))]. Let δ < 1−max{β1, β2}. Assume we instantiate

the PAC-Bayes bounds with the confidence of 1− δ. Then, by a simple application of
the union bound we have

P
({

ES
[
FD(W̃ )− F̂Sn(W̃ )

]
∈ O(LR

√
Cclas(n) + log(n/δ)

n
)

}
and Bad Event1

)
≥ 1− δ − β1,

P
({

ES
[
FD(W̃ )− F̂Sn(W̃ )

]
∈ O(LR

√
Ccond(n) + log(n/δ)

n
)

}
and Bad Event2

)
≥ 1− δ − β2.

Thus, we conclude that with probability at least 1 − δ − max{β1, β2} (over the
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randomness in the training set) for every σ we have

max{LR
√

complexity(n) + log(n/δ)

n
, ∆̂σ(WT ) + ∆σ(WT )} ∈ Ω(1),

as was to be shown.

D.5 Proof of Theorem 6.7.7

Let d ∈ N and Z = {e(i) : i ∈ d}, that is, the set of all coordinate vectors in {0, 1}d,
where

e(i) = (0, . . . , 0︸ ︷︷ ︸
i−1 times

, 1, 0, . . . , 0︸ ︷︷ ︸
d−i times

).

Let the data distribution on the input be the uniform distribution, that is D =

Uniform(Z). Then, we consider the simple convex, 1-Lipschitz loss function f(w, z) =

−〈w, z〉. Moreover, we consider that the weights w are in a unit ball on Rd, that is
W = {w : ‖w‖ ≤ 1}. Therefore, the problem is in the CLB class.

Next, we analyze the dynamics of GD. The empirical loss is given by

F̂Sn(w) = −〈w, µ̂〉 ,

where µ̂ is the empirical mean of the instances in the training set, i.e., µ̂ = 1
n

∑n
i=1 Zi.

Also, we have that ∂F̂Sn(w) = −µ̂ for all w ∈ W . Considering the update rule of GD,
i.e. Wt+1 = ΠW(Wt + ηµ̂), one can show by induction that

Wt =

ηtµ̂ ηt‖µ̂‖ ≤ 1

µ̂
‖µ̂‖ Otherwise

. (D.47)

Now consider the S̃-measurable random variable E that is equal to one if and only
if all the data instances in the supersample are distinct. That is

E = 1[Z̃u,i 6= Z̃v,j for all i, j ∈ [n] and all u, v ∈ {0, 1}]. (D.48)

As in the birthday paradox problem [MU05, Sec 5], we may bound the probability
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that E = 1 as follows

P(E = 1) =
2n−1∏
k=0

(
1− k

d

)
≥
(

1− 2n− 1

d

)2n−1

, (D.49)

This way, we may engineer a dimension d for which P(E = 1) ≥ c for all n ≥ 1, where
c is a constant probability, independent of n. Solving for Eq. (D.49) results in

d ≥ 2n− 1

1− c1/(2n−1)
.

For instance, for c = 0.1, a dimension d = 2n2 suffices, and therefore P(E = 0) ≤ 0.9.
Now, we are ready to study what happens to both the individual conditional mutual
information I(WT ;Ui|Z̃0,i, Z̃1,i) and the evaluated mutual information eCMID(f(GDn))

in this particular setting.

D.5.1 Individual conditional mutual information

Note that the individual CMI may be written as follows

I(WT ;Ui|Z̃0,i, Z̃1,i) = H(Ui|Z̃0,i, Z̃1,i)− H(U |WT , Z̃0,i, Z̃1,i)

= H(Ui)− H(Ui|WT , Z̃0,i, Z̃1,i)

= log 2− H(Ui|WT , Z̃0,i, Z̃1,i), (D.50)

where the second and third equations follow from Ui ⊥ (Z̃0,i, Z̃1,i) and H(Ui) = log 2,
respectively. Then, we may use Fano’s inequality to bound H(Ui|WT , Z̃0,i, Z̃1,i) and
obtain the desired result. More precisely, Fano’s inequality states that

H(Ui|WT , Z̃0,i, Z̃1,i) ≤ Hb(P(Ui 6= Ûi)),

for every estimator Ûi(WT , Z̃0,i, Z̃1,i) and where Hb(·) is the binary entropy. Notice
that Ûi is a function of WT , Z̃0,i, and Z̃1,i. Therefore, showing that P(Ui 6= Ûi) < 0.5

is a constant independent of n ensures that

I(WT ;Ui|Z̃0,i, Z̃1,i) ≥ log 2− Hb(P(Ui 6= Ûi)) ∈ Ω(1) (D.51)

and completes the proof.
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From Eq. (D.47), we can see that the non-zero coordinates of WT are precisely
the coordinates of the training samples. That is, if Z̃Ui,i = e(k), then WT (k) 6= 0.
Therefore, under the event E = 1 defined in Eq. (D.48), one can precisely determine if
sample Z̃0,i or sample Z̃1,i was used for training after observing WT since the samples
are all distinct. In other words, one can completely determine Ui from (WT , Z̃0,i, Z̃1,i).
More precisely, consider a realization in which Z̃0,i = e(k) and Z̃1,i = e(l). Then,
the estimator Ûi(WT , Z̃0,i, Z̃1,i) is defined as Ûi(WT , Z̃0,i, Z̃1,i) = 0 if WT (k) 6= 0 and
WT (l) = 0; Ûi(WT , Z̃0,i, Z̃1,i) = 1 if WT (k) = 0 and WT (l) 6= 0; otherwise in the case
that WT (k) 6= 0 and WT (l) 6= 0 , let Ûi(WT , Z̃0,i, Z̃1,i) be a Bernoulli random variable
with parameter 1/2 independent of S̃ and U . This estimator has a probability of error
equal to 0 given the event E = 1. Therefore, the probability of error is

P(Ui 6= Ûi) = P(E = 0)PE=0[Ui 6= Ûi] + P(E = 1)PE=1[Ui 6= Ûi]

= P(E = 0)PE=0[Ui 6= Ûi]

≤ 0.9 · PE=0[Ui 6= Ûi],

where the last line follows from the construction. Next consider the following random
variables

Gi = 1[Z̃0,i 6= Z̃1,i and Z̃1−Ui,i 6= Z̃Uj ,j for all j 6= i ∈ [n]],

which describe the situation where the given samples Z̃0,i and Z̃1,i are distinct and
the sample that is not chosen is also distinct from all other samples in the dataset
S, even when some of these samples are equal between themselves or to the chosen
sample Z̃Ui,i (e.g. when E = 0). Therefore, given the event E = 0 and Gi = 1, the
estimator Ûi still has a probability of error equal to zero. Hence, similar to before we
may bound the probability of error of the estimator as

P(Ui 6= Ûi) ≤ 0.9 ·
(
PE=0[Gi = 0]PE=0,Gi=0[Ui 6= Ûi] + PE=0[Gi = 1]PE=0,Gi=1[Ui 6= Ûi]

)
≤ 0.9 · PE=0,Gi=0[Ui 6= Ûi].

Next, we claim that under the event where E = 0 and Gi = 0, the estimator Ûi
is a Bernoulli random variable with parameter 1/2. Consider a realization in which
Ui = u, Z̃0,i = e(k), and Z̃1,i = e(l). Then, we claim that under the event E = 0 and
Gi = 0, WT (k) 6= 0 and WT (l) 6= 0. The reason is under this event, the following
cases may happen: 1) Z̃0,i = Z̃1,i or 2) Z̃0,i 6= Z̃1,i but there exists another sample
in the training set which is equal to Z̃1−u,i. It is easy to see that in these two cases
WT (k) 6= 0 and WT (l) 6= 0.
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Thus, we conclude that, given E = 0 and Gi = 0, we have that PE=0,Gi=0[Ui 6=
Ûi] = 1/2. This is true since Ûi is a Bernoulli random variable with parameter 1/2

independent of U and S̃. Therefore, we have that P(Ui 6= Ûi) ≤ 0.45, which completes
the proof as per Eq. (D.51).

D.5.2 Evaluated conditional mutual information

Note that the evaluated CMI may be written as follows

eCMID(f(GDn)) = I(F ;U |S̃)

= H(U |S̃)− H(U |S̃, F )

= H(U)− H(U |F, S̃)

= n log 2− H(U |F, S̃), (D.52)

where the third and fourth equations follow from U ⊥ S̃ and H(U) = n log 2, respec-
tively.

Then, as in the previous subsection, the proof relies in the fact that U can be
completely determined by the loss vector F under the event E = 1. More precisely,
note that Fu,i = f(WT , Z̃u,i) = −〈WT , Z̃u,i〉. Also, remember from the previous
subsection that the non-zero coordinates of WT are precisely the non-zero coordinates
of the samples that are used for training. Therefore, under the event E = 1, Fu,i = 0

if and only if Z̃u,i was not used for training and therefore Zi = Z̃1−u,i. Hence, one can
completely determine U from F or, equivalently, E

[
HF,S̃,E(U)1[E = 1]

]
= 0. We may

use this fact to bound H(U |F, S̃) and obtain the desired result. Namely,

H(U |F, S̃) = H(U |F, S̃, E)

= E
[
HF,S̃,E(U)1[E = 1]

]
+ E

[
HF,S̃,E(U)1[E = 0]

]
,

≤ n · 0.9 log 2 (D.53)

where the first line follows since E is S̃-measurable, and the last inequality follows from
upper bounding HS̃,F,G(U) by n log 2 and the facts that E

[
HF,S̃,E(U)1[E = 1]

]
= 0

and P(E = 0) ≤ 0.9.
Finally, combining Eq. (D.52) and Eq. (D.53) results in

eCMID(f(GDn)) ≥ n log 2− n · 0.9 log 2 ∈ Ω(n),
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and completes the proof.

D.6 Helper Lemmata

Lemma D.6.1 ([Ver18, Ex. 3.3.7]). Let X ∼ N (0, Id). Let us represent X = Rθ

where R = ‖X‖ and θ = X/‖X‖. Then, R and θ are independent random variables.
Also, θ is uniformly distributed on the Euclidean sphere S(d−1) with the center at the
origin.

Lemma D.6.2 ([LM00, Lemma 1]). Consider random vector X ∼ N (0, Id). Then,

P
( d∑

i=1

a(i)X(i)2 ≥ ‖a‖1 + 2‖a‖2

√
t+ 2‖a‖∞t

)
≤ exp(−t) and

P
( d∑

i=1

a(i)X(i)2 ≥ ‖a‖1 − 2‖a‖2

√
t

)
≤ exp(−t)

Corollary D.6.3. Let σ ∈ R, δ ∈ (0, 1), d ∈ N, and d ≥ log 2
δ
. Consider X ∼

N (0, σ2Id), then

P
(
dσ2(1− 2

√
log(2/δ)

d
) ≤ ‖X‖2 ≤ dσ2(1 + 4

√
log(2/δ)

d
)
)
≥ 1− δ,

P
(
‖X‖ ≤

√
(1− α)dσ2

)
≤ 2 exp

(
− dα2

4

)
for α ∈ [0, 1], and

P(‖X‖ ≥
√

(1 + β)dσ2) ≤ 2 exp
(
− dβ2

16

)
for β ≥ 0.

Lemma D.6.4 ([CT12, Thm. 2.10.1]). Let X and Y be discrete random variables.
Then

H(X|Y ) ≤ Hb(Pe) + PeH(X) ≤ 1 + PeH(X),

where Pe = P(Ψ(Y ) 6= X) for any (possibly randomized) estimator Ψ of X using Y
(See also [Fan52]).

Lemma D.6.5. Let d ∈ N+. Let g : Rd → R be defined as g(x) =

max{maxi∈[d]{x(i)}, 0}. Then, g is 1−Lipschitz.

Proof. Let x ∈ Rd and ∆ ∈ Rd. Let arg maxi∈[d] {x(i) + ∆(i)} = i? and
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arg maxi∈[d] {x(i)} = j? (break ties arbitrary). Then,

g(x+ ∆)− g(x) =



−x(j?) ≤ 0 x(i?) + ∆(i?) ≤ 0 and x(j?) > 0

x(i?) + ∆(i?)− x(j?) < ∆(i?) x(i?) + ∆(i?) > 0 and x(j?) > 0

0 x(i?) + ∆(i?) ≤ 0 and x(j?) ≤ 0

x(i?) + ∆(i?) ≤ ∆(i?) x(i?) + ∆(i?) > 0 and x(j?) ≤ 0

The last case follows because x(i?) ≤ x(j?) ≤ 0, therefore, x(i?) + ∆(i?) ≤ ∆(i?).
Thus, |g(x+ ∆)− g(x)| ≤ ‖∆‖, as was to be shown.

Lemma D.6.6. Let f be a convex and L−Lipschitz loss function, and W be a convex
and compact domain space with bounded diameter R. Let {wt}t∈[T ] denote the output
of GD algorithm with a constant step size η. Then, we have

f(wT )− min
w∈W

f(w) ≤ R2

2ηT
+

(log(T ) + 2)ηL2

2

Proof. Let gt ∈ ∂f(wt). From [Ora20, Thm. 2],

f(wT )− min
w∈W

f(w) ≤ 1

T

T∑
t=1

(f(wt)− min
w∈W

f(w)) +
1

2

T−1∑
k=1

1

k(k + 1)

T∑
t=T−k

η‖gt‖2.

Since ‖gt‖ ≤ L, the second term can be upper bounded by ηL2

2

∑T−1
k=1

1
k
. Then, by

the well-known bounds on the Harmonic numbers we have ηL2

2

∑T−1
k=1

1
k
≤ ηL2

2
(log(T −

1) + 1) ≤ ηL2

2
(log(T ) + 1). For the first term, from [Bub15, Thm. 3.2], we have

1
T

∑T
t=1(f(wt) − minw∈W f(w)) ≤ R2

2ηT
+ ηL2

2
. Combining these two upper bounds

proves the lemma.

Lemma D.6.7. Let X be a random variable, m̃ ≥ 0 be a constant such that 0 ≤ X ≤
m̃ a.s. Let m ∈ R be such that 0 < m ≤ m̃. Then, for every 0 ≤ a < m, we have

P(X > a) ≥ E[X]− a− (m̃−m)P(X > m)

m− a .

Proof. The following holds almost surely:

X ≤ a1[X ≤ a] +m1[a < X ≤ m] + m̃1[m < X].

Taking an expectation concludes the proof.
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Lemma D.6.8 ([RBS21, Lem. 2]). Let M ∈ N and Y be a measurable space. Let also
P ∈ M1(Y) and Qi ∈ M1(Y ) for all i ∈ [M ] be probability measures. If αi ∈ (0, 1)

such that
∑M

i=1 αi = 1,

KL(P ‖
M∑
i=1

αiQi) ≤ min
i∈[M ]

{
KL(P ‖Qi)− log(αi)

}
.

Lemma D.6.9. Let Y be a measurable space. Let M ∈ N and Pi ∈ M1(Y) for
i ∈ [M ] be M probability measures. Then, for every i ∈ [M ], we have

KL(Pi ‖
M∑
j=1

1

M
Pj) ≤ log(M).

Proof. A direct application of Lemma D.6.8 gives us the result.
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