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We welcome the opportunity to submit the following in response to the Office of the Privacy
Commissioner of Canada’s (OPC) request for feedback regarding its plans to undertake policy
and guidance work on the development and use of age-assurance technologies. We are
academics from the University of Toronto and McGill University, with expertise in the areas of
children’s digital technology use and regulation, conducting research on the impacts of digital
platforms on children’s privacy and other rights. We are currently collaborating on a multi-year
investigation? of the reach and impact of the Age Appropriate Design (AAD) Code (the
Children’s Code), a set of standards launched by the UK Information Commissioner’s Office
(ICO) in 2021 to advance children’s privacy rights and best interests across the digital
environment.3 AAD has since become the basis of a growing number of child privacy- and
safety-by-design policies in Europe, Asia, and parts of the US, and has had a measurable impact
on tech industries worldwide. We are contributing to this call for feedback because age-
assurance technologies are a focus of our collaborative and respective research and have
important implications for children’s privacy, access to information, and other cultural rights.

We have answered all four of the questions listed in the call for feedback. Our full responses
provide context and rationale to the positions for which we advocate, grounded in previous
relevant research and scholarship. Our responses are furthermore informed by our own
research and in-depth knowledge of current and emerging trends in comparable regulation and
regulatory debates in the UK, EU and US; of dominant trends in the tech industry’s past and
recent responses to child safety and children’s privacy; as well as our recent project findings on
Canadian children’s own experiences and thoughts about age appropriateness, age bans, and
privacy in the digital environment.* We have also included a summary of the six main
recommendations proposed in our responses, which you can find on page 9 of this document.
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1. What additional context should we be aware of in developing our future work?

Age-assurance technologies are often described by the companies that develop them as useful
tools for the provision of “age-appropriate” online experiences for children.> When evaluating
the efficacy and appropriate use of age-assurance systems, it is useful to first consider the
meaning of age appropriateness and its role in improving children’s safety and wellbeing in a
digital world. Research has shown that age appropriateness is socially constructed; culture and
demographics influence interpretations and experiences of age appropriateness across
populations.® Our own research with children shows that children and parents/caregivers
largely determine age appropriateness on a case-by-case basis, based on each individual child’s
developmental capabilities, maturity, digital literacy, and personal preferences. Recent research
commissioned by the ICO and Ofcom found that many parents believe that age restrictions on
social media or online games are arbitrary and an unreliable indicator of what is appropriate for
their child.” The UN Committee on the Rights of the Child confirms that age alone does not
determine the types of risks and opportunities children encounter in the digital environment,
highlighting that children’s, skills and stage of development are also key factors.®

Designing online environments in children’s best interests does not mean treating all children
the same. Acknowledging the developmental and individual differences among children is
fundamental to a ‘best interests’ approach to the design and regulation of online technologies,’
as established in the United Nations Convention on the Rights of the Child (UNCRC) General
Comment No. 25 (GC25) on children’s rights in the digital environment. While the GC25 offers
useful guidance on applying the best interests principle in practice, it remains a challenge for
policymakers and technology companies to know how to adequately recognize children’s rights
and evolving capacities instead of combatting online risk by broadly restricting or limiting their
access to digital spaces.® With a focus on age (or approximate age) as the determining factor in
restricting or granting access, age-assurance systems do not in themselves afford a
consideration of children’s best interests. They instead implement and enforce decisions about
age appropriateness, some of which are based in law or scientific evidence, but most of which
are not. The lack of transparency or dialogue around most of the decisions made about age
appropriateness is a key concern.
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The ICO’s position on age assurance draws directly from the UNCRC and provides information
on how children’s right to privacy protections, access to leisure, play and culture, and
protection from sexual exploitation can be preserved in age-assurance systems.!! The ICO’s
position on age assurance emphasizes that respect for the views of the child need to be
considered in age assurance processes. This is of the utmost importance because “children’s
participation rights are fundamental to the exercise of all their other rights.”*? Indeed, guidance
on the development and implementation of age-assurance systems in Canada should first and
foremost be informed by research that consults children directly about their needs, concerns,
and desires for safer digital spaces. We recommend that the OPC consider commissioning
research with children of diverse ages to get a better sense of their opinions and experiences of
these systems.

2. Are there other privacy considerations we should we aware of?

The identification of citizens during age assurance processes online can have adverse
consequences for their right to privacy and to their wellbeing. When individuals’ identities are
connected to their online activities, highly sensitive information about their personal
characteristics, health, finances, and political beliefs may be accessed by government and
corporate entities!? for policing, political profiling, or targeted advertising.!* This can result in a
loss of anonymity that discourages people from operating freely in the digital environment?®®
and discriminatory profiling and advertising practices that target or exclude users from
encountering important information about employment, healthcare, housing, and other
essential services based on their ethnicity, religion, or sexual orientation.’® When leaked, users’
personal data may be obtained by malicious actors for the purposes of identity theft or
extortion.” The OPC’s preliminary privacy analysis includes identifiability as a high-level impact
of age assurance; however, it does not distinguish the heightened risks posed by identification
during biometric age assurance processes.
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Special provisions for processing biometric data during age assurance processes should be
introduced because biometric data are unique, unalterable, and comprehensive. Unlike other
personal information that can be changed, updated, or ‘forgotten’, biometric data such as
fingerprints or facial data cannot be modified once collected, significantly impacting citizens’
right to privacy if these data are compromised. Notably, biometric age-assurance technologies,
such as facial age estimation, are often marketed as “privacy-preserving” by their developers
because they do not “cross-check people against a big database of faces” like facial recognition
technologies do, nor do they require people to provide banking details, government
identification, or other forms of “personal information.”*8 This description of facial analysis for
age assurance rests on an assumption that needs to be interrogated: biometric data are not
personal information, and identification is the only harm arising from the collection of
biometric data.

Identification is not the only potential harm arising from the implementation of age-assurance
systems online. As outlined in the OPC’s preliminary privacy analysis, risks can also emanate
from metadata retained by age-assurance systems and the normalization of age verification
processes in the digital realm. Another potential harm could arise from the use of data
collected during age assurance processes for the creation or optimization of artificial
intelligence (Al) tools. In data capitalism — the economic logic underpinning the tech industry’s
practices — data do not need to be collected for the purposes of identification to be valuable.
Data are a financial resource that companies can leverage to drive profit through targeted
advertising, personalized services, and the development of new technologies. Behavioural and
biometric data are also collected and used by companies for more overtly problematic forms of
commercial surveillance and exploitation, as is the case with “dark patterns”!® and certain
forms of “emotional Al”.?° In this system, any data collected can and will eventually be made
useful even if it is not immediately commodifiable.?! Indeed, “much data gathered by
corporations may lack a value until a specific use for it can be found in the context of much
larger data sets.”??

Data collected for age assurance processes might not be used to identify citizens, exposing
them to profiling or identity theft, but they are susceptible to being used by governments
and/or private companies to model trends about populations and optimize new technologies.?3
Importantly, these data could be used to train Al decision-making systems that influence
citizens’ experiences in online and offline realms. When demographic or behavioural data are
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used to power Al systems that predict or manipulate people’s outcomes, individuals lose
autonomy. Research has shown that citizens’ personal data have already been used in this way
by: Child Protection Services to create predictive risk models that determine which families
require intervention;?* police forces to build intelligence tools that identify potential crimes and
the people who might commit them;?> and the credit-scoring industry to develop big-data
scoring tools that incorporate peoples’ personal characteristics and online behaviours into
credit decisions.2®

Not only are these tools predisposed to exacerbating racial, gender, and socioeconomic biases
and discrimination, but they can also “become co-creators and shapers of the environments
they analyze.”?’ If stored, analyzed, or shared beyond their original purpose, data collected
through age-assurance systems are at risk of being used in the development of Al decision-
making tools that shape people’s access to social services, financial opportunities, and
interactions with the criminal justice system. This poses a threat to citizens’ right to self-
determination, which is integral to privacy because it ensures individuals have the autonomy to
control their personal information and make informed choices without external interference.

3. Do you have any comments on our preliminary views?

The implementation of age-assurance systems online should be appropriate to the relevant
risks of collecting, processing, and storing citizens’ data. This is reflected in the OPC’s
preliminary position and is articulated in both the Children’s Code (mentioned above) and the
California Age Appropriate Design Code Act (CAADCA) as a ‘risk-based approach’ to age
assurance, which entails establishing the age range of users with a level of certainty that is
appropriate to the risks, rights, and freedoms that arise from the associated data processing.?®
Age assurance impacts everyone, not just young users. Age-assurance systems, especially those
that rely on biometric technologies, increase both the size and complexity of data processing on
citizens. The widespread implementation of these systems online could increase risks of harm
from profiling, identity theft, and data fraud. In addition, these processes enhance
opportunities for government and corporate interference in citizens online and offline
activities, which may degrade their autonomy, ultimately threatening their rights to privacy and
self-determination as ratified in the Universal Declaration of Human Rights and International
Covenant on Civil and Political Rights. To mitigate these risks, the introduction of age-assurance
systems, especially those that process biometric data, should be strategic, proportional, and on
a needs-must basis.
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Age assurance should not be relied on as a first-line strategy for implementing online safety
regulation. There is increasing recognition that children should be protected from harm online,
and the rapid introduction of new online safety legislation across North America, Europe, and
other parts of the world reflects this. Some of these legislative developments, such as new
state-level laws in Texas (House Bill 18) and Utah (Senate Bill 194), mandate the use of age-
assurance technologies on platforms to restrict young users’ access. Many new laws do not
overtly mandate their implementation; however, their adoption could streamline compliance
for online services, and thus, may be inadvertently encouraged. The OPC may want to consider
this in the drafting of any regulation or guidance on the appropriate application of age-
assurance systems in the digital environment.

The Children’s Code and CAADCA are examples of regulatory interventions that do not mandate
the use of age assurance. By requiring online services to provide enhanced privacy protections
to users under a specific age, however, they allow online services to use age-assurance systems
to estimate which users require heightened protections and which do not. The Children’s Code
is “not prescriptive” about which methods should be used to estimate or verify users’ ages but
requires that online services apply the Code’s privacy-by-default standards to all users,
regardless of their age, if age cannot be established with an appropriate level of certainty.?*

This is incorporated into the OPC’s preliminary position, which states: “organizations should be
required to justify why a particular age assurance technique is a more appropriate option than,
for example, assuming all users are young people and applying appropriate practices.” The OPC
might consider expanding these requirements. Where feasible, the introduction of privacy-by-
default standards for all online service users should be explored and encouraged to promote
children’s online safety before age assurance is implemented as a means of providing privacy-
preserving features to child users only. This is supported by research showing that many adults
are deeply concerned about platforms’ data processing practices and would welcome more
privacy protections in the digital environment.3° A large cross-cultural study spanning the USA,
UK, and Europe (n = 3,216) found that between 60-77% of participants objected to the
collection and use of data related to their online communications, and between 55-69%
objected to the use of their location history.?! This is underscored by a recent Pew Research
study finding that 81% of Americans are concerned about companies’ data collection practices,
and 71% are concerned about the US government’s.3? Indeed, 64% of Canadians have little to
no trust in “big tech” to protect their personal information.33
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The successful implementation of age-assurance systems in the digital environment requires
public trust, which could potentially be enhanced by increased privacy protections for all
service users, not just children. Some of the changes social media companies have made to
their platforms to comply with the Children’s Code in the UK are restricted location history,
limited personalized advertising, and the removal of user-to-user messaging for child users.?* It
is worth exploring whether these types of design changes, prompted by the introduction of new
online safety regulations for children, would also be beneficial for and appreciated by adult
users. If so, the circumstances in which age-assurance systems should be implemented online
need to be carefully considered.

As outlined in the OPC’s preliminary position, the use of age-assurance systems should be
restricted to situations that “pose a high risk to the best interests of young people” and
“consider impacts on the privacy rights of both young persons and adult users of the online
service.” This could be extended to include situations in which the potential harms to children
from platform engagement are significant and well-evidenced. Crucial to this process is ongoing
analysis of research that explores the impacts of digital technology use on children’s health and
wellbeing and the potential harms associated with exposure to detrimental online content. This
is because online safety legislation that is likely to instigate the implementation of age-
assurance systems in Canada, such as the recently proposed Online Harms Bill, aims to protect
children online primarily by reducing their exposure to harmful content.

Evaluating age-assurance systems involves examining the purpose and intended outcomes of
the age-based online safety policies these technologies support. Research indicates that
children respond to online content and interactions differently, with varying levels of sensitivity
that can be influenced by developmental stage, gender,® and existing vulnerabilities, such as
history of victimization3® and attentional problems.3” Early findings from our own ongoing
longitudinal study of Canadian children’s attitudes toward age appropriateness in digital games
shows that children “have their own thresholds and criteria for what is appropriate for them” in
games, and this threshold is not based on numeric age alone.3® The implementation of age-
assurance systems in the digital environment should be preceded by a clear necessity for age-
based online safety policies. This is crucial because individuals of the same age can face varying
levels of risk when engaging in similar digital practices or consuming the same online content.
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4. What complementary steps might the OPC consider taking to promote privacy and online
safety for young people?

We are happy to read the OPC’s position that age-assurance systems “should not require
individuals to undergo an age assurance process to access non-restricted content.” A vital
complementary step is to clarify how “restricted” and “non-restricted content” will be defined
and by whom. To date, outside of very specific examples where legal definitions outlining a
minimum age are available (e.g., sexually explicit material), definitions and determinations of
the age appropriateness of various types of content, interactions, and experiences have largely
been left to the platforms and service providers to figure out for themselves: either individually
or through self-regulatory systems managed by industry associations.

There is a long history of digital service providers establishing age restrictions in their terms of
service agreements or privacy policies that bear little relationship to the actual contents of the
services, or to the types of things we might assume go into considerations of age
appropriateness, such as developmental readiness. Research shows that over the past two
decades, numerous websites, platforms, games, and social networks have opted to ban
children under 18 years or 13 years largely in order to avoid the additional costs and efforts
associated with complying to children’s privacy protection laws, such as the US-based
Children’s Online Privacy Protection Act (COPPA).3° Age-assurance systems should never be
implemented without careful consideration of why children below a certain age will be
restricted from accessing the service or content. The reasons behind each and every age
restriction should be clearly explained, evidence-based, and justifiable. Age restrictions should
never be applied simply to avoid compliance to Canadian laws and policies, and this should be
part of future clarifications of restricted and non-restricted content.

Notably, the decision in the 1990s to end COPPA protections at age 13 emerged after
considerable debate and compromise between policymakers and industry groups. It is not
based on scientific evidence of a particularly relevant (let alone) universal milestone in
children’s cognitive or emotional development at age 13, but rather its consistency with US
cultural norms around adolescent independence, media ratings (e.g. films can be rated PG13,
games rated T are for players 13 years and older, etc.), and the fact that the most 13 year-olds
are able to distinguish between advertisements from other content.*® These reasons do not
translate all that well to the contemporary, let alone Canadian, context. There is a movement
underway in the US to expand privacy protections to teenagers as well as younger children,
which aligns more closely to the Children’s Code, the UNCRC, and other guidelines and policies.
This movement draws on substantial research showing that teens would benefit from enhanced
privacy protections, something that most teens say is a high priority for them.*!
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Of course, and in keeping with our previous responses, it is important to remember that there
are vital differences among and across age groups, and that the best interests of individual
children and teens must always be considered as new protections are designed and
implemented, with an emphasis on their privacy and multiple other rights. The OPC already
acknowledges that teens also warrant special considerations in the definition of “young people”
provided in the position statement. However, the inclusion of teenagers and children of
younger ages should be clarified and differentiated in future policy and guidance work.

Summary of Recommendations
We encourage the OPC to:

1. Consider commissioning research that consults children of diverse ages about age-
assurance systems to help ensure that any policy or guidance developed is child-
inclusive and reflects the real needs and concerns of young Canadians.

2. Introduce special provisions for the processing of biometric data during age assurance
processes because unlike other forms of personal information, biometric data are
unique, unalterable, and comprehensive. Privacy risks are significantly heightened when
biometric data are compromised.

3. Explore the privacy risks arising from age assurance processes that are not a
consequence of identification. While identifiability is a high-level impact of age
assurance, it is not the only privacy risk associated with the collection of citizens’
demographic and behavioural data by these systems. The use of personal data collected
during age assurance processes for the development or optimization of Al tools poses
significant threats to citizens’ autonomy and self-determination which require analysis.

4. Encourage online services to adopt privacy-by-default standards for all service users
prior to implementing age-assurance systems that distinguish children from adults for
the purposes of providing privacy-preserving features to child users only.

5. Pursue high-quality evidence that demonstrates the need for age restrictions in digital
environments before developing guidance on best practices for implementing age-
assurance systems that restrict or limit children’s access to online content or services.

6. Clarify how “restricted” and “non-restricted content” will be defined and by whom to
support the development of age restrictions in online spaces that are evidence based
and reflective of children’s developmental readiness.



